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The Domain Name System (DNS) is a key component of Internet-based communi- Monitoring AT PG | (4208 RNl Violation

cation, yet its privacy has been neglected for years. Recently, DNS over HTTPS DoUDP/DoTCP “““

(DoH)!" has improved the situation by fixing the issue of in-path middle-boxes. HoH!/DoT!2) ““_
Further progress has been made with proxy-based solutions such as Oblivious
prog proxy DoH/DoT + Rotation®! | N | NA

DoH (ODoH)P! which separate a user’s identity from their DNS queries. However

these solutions rely on non-collusion between DNS resolvers and proxy networks. ODNS!*//ODoH®! __““
Further, ODNS still allows the recursive resolver (ReR) to gain insights into users ODNS/ODoH + Rotation -_ “

collectively, e.g., answer questions like “what is the most popular online news- DoHoT!®!

paper, and its potential political affiliation, in a given region?” DNS + Multi-Server PIR _—_“
The only way to guarantee full user privacy would be for a ReR to operate in the DNS + Single-Server PIR ____

Table 1. Comparison of privacy-preserving properties of various DNS solutions.

olind, i.e., by resolving domain names without knowing what they are. While the

atter statement seems counter-intuitive, they can be realized through Private | d Soluti
nformation Retrieval (PIR)!’] leveraging a set of cryptographic tools such as SSUES an oluations

nomomorphic encryption. Indeed, private DNS is often cited as a motivating PIR Selection and Optimization. Out of all the available PIR categories, we
example in PIR research, but no practical implementation currently exists. suggest utilizing the single-server stateless PIR schemes for DNS. These schemes
do not require a non-collusion agreement, result in low costs for cache updates,
Table 1 summarizes the privacy-preserving properties of state-of-the-art DNS and offer satisfactory running times for query processing. We benchmarked
solutions. No existing solution but only single-server PIR has the potential to multiple such schemes and Spirall’! stands out with the fastest running time, the
offer full privacy. The goal of this work is to fill the gap between PIR and DNS shortest query size, and high-quality open-source implementation (Figure 1).
research. We do so by designing PDNS, a privacy-preserving DNS designed to
augment rather than replace DNS, in a spirit similar to DoH/ODoH. To integrate Spiral into PDNS, we conducted research on the optimal DNS cache
configuration for PIR. We also exploit multi-threading and low-level instruction
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Solution When Cache Updates Performance (S=64B) Slot Size (NumSlots=22) support. We further implemented performance by leveraging hash collisions to
2z 2 el L LB oo rposely build large cache slots (Figure 2), which reduces the query time at the
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Figure 1. Summary and performance analysis of state-of-the-art single-server PIR solutions. Clearly, a blind ReR cannot perform such operation which should be tackled by
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Figure 2. PDNS cache construction with large slot. Figure 4. Visualization of PDNS and its workflows. malicious cache pollution.
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5 Figure 5. Performance evaluation of PDNS.* (a) Query duration; (b) Web performance.
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