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Abstract

Defending against Distributed Denial-of-Service (DDoS) at-
tacks is a critical priority for cloud providers, who must man-
age ever-growing volumes of both benign and malicious traf-
fic. While state-of-the-art DDoS detection systems leverage
programmable devices to process traffic at hundreds of Gbps
to Tbps on a single machine, large-scale cloud providers of-
ten handle traffic at scales approaching 100 Tbps. This two-
orders-of-magnitude difference necessitates distributed pro-
cessing across multiple servers, where new challenges are
present. Specifically, naive load-balancing strategies lead to
imbalanced traffic distribution and severe performance bot-
tlenecks, while function offloading to programmable devices
must balance flexibility and adaptability. In this paper, we
present Canopy, a scalable DDoS detection system designed
to overcome these challenges. Canopy features a dynamic
load-balancing mechanism that adapts to fluctuating traf-
fic patterns, ensuring balanced distribution across detection
servers despite the mix of mice and elephant flows. Addi-
tionally, it employs a traffic compression technique at the pro-
grammable switch to significantly reduce per-server workload.
These innovations enable Canopy to scale to over 100 Tbps
in real-world deployments. Successfully deployed in produc-
tion, Canopy has demonstrated its effectiveness in mitigating
large-scale DDoS attacks.

1 Introduction

Distributed Denial-of-Service (DDoS) attacks have remained
a persistent and evolving threat for decades. As the volume
and sophistication of these attacks continue to escalate, de-
fending against them has become a top priority for cloud
providers [3]. Modern DDoS attacks employ a wide array
of attack vectors, exploiting protocols such as ICMP, UDP,
TCP, QUIC, and HTTP. Attackers further amplify their im-
pact by leveraging reflection and amplification mechanisms
inherent in protocols like DNS and SSDP, generating massive
traffic volumes [50]. This diversity in attack strategies neces-

sitates robust and adaptive defense mechanisms capable of
addressing both the scale and complexity of these threats.

To mitigate the sheer traffic volumes associated with DDoS
attacks, numerous solutions have been proposed. For exam-
ple, research has shown that a single server equipped with
FPGA-enabled SmartNICs can efficiently process 100 Gbps
of network traffic [52]. Other approaches have pushed the
limits further, achieving terabit-per-second (Tbps) line-rate
processing using programmable switches [8, 34, 50].

While these advancements significantly boost single-
machine processing capabilities, real-world data center traffic
can peak at over 100 Tbps — two orders of magnitude beyond
what a single server can handle. This motivates us to adopt
a distributed processing approach, where coordinated efforts
across server clusters are essential to safeguard entire data
centers. However, it introduces two major challenges.

The first challenge in cluster-wide DDoS defense is deter-
mining how to efficiently and effectively distribute incoming
packets across servers. Two primary approaches are com-
monly used, each with its own trade-offs. The first approach,
a hash-based load balancer, assigns packets to servers based
on header fields (e.g., source/destination IPs or ports). This
ensures that all packets from the same flow are processed
by a single server, eliminating the need for post-processing
correlation and reducing latency. However, as traffic volume
and processing complexity grow, individual servers may be-
come overloaded, limiting scalability. The second approach,
round-robin packet spraying, evenly distributes packets across
all servers, preventing bottlenecks and improving load balanc-
ing. However, this method introduces additional overhead, as
packets from the same flow must be reassembled and corre-
lated, increasing analysis complexity, reaction time, and cache
requirements. Consequently, neither approach is ideal for pro-
duction networks, where traffic often follows a long-tailed
distribution [6,11] (§ 2.2).

The second challenge lies in leveraging programmable
switches to boost system performance while maintaining flex-
ibility and adaptability. While prior studies have demonstrated
that a significant portion of DDoS detection functionalities
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can be offloaded to programmable devices [50,52], real-world
production environments demand greater flexibility and adapt-
ability. For example, as a cloud provider, we operate a shared
platform that allows users—both in-house development teams
and third-party users—to define and update their own DDoS
detection programs at any time. Offloading computation to
programmable switches can be problematic in this context,
as updating programs often requires reallocating resources
and potentially rebooting devices, which is unacceptable in a
production network (§ 2.3).

To address these challenges, we introduce Canopy, a robust
DDoS defense system designed to mitigate attacks at scales
of over 100 Tbps while balancing the competing demands of
performance, flexibility, and adaptability.

For the first challenge, Canopy employs a dynamic load
balancing strategy that intelligently alternates between hash-
based load balancing and round-robin packet spraying based
on real-time traffic conditions. Routing decisions are made
dynamically by analyzing sampled packets over short inter-
vals, enabling the system to adapt to changing traffic pat-
terns. Since commodity switches lack the capability to exe-
cute such complex, real-time decision logic, Canopy leverages
programmable switches as dynamic load balancers (§ 3.2).

For the second challenge, Canopy offloads functionalities
to programmable switches with careful considerations of flex-
ibility and adaptability. Specifically, we offload only packet
parsing to the switches and introduce a traffic compression
mechanism to reduce the processing load on downstream
detection servers responsible for executing DDoS detection
logic. This design enhances scalability by alleviating server-
side computational demands while preserving the platform’s
ability to support any user-defined DDoS detection program,
as detection remains on general-purpose CPUs (§ 3.3).

As aresult, our evaluations show that Canopy’s dynamic
load balancing scheme efficiently manages traffic with long-
tailed distributions, combining the strengths of hash-based
and round-robin approaches. Meanwhile, the traffic compres-
sion mechanism enhances detection server throughput by an
order of magnitude — from tens of Gbps to nearly 1 Tbps —
while maintaining zero packet loss. Importantly, these im-
provements are achieved with minimal impact on the overall
detection system (§ 5.1 and § 5.2).

To date, Canopy has been deployed in production data cen-
ters for over one year, operating smoothly while mitigating
attacks across total traffic volumes reaching tens of Tbps, with
peaks exceeding 100 Tbps — all without failure. Notably, it
has demonstrated the capability to successfully handle traffic
spikes that legacy systems failed to detect due to overwhelm-
ing load. Canopy maintains an end-to-end detection delay of
approximately one second, primarily attributed to analysis at
detection servers. For each month, Canopy successfully de-
fended against hundreds of thousands of DDoS attacks, with
attack bandwidths ranging from 100 Gbps to Tbps (§ 5.3).

This work does not raise any ethical issues.

Intrusion Detection System

S | %
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Figure 1: Architecture of DDoS detection system.

2 Background and Motivations

2.1 DDoS Attack Detection

DDoS detection system procedure. DDoS attacks have
grown increasingly prevalent, and as more companies mi-
grate their infrastructure to cloud platforms, these platforms
have become a primary target for such attacks. Consequently,
DDoS detection and mitigation have become critical compo-
nents of modern data center operations. A key requirement
for any DDoS detection system is its ability to monitor and
safeguard networks against malicious traffic while ensuring
uninterrupted service for legitimate users. As illustrated in
Figure 1, such systems typically operate by passively dupli-
cating network traffic for analysis, minimizing disruption to
the ongoing, primary data flow.

The process begins with Internet traffic arriving at core
switches connected directly to ISPs. Optical splitters then
duplicate the high-bandwidth optical signals. This passive
duplication avoids the need to convert signals into electrical
form, preserving the integrity and performance of the main
traffic. The duplicated traffic is forwarded to security systems
for analysis, while the primary traffic continues uninterrupted
through the operational network.

The duplicated traffic is firstly routed through load bal-
ancers, which distribute it across a cluster of detection servers.
Once the traffic reaches these servers, it undergoes in-depth
inspection. When a potential DDoS attack is detected, the sys-
tem generates alerts and activates mitigation strategies. These
strategies may include traffic filtering, rate limiting, or block-
ing malicious sources. By combining real-time traffic analysis
with advanced mitigation mechanisms, the system provides
robust protection against a wide range of DDoS attacks and
other emerging threats.

Operational insights. Our operational experience over the
past few years reveals three key observations about evolving
DDoS attacks. First, the scale of DDoS attacks is rapidly es-
calating. In our data centers, fewer than 500 attacks exceeded
100 Gbps in January 2023. By the end of that year, the number
had doubled to more than 1,000, and within only the first half
of 2024 it doubled again, recently surpassing 10,000 incidents
per month (see § 5.3).

Second, attack traffic now ramps up to peak rates within
just seconds. As shown in Figure 2(a), the traffic rate of a
real-world DDoS attack surged to over 900 Gbps in only three
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Figure 2: Operational insight of DDoS traffic detection. (a) shows an example of the bandwidth of attack traffic towards one
destination IP address (DIP), whereas (b)-(d) shows the bandwidth and number of source IPs of legitimate traffic to one DIP.
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Figure 3: Daily traffic rate to our data centers.

seconds, increasing by approximately 500 Gbps per second.
Third, DDoS attacks are becoming increasingly sophisti-
cated. We observe the frequent emergence of sweep-segment
attacks (which target one or more C-class subnets) and
elephant-flow attacks. Moreover, adversaries increasingly
craft traffic patterns that resemble legitimate workloads,
which significantly complicates accurate detection. For in-
stance, Figure 2(b) depicts the real-time packet volume re-
ceived by a single destination IP. Sharp spikes occur around
10am. Yet, as shown in Figure 2(c) and 2(d), other indicators
such as the number of distinct source IPs and their geographic
distribution do not match typical DDoS signatures — in gen-
uine DDoS incidents, the source IP count rises sharply and
attacking botnets are usually geographically dispersed, rather
than concentrated in a single region. Therefore, no DDoS at-
tack happened in this case and single-egress threshold-based
mechanisms would have produced false positives.
Traditional detection methods rely on rule-based systems
and algorithms to identify suspicious patterns, such as unusual
traffic spikes or protocol anomalies [7, 8,20,21,34,52]. More
recently, machine learning-based detection algorithms have
recently gained prominence in this field [12, 15,24,49], where
advanced models trained on extensive datasets to detect subtle
traffic patterns that might evade rule-based approaches.

2.2 Production Demand: Distributed Process

One major challenge in DDoS detection within modern data
centers stems from the immense traffic volumes, which can
reach over one hundred Tbps while characterized by long-
tailed load distributions [6, 11]. Figure 3 shows the total flow
rates to our data centers at different times of the day, ranging
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(a) DDoS detection with hash-based load balancer.
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(b) DDoS detection with round robin traffic sprayer.

Figure 4: Illustration of two load balancing schemes.

from tens of terabytes to peaks of over 100 Tbps. For confi-
dentiality, specific values are omitted. Sudden traffic spikes
occasionally occur — for example, on Day 1, a significant spike
of tens of Tbps occurred around 2 am, driven primarily by a
few elephant flows.

This scale far exceeds the capacity of the latest single-
machine solutions, which typically handle 100 Gbps to 1 Tbps
of traffic with the aid of SmartNICs or programmable
switches [8,34,50,52]. As a result, horizontal scaling — adding
more servers to manage the incoming traffic — is essential.
Nevertheless, in practice, we find that conventional load bal-
ancing schemes struggle to effectively handle long-tailed
traffic distributions, particularly when dealing with the co-
existence of elephant flows' (large, high-volume flows) and
mice flows (smaller, low-volume flows), which have different
impacts on server loads.

Hash-based load balance. By default, the load balancers
depicted in Figure 1 adopt a hash-based distribution strategy.
As shown in Figure 4(a), this strategy ensures that all pack-
ets destined for the same IP address are routed to the same
server.” This design simplifies packet correlation and reduces

'Here, a flow is defined by a 2-tuple (src-IP, dst-IP), since packets traverse
alayer-2 network between optical splitter and the load balancer (see Figure 1).
2Unlike load-balancing employed in data centers that usually hash by
flow tuple, in DDoS detection it is advantageous to aggregate all packets
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Figure 5: Packet loss rate and CPU load when processing flows by a single server using different load balancing (LB) scheme.

processing latency. However, it also introduces a critical bot-
tleneck when handling elephant flows. To illustrate this, we
conducted experiments using a testbed equipped with a 48-
core (196-thread) AMD EPYC processor. In this setup, 32
threads were dedicated to packet reception using DPDK, act-
ing as 32 independent packet receivers, while the remaining
threads were allocated for data analysis.

As demonstrated in Figure 5(a) and 5(b), the server quickly
becomes overwhelmed under such conditions. For instance,
with a packet length of 300B, a thread saturates its CPU uti-
lization when traffic reaches 3 Gbps and begins experienc-
ing a 20% packet loss rate when traffic reaches 3.8 Gbps or
153 Kpps (thousand packets per second). For smaller packets
of 64B, the server struggles to handle even 1 Gbps of traf-
fic without dropping packets. These limitations highlight the
inefficiency of relying solely on hash-based distribution in
high-volume scenarios with uneven traffic patterns.

Round-robin load balance. An alternative approach is round-
robin packet spraying’, where packets are evenly distributed
across all servers, as illustrated in Figure 4(b). This method
prevents any single server from being overwhelmed by high-
traffic flows, offering improved load balancing and reliability,
particularly for handling elephant flows. Indeed, experiments
with the same setup as hash-based load balance confirm that
no packet loss was found using round-robin spraying.

However, round-robin packet spraying introduces trade-
offs. Packets from the same flow are spread across multiple
servers, so results must be aggregated to provide a complete
view of the network’s DDoS status. This requires multi-level
aggregation — within processes, across processes on a ma-
chine, and across machines. Aggregation keys, often IP ad-
dresses, pose challenges in large data centers, where unique
IPs can number in the millions.

This duplication results in several inefficiencies. First, the
duplication of keys increases resource usage and load, as each
process must handle an inflated number of keys. Second, the
inter-process aggregation step becomes a bottleneck due to
the large number of redundant keys that need to be merged.

for a given destination IP at a single server/CPU core, as this improves data
locality and avoids costly cross-server/core state access.

3Because we target volumetric DDoS attacks and operates on duplicated
traffic rather than live traffic destined for production servers, packet reorder-
ing introduced by packet spraying is not a concern.

A small-scale experiment, shown in Figure 5(c) and 5(d),
highlights this issue: normal flows impose a higher CPU load
than a single elephant flow, and when packet lengths are 64B,
some CPU cores reach 100% utilization at 120 Mpps.

Demands. Given these issues, there is a pressing need for
a new load balancing design that is capable of effectively
addressing both scenarios. Ideally, such a design would mini-
mize the spraying of packets across multiple detection servers,
thereby minimizing the detection latency and resource usage.
At the same time, it should dynamically adapt to handle ele-
phant flows by redistributing traffic across multiple servers
when the capacity of a single server is exceeded.

2.3 Production Demand: Flexibility

After load balancing, the next step is the data analysis stage,
where another primary challenge arises: balancing perfor-
mance and flexibility. State-of-the-art DDoS detection so-
lutions often rely on programmable devices, such as pro-
grammable switches or SmartNICs [8, 34,50, 52], to enhance
single-server processing capabilities by offloading specific
functions to these devices. However, this approach comes
with a notable trade-off: reduced flexibility and adaptivity.
For example, programmable devices may not support certain
functions/operands, or updating the DDoS detection algo-
rithm may incur additional costs, such as requiring temporary
service downtime when changes involve these devices.

The degree of offloading depends on the flexibility require-
ments. Systems like Peregrine [8] offload packet processing
and feature computation, while others, such as Poseidon [50]
and Pigasus [52], aim to offload as much functionality as
possible, within the constraints of the hardware.

Our platform differs from these studies in that it is driven
by real-world production requirements and must address prac-
tical challenges rather than serving purely as a research ex-
ploration. Specifically, our platform is designed to support
traffic detection across an entire data center, where high flexi-
bility and availability are critical necessities. Given the unpre-
dictable nature of future demands and the evolution of DDoS
detection algorithms, our design must enable most changes
— such as the implementation of a new DDoS detection algo-
rithm — to be executed swiftly and seamlessly without causing
service disruptions or requiring system downtime.
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In general, designing such a system requires careful con-
sideration of what to offload and what to keep on the server.
We argue that there is no universally “correct” design; rather,
the optimal approach depends on the specific requirements
and constraints of the use case.

2.4 Threat Model

We focus on volumetric DDoS attacks targeting victim des-
tinations within data centers. In this scenario, we assume
that attackers operate from outside the data center and that
none of the components in our intrusion detection system are
compromised. The traffic mirrored to our intrusion detection
system includes both benign and malicious traffic. Attack-
ers operate within a fixed budget to acquire or rent a large
number of bots in a botnet with the aim of overwhelming
the victim’s bandwidth or computational resources. They can
employ a combination of various DDoS attack types (e.g.,
Smurf attacks, SYN floods, ICMP/UDP floods, elephant flow
attacks, DNS reflection attacks, NTP amplification attacks,
HTTP floods, Slowloris attacks, etc.) and launch multiple at-
tacks simultaneously. Additionally, attackers can dynamically
modify the types/composition of attacks during operation.

3 System Design

In this section, we first present a high-level overview of our
system proposal (§ 3.1), before diving into the key designs,
superficially a dynamic load balancing scheme (§ 3.2) and
optimizations for the packet processing (§ 3.3).

3.1 High-Level Overview

We propose Canopy, a system that integrates a programmable
switch with downstream detection servers to efficiently handle
high-throughput network traffic. The programmable switch
is responsible for pre-processing network packets, extract-
ing and compressing traffic features (e.g., DDoS-related key-
words), dynamic load balancing, and forwarding these com-
pressed features to detection servers for in-depth analysis and
correlation. Figure 6 illustrates the system architecture and
its end-to-end workflow, comparing it to the legacy system.
When a packet arrives at the programmable switch, it is
first processed by the Parser module, which analyzes packet
headers. The Parser supports a wide range of packet types,
including IPv4, IPv6, tunnel packets (encapsulated with IPv4,
IPv6, or GRE), and protocols such as TCP, UDP, and ICMP.
After parsing, the switch applies random sampling to select
a subset of packets for further processing. For each sampled
packet, the switch extracts key feature information, such as
flow identifiers and protocol-specific attributes. These fea-
tures are stored in the switch’s Registers until a sufficient
volume of data is accumulated. Once enough features are
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Figure 6: Overview of Canopy and legacy detection system.

gathered, the switch consolidates, compresses, and encapsu-
lates this information into the payload of a custom Ethernet
packet. This compression mechanism significantly reduces
the volume of data sent to the servers, optimizing bandwidth
usage and computational resources (§ 3.3). By offloading
packet parsing, feature extraction, and compression to the
programmable switch, Canopy alleviates the computational
burden on the detection servers, enabling them to focus on
advanced analysis tasks that require greater flexibility and
computational power.

A key feature of Canopy is its dynamic load balancing
mechanism at the programmable switch (§ 3.2). The switch in-
telligently distributes traffic across downstream servers based
on real-time load conditions. This is achieved by monitoring
the bandwidth of each flow and adjusting the distribution of
Ethernet packets accordingly. Importantly, the load balancing
is performed per CPU thread, as each CPU thread dedicated
to DPDK on the servers acts as an independent receiver.

The detection servers, equipped with high-performance
frameworks like DPDK, receive the compressed packets and
perform advanced processing. A subset of CPU cores is ded-
icated to DPDK for receiving Ethernet packets and caching
them into an I/O queue, which is shared with subsequent
analysis processes. The remaining CPU cores handle tasks
such as field selection, flow correlation, rule-based decision-
making, and statistics aggregation, enabling comprehensive
traffic analysis, anomaly detection, and DDoS mitigation.

The combination of a programmable switch and commod-
ity servers provides a flexible and scalable architecture. The
switch handles high-speed, fixed-function tasks, while the
servers offer the computational flexibility needed to adapt
to evolving DDoS detection algorithms and traffic patterns.
Random sampling ensures that the system can handle high-
throughput traffic without overwhelming the detection servers,
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while packet compression minimizes bandwidth usage and
reduces the frequency of server-side processing. Overall,
Canopy is a cost-effective and future-proof solution and is
able to scale to meet the demands of modern data centers.

3.2 Dynamic Load Balance

As discussed in § 2.2, neither hash-based nor round-robin
load balancing strategies are suitable for DDoS detection sys-
tems where traffic volumes exhibit long-tailed distributions.
Other common load-balancing strategies, such as those based
on Least Response Time or Least Connections, also fail to
address the unique requirements of our scenario. The primary
reason is that these strategies either require communication
between load balancers (e.g., the programmable switches de-
picted in Figure 6) or depend on real-time feedback from the
servers to make routing decisions. In our case, such feedback
mechanisms are impractical due to the need to maximize
throughput and minimize latency.

Our observation is that hash-based load balancing performs
effectively in scenarios dominated by mice flows, while round-
robin load balancing is better suited for environments with
elephant flows. Based on this insight, we propose a dynamic
load balancing design that achieves the best of both worlds —
reaching a balance between evenly distributing load based on
IP addresses and mitigating the impact of high load caused
by elephant flows.

Specifically, our approach dynamically monitors traffic pat-
terns in real time to adapt to changing conditions. Over a
constant interval, we track the occurrence frequency of all ob-
served IP addresses. If the number of packets associated with
a particular IP exceeds a predefined elephant flow threshold,
we distribute packets from this IP using round-robin spraying
across multiple servers. For IP addresses below the threshold,
we retain hash-based distribution, ensuring efficient correla-
tion of packets belonging to the same flow.

Formally, let T be the threshold, M be the number of down-
stream detection servers, and C(ip) be the function that counts
the number of packets per IP address, the dynamic load bal-
ancing DynoHash works as follows:

Hash(ip) mod M,

N Clip)<T
DynoHash(ip) = { (Hash(ip) +C(IP)) mod M, .

otherwise
M

By combining real-time monitoring with adaptive rout-
ing strategies, our dynamic load balancing design addresses
the shortcomings of traditional methods and is well-suited
for large-scale DDoS detection systems operating in high-
performance environments.

It is noteworthy that this load balancing scheme is not lim-
ited to our system but applies to other DDoS detection systems
as well. In a broader context, the processing capability of a
single machine will always face inherent limitations, regard-
less of advancements in underlying hardware. As network
traffic volumes continue to grow, scenarios where a single

struct ddos_keyword{

1

2 bit<64> flow_label;
3 bit<64> src_ip_high;
4 bit<64> src_ip_low;
5 bit<64> dst_ip_high;
6 bit<64> dst_ip_low;
-

8 bit<16> raw_len;

9 bit<16> ip_len;
10 bit<l16> data_len;
11 bit<16> dport;

12 bit<16> sport;

13

14 bit<8> tunnel_protocol;
15 bit<8> protocol;

16 bit<8> key_flag_a;

17 bit<8> key_flag_b;

18 bit<8> type_tcphl;

19 bit<8> code_tcpflag;

20 bit<32> tcp_ack;

21 bit<32> tcp_seq;

27 }

Figure 7: Predefined keywords for DDoS detection.

machine becomes a bottleneck — particularly when process-
ing elephant flows — are inevitable. Therefore, load balancing
remains highly relevant even in evolving production setups.
While advancements in hardware and infrastructure may shift
the balance points in the trade-offs, the fundamental need for
effective load distribution will persist as a critical aspect of
scalable and efficient DDoS detection.

3.3 Packet Processing Optimizations
3.3.1 Debate on function offloading

Compared to SmartNICs, programmable switches are bet-
ter suited to achieve dynamic load balance introduced in
§ 3.2, as load balance extends beyond a single server. As
programmable switches are adopted, they also present an
opportunity to reduce workloads in the subsequent DDoS de-
tection stage. Prior research has demonstrated the potential of
programmable switches for various optimizations. For exam-
ple, Poseidon [50] showcases offloading specific functions to
programmable switches, while Jagen [34] and Peregrine [8]
highlight their effectiveness in implementing sketches that
facilitate downstream processing.

However, existing solutions lack the flexibility required
for our use case. As a cloud provider, we must support a
platform capable of accommodating any DDoS detection al-
gorithms provided by users — whether developed in-house
or by third-party services deployed in our data centers. To
address this, we have developed a platform that provides a
set of traffic features and a dedicated programming language
for DDoS detection, enabling users to program their detec-
tion logic and update it dynamically. Offloading computation
to programmable switches is unsuitable for this purpose, as
each update would require a new round of resource optimiza-
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tions [34,50], potentially involving pauses or reboots of the
programmable switch, which is unacceptable in production.

Instead, we leverage programmable switches solely for
packet parsing and traffic compression, significantly reducing
the workload on detection servers. This approach is grounded
in two key observations:

¢ Processing raw packet headers and payloads imposes a
substantial computational burden on servers, as they must
extract meaningful features from the data. This not only
increases processing time but also delays detection. Pro-
grammable switches, with their line-rate processing capa-
bilities, are far more efficient at extracting and formatting
key information from packet headers.

* While DDoS detection algorithms evolve rapidly, the un-
derlying network protocols — particularly those governing
Internet packets — remain relatively stable. This stability
arises from the need for consensus among multiple stake-
holders (e.g., users, servers, middleboxes) to ensure suc-
cessful packet transmission. As a result, it is feasible to
predefine a set of keywords for DDoS detection without
frequent updates.

Based on these insights, we propose to compress traffic: us-
ing programmable switches to extract, format, and compress
traffic data before forwarding it to downstream servers.

3.3.2 Traffic compression at programmable switch

This subsection describes how Canopy performs traffic aggre-
gation on the programmable switch. The design is nonetheless
not straightforward because of hardware constraints: it lacks
native support for multi-packet operations and restricts each
register to be accessed at most once per packet. We first ex-
plain the selection of DDoS keywords and packet truncation,
then describe how packet assembly is realized using registers
and recirculation, and finally analyze the resulting resource
consumption of our approach.

(D DDoS keywords and (2) packet truncation. We define a
custom header structure specifically tailored to the DDoS de-
tection scenario, which covers critical fields in IP, TCP/UDP,
tunneling protocols, as illustrated in Figure 7. We select these
fields based on our operational experience, and they cover all
the DDoS detection algorithms we have deployed.* The key-
words header fields are populated by both the packet parser
and later match-action stages in the Ingress pipeline. After
that, the header is forwarded to the deparser and then the
Egress pipeline. At this stage, the packet consists of three
parts: an Ethernet header, DDoS keywords, and the remaining
payload which is useless for DDoS detection.

To optimize performance, packets should be truncated, i.e.,
removing the unprocessed payload, and retaining only DDoS

4For confidentiality reasons, unfortunately, we do not disclose the detec-
tion algorithms, so as to prevent potential exploitation of our data centers.

keywords. However, Tofino hardware does not natively sup-
port direct truncation of packets in the middle of the pipeline.
The only component capable of truncating packets is leverag-
ing the mirror module, which allows retaining a fixed num-
ber of bytes from the start of the packet. In Tofino hardware,
there are two places where mirror is allowed to execute:
“Ingress-to-Egress” and “Egress-to-Egress”. The former mir-
rors the original packet entering the Ingress pipeline and puts
it at the beginning of the Egress pipeline. Unfortunately, this
means that it cannot help to truncate the processed packets
after the Ingress pipeline with the DDoS keywords, and does
not satisfy our demands. The latter mirrors the packet after it
has been processed by the Ingress pipeline and puts it at the
beginning of the Egress pipeline. We thus use the Egress-to-
Egress mirror for packet truncation. Specifically, we mirror
the first 78 bytes of the packet, including the Ethernet header
and all DDoS keywords, and drop the original packet.

@ Packet Assembly. The above processing produces trun-
cated packets containing only an Ethernet header and DDoS
keywords for a single packet, reducing the workload on the
downstream detection server. However, the high packet-per-
second (PPS) rate may still overwhelm the detection servers.
To mitigate this, we implement a packet assembly mechanism
within the programmable switch pipeline, combining DDoS
keywords from multiple packets into the payload of a single
Ethernet packet. This approach significantly reduces the num-
ber of packets sent to the servers, lowering the PPS rate and
enhancing system efficiency.

Implementing packet assembly on a programmable switch
is challenging, as the switch processes packets individually
and lacks native support for multi-packet operations. To over-
come this, we devised a mechanism to temporarily store data
from previous packets and embed the extracted content into
the final packet. This solution, however, must address two
key constraints: limited register space and restricted register
access per stage at programmable switch.

The first challenge arises from the fact that the only com-
ponent in the programmable switch capable of caching data is
the register, which has a limited bit-width of 32 bits. This
limitation makes it difficult to directly store the full 64-byte
DDoS keyword (see Figure 7). To overcome this, we split
each 64-byte DDoS keyword into 16 segments, each stored in
a separate register object. Each register is allocated an address
space of 256, enabling parallel storage of multiple segments
of the same header field. The register structure is depicted
in Figure 9. During packet processing, these segments are
written to the registers in parallel, allowing efficient caching
and retrieval of complete DDoS keywords.

The second challenge stems from the limitation that a reg-
ister can perform only one read or write operation per address
during a single packet processing cycle. Simultaneous reads,
writes, or a combination of both to the same address are not
permitted. To address this, we implement a loopback-based
mechanism for assembling DDoS keywords across multi-
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Figure 9: Registers used for caching DDoS keywords on the
programmable switch. Sixteen 32-bit registers are allocated
to hold a single complete DDoS keyword in Figure 7.

ple packets. Each mirrored packet contains a set of DDoS
keyword segments, which are stored in different registers.
This process is coordinated by two auxiliary variables: (i)
write_ptr and (i) read_addr. The first variable represents
a register that tracks the next address for storing new DDoS
keyword segments, incrementing with every processed packet.
The second variable is a local variable that maintains the
current address for reading data from the registers during
keyword assembly.

Once DDoS keywords from N packets have been cached,
the system initiates the loopback process (a.k.a. recircula-
tion) to assemble them. Due to the pipeline’s restriction of
one register access per packet processing cycle, reading N
keywords requires N loopback/recirculation packets. Each
loopback packet retrieves a set of DDoS keyword segments
from the registers, which are then appended to the payload by
the Deparser. This process repeats until all N keywords are
aggregated into a single packet payload. A termination flag in
the final loopback packet signals the end of the aggregation,
and an Ethernet header is appended before transmitting the
aggregated packet to downstream servers. This workflow is
illustrated in Figure 8.

Resource consumption. The above design effectively com-
presses traffic, significantly reducing the PPS rate to down-
stream servers while ensuring that the assembled packets
contain all necessary DDoS keys. However, it also introduces
resource consumption concerns. The primary resource con-
cern with packet recirculation is bandwidth usage. Excessive
packet aggregation can exceed the bandwidth capacity of a
programmable switch’s loopback interface. Each truncated

packet consists of a 14-byte header and 64 bytes of DDoS
keywords (Figure 7). After the ith recirculation, the packet
size grows to 14 4 64 - i bytes. Additionally, during N recircu-
lations, the original truncated packets traverse the loopback
interface, consuming (14 4 64) - N bytes of bandwidth. There-
fore, the cumulative bandwidth consumption for N packets
with N circulation is calculated as follows:

N

N(N—1
Y (14+64i+14+64) = (92N +64 - %
i=1

)x8bps.  (2)
For example, with 8 recirculations, compressing 8 packets
into one consumes approximately 20 Kb of bandwidth. If the
packet arrives at the rate of 1 Gpps and the sampling rate
is 10:1, then the resulted bandwidth at the programmable
switch’s loopback interface will be 1 Gpps/10/8 -20Kb =
250 Gbps. But the detection server will receive compressed
packets at the rate of 1 Gpps/10/8 = 12.5 Mpps.

Therefore, a larger N is not always better. While a larger
N allows more packets to be assembled into a single packet,
which is beneficial for downstream detection servers, it also
increases the number of loopback iterations. This causes the
loopback packets to grow larger, consuming more bandwidth
on the loopback port. If N exceeds a certain threshold, it may
lead to packet loss at the loopback port.

4 Implementation

Dynamic load balancing at programmable switch. We de-
termine the allocation of detection servers and the specific
processes within those servers using the destination IP and
destination port fields in UDP packets. These values are dy-
namically computed by our dynamic hash module (§ 3.2),
with load-balancing decisions updated every 100 ms, match-
ing the counter refresh interval. The update interval exhibits a
trade-off: longer intervals delay the capture of elephant flows,
while shorter intervals increase sensitivity to transient traffic
bursts and the risk of misclassification. Guided by operational
experience, we set the update frequency to 100 ms and find the
system largely insensitive to small deviations from this value.
Similarly, the elephant-flow threshold T is chosen based on
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Figure 10: Evaluation of load balancing schemes and packet processing optimization.

operational practice and also exhibits low sensitivity, so we
omit further benchmarks for brevity.

The workflow begins with optical traffic splitting, directing
traffic into the programmable switch’s data plane. Canopy
then performs sampling, DDoS keyword extraction, and
packet assembly (see § 3.3). The aggregated and compressed
feature packets are forwarded via the switch’s internal inter-
connect module to the control-plane load-balancing module,
which module computes the appropriate destination server for
each packet based on Equation 1. Once the load-balancing
decision is made, the packets are routed back to the data plane
via the internal interconnect and transmitted to the designated
downstream detection servers.

Detection server optimization. When (compressed) packets
arrive at the detection servers, dedicated CPU threads handle
packet reception using DPDK, efficiently buffering them into
shared I/O queues. These queues act as staging areas for
subsequent deep analysis and detection tasks, such as flow
correlation, statistics aggregation, and anomaly identification.
To optimize performance, we exploit Non-Uniform Mem-
ory Access (NUMA), a memory architecture for modern
multi-CPU, multi-core systems. NUMA partitions the system
into nodes, each with its own CPU cores and local memory.
Local memory access is fast, whereas accessing memory from
a remote node incurs higher latency and bandwidth overhead.
By default, these hardware details are abstracted from devel-
opers, which can cause unintended cross-node memory access
in multiprocess systems, especially during interprocess com-
munication. To address this, Canopy adopts a NUMA-aware
design. Upon packet arrival, the NIC uses Direct Memory
Access (DMA) to place traffic in the memory of the NUMA
node tied to the local CPU. We further structure the code
so each CPU core accesses only its local memory. This de-
sign avoids costly cross-node access, even in inter-process
communication, thereby improving efficiency.

Failure recovery. Canopy employs multiple programmable
switches to sustain traffic volumes up to 100 Tbps. Processing
capacity is provisioned slightly above peak demand, ensuring
redundancy. Upon a switch failure, traffic is seamlessly redis-
tributed across the remaining switches, with packets still for-
warded to the same detection servers since all switches share
the same configuration. When a detection server fails, the

switches promptly update their forwarding tables to redirect
traffic to available servers. The entire process—from failure
detection to switch update—completes within a subsecond.
Because DDoS detection operates on continuous traffic
sampling, with traffic characteristics refreshed every second
and attacks generally persisting for longer periods, the tempo-
rary loss of a small number of packets during failure detection
and table reconfiguration has a negligible impact on overall
detection accuracy. As a result, Canopy achieves robustness
and high availability in large-scale operational environments.

5 Evaluation

This section first evaluates the two core components of
Canopy on a testbed: its dynamic load-balancing mechanism
(§ 5.1), and DDoS key extraction and traffic compression
techniques (§ 5.2). We then present operational insights from
deploying Canopy in production environments (§ 5.3).

5.1 Dynamic Load Balance

Next, we focus on the design of dynamic load balancing. We
conducted a local experiment using a 48-core (192-thread)
AMD EPYC server as the detection server, paired with a
Tofino programmable switch as the load balancer. On the
server, 32 threads were allocated for DPDK packet reception,
while the remaining threads handled analysis tasks. Since load
balancing operates on a per-thread basis, this setup effectively
represents 32 independent receivers. We evaluated two types
of traffic: (i) normal flows, which follow the distribution ob-
served in our production network, and (ii) elephant flows. The
packet length was set to 300B, matching the average observed
in our production network.

Figure 10(a) shows the CPU load® on the detection servers
under normal flow conditions excluding any elephant flows.
Dynamic load balancing performs nearly as well as hash-
based load balancing and significantly outperforms round-
robin load balancing. The round-robin approach increases

SThe figure depicts the load on CPU threads dedicated to analysis. Note
that the CPU threads for DPDK packet reception operate at 100% load at all
times, as they function in a busy-waiting manner. But we can tell whether
they are overloaded by inspecting if there are any packet drops.
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CPU load because it disperses packets with different IP ad-
dresses across multiple receivers, requiring additional effort
from analysis threads to regroup them.

When handling elephant flows (Figure 10(b)), Canopy’s
dynamic load balancing achieves performance comparable
to round-robin load balancing. In contrast, hash-based load
balancing exhibits uneven CPU utilization: some cores are un-
derutilized (around 30% load), while others remain idle. This
imbalance leads to inefficiency, as the active CPU threads
cannot handle the entire workload. Figure 10(c) highlights
the corresponding packet loss rates, which escalate with in-
creasing traffic rates — from approximately 20% at 10 Gbps
to nearly 90% at 80 Gbps. Notably, no packet loss occurs
in other scenarios, such as normal flows or elephant flows
managed by alternative load balancing schemes.

In summary, dynamic load balancing combines the
strengths of hash-based and round-robin approaches, adapting
effectively to varying traffic demands and achieving optimal
performance across diverse conditions.

5.2 Traffic Compression

Next, we evaluate the impact of our DDoS keyword extraction
and compression design. We use a setup similar to the load
balancing experiment, with dynamic load balancing applied
throughout.

First, we examine how packet compression affects packet
reception at the detection server. Figure 11(a) shows the
packet reception rate for different numbers of packet circu-
lations — i.e., the number of packets from which DDoS key-
words are extracted and compressed into a single packet by
the programmable switch. A value of 0 indicates that original
packets are sent directly to the detection server. The results
show that compression improves packet reception: the server
can process approximately 36M uncompressed packets, but
with compression, this increases to 41M packets at a compres-
sion rate of 16. The server’s processing capacity improves
slightly as the compression rate increases.

Since each compressed packet carries more information
than an uncompressed one, it represents a significantly larger
volume of original bandwidth, i.e., the bandwidth of actual
traffic entering the data center. Figure 11(b) illustrates that
without compression, a detection server can handle less than
100 Gbps, whereas with compression, it can process over
1 Tbps of traffic. As a result, traffic compression enables
Canopy to handle an order of magnitude larger traffic volume,
as shown in Figure 10.

However, these benefits come at a cost. One such cost is
added latency. Figure 11(c) shows the additional latency in-
troduced by the programmable switch as a function of the
number of packet circulations. The latency increases linearly,
with each circulation adding approximately 200ns. Neverthe-
less, this added latency is negligible compared to the total
latency, which is on the order of seconds, with analysis being

the primary bottleneck (see Figure 12(b)).

Instead, the most critical cost is bandwidth consumption.
Figure 11(d) illustrates the bandwidth demands on the pro-
grammable switch’s loopback interface as a function of the
traffic compression rate N and a sampling rate of 10:1,° with
the switch capable of processing packets at 1.2 Gpps. The
bandwidth demand increases linearly with N, ranging from
~88Gbps to around 1Tbps. Our switch has 16 loopback ports,
4 of which are dedicated to connecting the dynamic load
balancer at the CPU, leaving 12 ports available for packet re-
circulation. Each port supports 100 Gbps, resulting in a total
capacity of 1.2Tbps. Consequently, the maximum feasible
compression rate is 36; however, for reliability considerations,
we set N = 16 in our production network.

Finally, as described in § 4, we implemented a system opti-
mization leveraging NUMA. In our experimental setup, each
server is equipped with two NICs, each bound to 16 CPU
threads dedicated to DPDK packet reception. We sent uncom-
pressed packets directly to the server via the programmable
switch. Figure 12(a) shows the performance difference before
and after optimization. The optimization improves perfor-
mance by 17% to 23%, with greater gains observed as the
length of incoming packets increases.

5.3 Operational Experience

Gray-scale deployment. Before fully transitioning from the
previous DDoS detection system which relied solely on detec-
tion servers without programmable switches, we conducted
a gray-scale deployment. In this setup, both Canopy and the
legacy DDoS detection system operated simultaneously, each
processing all portions of the traffic duplicated from online.
This allowed us to compare the two systems and identify any
discrepancies and thereby any bugs.

During this testing phase, we encountered a traffic loop
issue caused by a software misconfiguration. Certain IP ad-
dresses experienced continuous traffic circulation within the
DDoS detection systems, resulting in packets being counted
multiple times. This led to a dramatic surge in traffic for
the affected IPs. According to Canopy’s recordings, one IP’s
traffic spiked to 1.5 Tbps. Canopy identified this anomaly —
interpreted as a DDoS attack — within one second and issued
a blocking action within the next second, preventing any dam-
age. In contrast, the legacy DDoS detection system failed to
handle the traffic spike effectively. Overwhelmed by the load,
its detection servers dropped a significant portion of packets,
registering only an 80 Gbps traffic increase and failing to trig-
ger a DDoS alarm. This oversight could have allowed a real
DDoS attack to bypass detection entirely.

This incident highlights Canopy’s capability to effectively
manage massive traffic spikes, demonstrating its superiority

6Canopy supports arbitrary, runtime-adjustable sampling rates. In practice,
a 10:1 rate proved sufficient for most operational needs, with negligible
impact on detection accuracy. We omit sensitivity analysis for brevity.
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over the legacy system.

Overall performance. Canopy has been operational in our
production network for over a year, providing a robust and
scalable solution for DDoS detection. Currently, the platform
supports 25 distinct DDoS detection tasks provided by dif-
ferent users, each leveraging different algorithms and input
configurations to adapt to evolving attack patterns.

On a daily basis, Canopy handles traffic rate ranging from
tens of terabytes to peaks of over 100 Tbps, as illustrated
in Figure 3. Despite such extreme conditions, Canopy per-
forms reliably. Figure 12(b) illustrates the DDoS detection
latency over the same period, measured using periodic probing
traffic. Overall, latency across components remained stable.
The switch processing and load-balancing modules consis-
tently achieved sub-10us latency, benefiting from the line-
rate processing of programmable switches. In contrast, the
DDoS analysis on the detection server, which includes string
matching, grouping, and statistical computations, exhibited
the highest latency, ranging from 0.3s to 1.3s. This variance
is primarily due to two factors: (i) workload differences and
(i) varying arrival times, as the system processes data in
batches, similar to Spark Streaming [2]. Once a DDoS attack
is detected, Canopy signals the production network, a process
that takes approximately 30 ms. Overall, the detection server
accounts for the majority of the processing time, while the
programmable switch and notification steps contribute only a
negligible fraction in comparison.

Failure modes and mitigation. Despite overall stability, the
deployment did encounter hardware-related issues, primarily
involving the programmable switch and its internal connectiv-
ity to the host CPU. In particular, the P4 switch and CPU are
connected via internal 100 Gbps NIC links, and we observed
that, on rare occasions, individual NIC ports failed to initialize
correctly or temporarily went down after extended operation.
Early in deployment, such events could lead to brief packet
loss before manual intervention. To address this, we intro-
duced Link Aggregation Control Protocol (LACP)-based port
aggregation, allowing traffic to be automatically redirected
when a port failure occurs. After adopting port aggregation,
these transient failures no longer resulted in observable packet
loss. At a finer granularity, while we did not encounter fail-
ures within the P4 ingress or egress pipelines in practice,

the system design anticipates such low-probability events by
internally grouping ports and applying aggregation-style re-
dundancy, ensuring that single-port or single-path failures do
not compromise overall operation.

Recent snapshots. Figure 12(c) summarizes the frequency
and scale of DDoS attacks observed in our production environ-
ment over the past several years. Most attacks operate at rates
below 100 Gbps; however, a non-trivial fraction reach sev-
eral hundred Gbps, and we increasingly observe burst events
exceeding 1 Tbps. Overall attack activity has grown substan-
tially over time: the total number of detected attacks increases
from approximately 0.41 million in 2023 to 0.95 million in
2025, representing a 132% increase. This growth is domi-
nated by small-scale attacks below 100 Gbps, which rise by
126% (from roughly 0.40 million to 0.91 million). Although
individually limited in impact, their high frequency imposes
sustained pressure on network infrastructure. More concern-
ingly, large-scale attacks above 300 Gbps grow by 712%,
from about 1.4 thousand to 11.6 thousand events, indicating a
marked shift toward highly coordinated, bandwidth-intensive
attacks. Consistent with this trend, the annual peak attack rate
increases from 1.2 Tbps in 2023 to 4.1 Tbps in 2025 (a 242%
increase), suggesting that production networks have entered
the terabit-scale attack regime.

Motivated by the rapid growth in both the frequency and
peak intensity of large-scale attacks, Canopy was deployed in
2025, coinciding with a period when high-bandwidth attacks
became significantly more prevalent. Since its deployment,
Canopy has had a tangible impact on improving user experi-
ence and network security. Before its implementation, when
only the detection server was in place, we received an average
of fewer than 10 reports or complaints per month regarding
undetected DDoS attacks. Since Canopy’s deployment, we
have received zero such reports, demonstrating its effective-
ness in reliably detecting and mitigating attacks. This result
underscores the system’s success in strengthening network
defense mechanisms and enhancing overall user satisfaction.

Evolution of DDoS attacks. Finally, while Canopy focuses
on packet processing before the actual DDoS detection al-
gorithms at the detection server, we report our observations
on the evolution of DDoS attacks. Recall that an example in
§ 2 demonstrates that DDoS detection do not rely on a single
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factor. We model each detection algorithm as a processing
DAG, where nodes correspond to individual processing or
decision operators (e.g., data ingestion, feature extraction, ag-
gregation, filtering, and output), and edges represent data-flow
dependencies. We summarize pipeline complexity using four
lightweight metrics: the number of operators (NO), the num-
ber of directed dependencies (NE), the number of distinct
operator types (NT), and the total configuration expression
length across all operators, which approximates the seman-
tic density of detection logic. We further define a simple
aggregate complexity score C = a.-NO+B-NE +7v-NT to
highlight detection algorithm sophistication.

Figure 12(d) plots the multi-year averages of operator
count, expression length, and overall complexity for DDoS
detection pipelines. Despite year-to-year fluctuations, we ob-
serve a clear upward trend: the number of operators increases
by 12%, while expression length grows by 33%, leading to
a 9.4% increase in overall complexity. This trend indicates
that modern detection pipelines increasingly demand CPU re-
sources. By offloading packet parsing, feature extraction, and
compression to programmable switches, Canopy reduces the
computational burden on detection servers, allowing them to
concentrate on flexible and compute-intensive analysis stages.

6 Discussions and Limitations

Feature updates and runtime programmability. The se-
lection of DDoS features (Figure 7) is informed by extensive
operational experience. In practice, these features have proven
effective in meeting detection requirements and tend to re-
main stable over time, with updates primarily driven by the
emergence of new attack vectors rather than routine tuning.
When feature updates are required, the programmable switch
program must be recompiled, since feature selection in our
design is closely tied to the packet parser (§ 3.3).

Recent work on runtime-programmable switches demon-
strates that packet-processing logic can be updated dynami-
cally without disrupting live traffic by synthesizing stepwise
transition plans that preserve correctness and respect hard-
ware resource constraints [22,38,47]. This capability is attrac-
tive for maintaining and evolving DDoS-related functionality
deployed on programmable switches [50]. However, in con-

trast to prior approaches that offload detection logic to the
switch [50], Canopy deliberately avoids pushing complete or
even partial detection algorithms into the data plane. Besides
limited support for complex operators, this choice reflects
production reliability concerns: faults or misconfigurations
in data-plane logic can have an immediate and wide blast
radius, potentially affecting service availability. In addition,
as discussed in § 5.3, real-world deployments must also con-
tend with hardware-level failures, such as transient port or
link failures, which are orthogonal to software update mecha-
nisms. As a result, ensuring robust operation requires backup
and failover mechanisms beyond runtime programmability
alone. That said, we leave a systematic exploration of such
offloading to future work.

SmartNIC versus programmable switch. SmartNICs, in-
cluding FPGA-based models like Innova and Marvell, as well
as ARM-based models like NVIDIA BlueField, present a
potential alternative to programmable switches. However, as
discussed in § 3.3, load balancing often spans multiple servers,
making programmable switches a more natural choice. That
said, a hybrid approach — combining programmable switches
with SmartNICs — could be a viable solution, with SmartNICs
assisting in CPU offloading. Below, we explore the trade-offs
between these technologies.

FPGA-based SmartNICs excel at handling complex logic
but come with significant limitations. First, their bandwidth is
capped at around 200 Gbps per card, far below the 3Tbps+ of-
fered by P4-based programmable switches. Scaling to higher
bandwidths would require deploying multiple cards, which is
cost-inefficient. Additionally, updating FPGA logic is cum-
bersome, involving time-intensive reprogramming, making
it difficult to meet the flexibility requirements of our plat-
form. Finally, FPGA power consumption tends to be less
predictable, adding another layer of operational complexity.

ARM-based SmartNICs, like BlueField, provide better pro-
grammability than FPGA-based models but lack line-rate
processing capabilities, making them unsuitable for elephant
flows, much like CPUs. Nevertheless, they offer a more
power-efficient alternative to general-purpose CPUs for cer-
tain tasks [46]. We leave further exploration for future work.
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7 Related Work

DDoS Attacks and Detection. Distributed Denial-of-Service
(DDoS) attacks have been a persistent and evolving threat
in network security for decades and remain one of the most
prevalent forms of network intrusion [3]. Attackers have devel-
oped a diverse range of methods to execute DDoS attacks, of-
ten exploiting different protocols such as ICMP, TCP [29,40],
UDP [35,44], HTTP [26,41], and others [25].

Over the years, numerous approaches have been developed
to detect DDoS attacks. Among them, a promising trend is to
rely on statistical analysis [7,8,20,21,34,52] to identify devi-
ations from normal traffic behavior and detect potential attack
patterns. Many packet features and their statistical derivations
have been utilized. Modern advancements in machine learn-
ing have also added another layer of sophistication to these
detection mechanisms, enabling systems to better distinguish
malicious traffic from legitimate activity [12, 15,24,49]. The
purpose of Canopy is to provide a platform for cloud users
to implement DDoS detection per their demands. Therefore,
we place the analytics at commodity servers, which allows
arbitrary computation on selected packet header fields, and
thus enables all of the existing DDoS detection mechanisms.

It is noteworthy that application-layer DoS attacks, which
exploit vulnerabilities in application logic rather than over-
whelming network resources, have recently attracted signif-
icant attention [1,17,31-33,43,53]. Detecting such attacks
often requires a deep understanding of application behavior
and/or operations on encrypted traffic, posing unique chal-
lenges. As this work focuses on network-layer DDoS detec-
tion in cloud environments, application-layer attacks are out
of scope and we leave them to future work.

Programmable devices for security. With the slowing of
Moore’s Law, a variety of specialized, programmable devices
have been introduced to accelerate network operations and
analytics tasks. For example, GPUs have demonstrated sig-
nificant potential in accelerating pattern matching [27], while
FPGAs are widely used to speed up computational tasks in-
volved in DDoS detection [9, 14,16, 18,37,42]. More recently,
programmable switches have gained popularity due to their
line-rate processing capabilities, enabling them to handle vari-
ous network tasks, including DDoS detection [7, 8,28, 34, 50].
For example, Poseidon [50] proposed a set of defense primi-
tives for programmable switches, while Peregrine explored
implementing a new feature extraction [8].

Unlike prior work [8, 50], which uses programmable
switches for computation, our approach leverages them pri-
marily as packet parsers and traffic compressors. This design
emphasizes flexibility in detection mechanisms—a critical re-
quirement for adapting to the dynamic demands of production
environments. Moreover, prior systems often assume [50, 52]
that detection directly intercepts production traffic, allowing
programmable devices to drop malicious packets inline. In
practice, however, production networks typically employ pas-

sive traffic duplication (see Figure 1) to avoid disrupting live
traffic; when malicious traffic is detected, the system alerts
the data center rather than acting directly.

Load balance. Load balancing is a fundamental component
of computer networks, widely utilized across various appli-
cations and systems [13, 30]. Modern data center network
topologies are specifically designed to optimize load balanc-
ing [4,23], and it plays a crucial role in enhancing application
performance [19, 39,45]. Innovations in load balancing, such
as incorporating deterministic approaches [51], have further
advanced its capabilities. However, many of these methods
require specialized setups, such as feedback from servers [36]
or understanding underlying network [51], making them un-
suitable for our use case. Another trend of study is dynamic
load balancing, which has been extensively studied [5, 13].

Concerning packet processing, RSS++ [10] and state-
compute replication [48] explore improving performance by
managing or replicating state under relatively strict execution
models — either within a single machine or by enforcing global
ordering for individual stateful flows. In contrast, our work
targets distributed DDoS detection pipelines, where state is
inherently multi-dimensional, spans many flows, and must be
aggregated across servers without assuming tight ordering.

In this paper, we present the first detailed exploration of
dynamic load balancing for DDoS detection in production
environments. We show that basic load-balancing schemes
alone are insufficient to meet the demands of real-world DDoS
detection, and instead propose a hybrid approach. Our system
is implemented in a production-grade deployment and has
been successfully operated at traffic scales of hundreds of
terabits per second.

8 Conclusion

This paper presents our experience with Canopy, a scalable
DDoS detection system capable of handling traffic of over
100 Tbps. Canopy introduces two key innovations: a dynamic
load balancer and a traffic compression mechanism on pro-
grammable switches, both designed to ease server workloads.
Our evaluation shows that the load balancer effectively man-
ages long-tailed traffic, while traffic compression greatly in-
creases server processing capacity. We also share insights into
traffic patterns and operational performance from real-world
deployment. Overall, Canopy meets our design goals and has
been running seamlessly in production.
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