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ABSTRACT
Modern cloud gateways have evolved to include diverse network
functions and heterogeneous hardware, such as programmable
switches and FPGAs, to handle increasing workloads and minimize
forwarding latency. Existing network tracing tools, however, op-
erate primarily at device granularity and cannot pinpoint which
function on which hardware component causes packet losses or
latency spikes. To bridge this gap, we present CubeTrace, a unified,
function-level flow tracing system that enables microscopic tracing
inside heterogeneous cloud gateways. CubeTrace standardizes trac-
ing units as cubes across different hardware platforms, regardless
of their varied underlying implementations, and operates at flow
granularity for reliability reasons. This introduces a new tracing
abstraction for heterogeneous gateways while maintaining low
overhead. Moreover, the collected flow-cube data by CubeTrace
can be decoded into packet-level representations and integrated
with well-established distributed tracing frameworks, enabling the
use of off-the-shelf analysis tools. Our evaluations demonstrate
that CubeTrace introduces minimal overhead, consuming less than
1% of memory resources and adding less than 1% to forwarding
latency. Having been deployed in a large-scale cloud gateway, Cu-
beTrace has significantly improved problem localization, reducing
resolution times from hours or even days to just minutes.
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1 INTRODUCTION
The cloud gateway is a crucial component of data center network
infrastructure, integrating a wide range of stateless and stateful
network functions (e.g., routing, load balancing, firewalls, and
SNAT) [74, 85, 98, 100]. The diversifying functions coupled with
rising performance requirements have pushed modern gateways to
transition away from using simple commodity routers. For perfor-
mance and flexibility, modern gateways, including those in our pro-
duction networks, comprise a heterogeneous platform that combines
(𝑖) a software server for slow-path processing, (𝑖𝑖) a programmable
switch for fast-path forwarding, and (𝑖𝑖𝑖) FPGAs that augment the
memory of programmable switch [74, 98].

While the heterogeneous architecture is here to stay, in-network
complexity also introduces reliability challenges – left unaddressed,
they will significantly offset the benefits of modern gateways. For
example, when a flow experiences persistent packet losses, is it due
to the routing module, load balancer, or firewall? Or, is a latency
spike caused by a misconfigured DPDK function, a bottleneck in the
programmable switch pipeline, or inefficiency in the FPGAmodule?
Traditionally, network-level problems are tracked and diagnosed
using tracing tools [54, 105–107], which operate akin to ‘traceroute’
that gathers hop-by-hop information from each device. While this
has worked well for traditional network devices, which are opaque
entities with relatively simple forwarding logic, cloud gateways are
far more complex, general-purpose, and enclosing diverse software
and hardware components. None of the above problems can be
captured with coarse-grained, device-level trajectories.

We call this need microscopic network tracing, which recognizes
the complexity of modern gateways and inspects the internals
of these multi-function, heterogeneous components using probes.
Microscopic traces afford a granular view into the gateways, able
to locate a wider range of root causes whether for packet drops or
performance degradation.

We observe that elsewhere, the need for granular tracing has
given rise to modern tools such as uprobe [10], which can trace
function-level details for a single device and generate dynamic call
graphs, and Xtrace [38] and Dapper [84], which track granular
information across devices. However, these tools cannot be applied
to heterogeneous gateways, as they face two major challenges.

The first challenge is the need to accommodate diverse hardware
platforms. Since gateways are composed of general-purpose CPUs,
programmable switches, and FPGAs, each comes with distinct ob-
servability constraints. Function-level tracing (e.g., uprobes [10]
or DPDK statistics [90]) assumes flexible logging/probing support
on the host. Programmable switches and FPGAs, by contrast, lack
per-packet, per-function logging and offer only restricted counters
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or event export. As a result, CPU-style, instruction/function-level
tracing cannot be uniformly applied across devices.

The second challenge is consistent and reliable tracing. Dis-
tributed tracing frameworks like Dapper [84] rely on in-band con-
text propagation, i.e., embedding tracing information in the original
requests/packets, across different components/devices; however,
it operates above transport-layer protocols like TCP and hence ig-
nores reliability issues like packet losses. XTrace [38] instead prop-
agates context in-band and diagnoses loss via out-of-band reports.
However, single-packet granularity in modern gateways would
imply per-packet reporting, which incurs infeasible overhead.

To address heterogeneity, we introduce a unified tracing model
where the smallest tracing unit, termed a cube, can represent a
function on a CPU, a forwarding stage on a programmable switch, or
a module on an FPGA, serving as the “narrow waist” of microscopic
tracing. Cubes are interconnectedwith directed edges that represent
their causal relationships (across hardware boundaries) and record
flow-level information as packets traverse them. We refer to the
tracing system on this tracing abstraction as CubeTrace.

Moreover, instead of propagating context in-band, CubeTrace
relies on out-of-band reports emitted by cubes at flow granularity.
Each cube exports aggregated metrics – such as packet/byte counts
and latency distributions – keyed by (flow, cube). This shifts the
subject granularity from per-packet to per-flow, eliminating the
need for per-packet context while retaining enough detail for fine-
grained diagnosis within hardware limits.

After having the new abstraction, a third challenge then arises
in decoding the new tracing abstraction. Although a cube graph su-
perficially resembles a dynamic call graph or trace tree, the subject
granularity differs, i.e., from per-packet to per-flow. Aggregating
packets into flows introduces information loss, so exact inversion
may be infeasible. More specifically, we find that a CubeTrace graph
may be ambiguous, meaning that it may correspond to multiple
distinct dynamic call graphs or trace trees. To solve this, we come
up with a new algorithm to remove such ambiguity.

Overall, we present CubeTrace, a unified, function-level flow
tracing system that enables microscopic tracing inside heteroge-
neous cloud gateways. Its design is inspired by distributed tracing,
but addresses unique challenges in heterogeneous cloud gateways.
And despite the difference in granularity during data collection, we
show that flow-cube traces can be decoded into dynamic call graphs
or trace trees under specific conditions. This capability minimizes
the need for developing new analysis algorithms for CubeTrace,
allowing us to leverage the robust features of existing distributed
tracing frameworks for data analysis.

We have implemented CubeTrace within our cloud gateway
with more than 300 tracing cubes. Our evaluations show that Cu-
beTrace introduces minimal overhead. Specifically, tracing on the
programmable data plane (switch and FPGA) adds no additional
latency and consumes less than 1% of the total memory resources.
In DPDK, CubeTrace uses a negligible amount of memory and, in
the most demanding scenario – where packet sizes are large and all
packets require tracing – consumes up to 8% of CPU cycles. Even
under such conditions, the increase in forwarding latency remains
under 1%, which is highly acceptable given the significant benefits
CubeTrace provides. Moreover, CubeTrace’s flow-cube granularity

for data collection reduces communication costs by up to six orders
of magnitude compared to finer-grained approaches.

Finally, we show that CubeTrace dramatically enhances problem
localization in production, reducing resolution time from hours to
minutes. It also enables effective monitoring of gateway forwarding
performance through intuitive data visualization and analysis.

This work does not raise any ethical issues.

2 BACKGROUND
2.1 Cloud Gateway and Its Evolution
Cloud gateway is a key component of data center infrastructure,
serving as the pivotal link that facilitates seamless and secure data
movement through various network segments, e.g., virtual ma-
chines, private clouds, cross-region data centers, and the Internet.
To address a broad spectrum of data transmission needs, cloud gate-
ways integrate numerous critical network functionalities, including
routing and virtual routing, load balancing, SNAT, VPN, direct path
routing, firewalls, and more [37, 59, 67–69, 74, 82, 85, 93, 95, 98, 100].

Driven by the need to handle expanding workloads [13, 32, 74]
and to reduce forwarding delays for time-sensitive flows [39, 49, 73],
the architecture of cloud gateways has experienced substantial evo-
lution. Initially, cloud gateways are supported by a series of com-
modity routers. Later, they are virtualized with multiple network
functions consolidated into nested chains for reduced latency, and
efficient network stacks like DPDK [1] are adopted. More recently,
programmable switches [6] have gained attention for their superior
performance. However, their limited memory capacity [14] restricts
their ability to support memory-intensive network functions. To
address this limitation, various approaches have been proposed to
extend their memory capabilities, including integration with com-
modity servers [20, 52, 55, 74] or FPGAs [22, 98], enabling these
devices to support more comprehensive network services.

Our cloud gateway has adopted an extended programmable hard-
ware architecture, as shown in Figure 1. It is composed of a pro-
grammable switch enhanced with two FPGAs to increase memory
capacity, complemented by a server tasked with processing the
initial packets of a flow before offloading subsequent packets to
the programmable switch, as well as handling traffic necessitating
complex processing logic. Notably, this architecture reduces the
cost per Gbps of traffic by 76%, while improving tail latency by 95%
at the 99th percentile and 90% at the 99.9th percentile.

2.2 Cloud Gateway Tracing Demands
While integrating diverse network functions and specialized hard-
ware significantly improves cloud gateway’s capability and cost
efficiency, it also increases architectural complexity, introducing
new failure modes that can compromise reliability and violate SLAs.
As a result, microscopic network tracing capability is indispensable.
Below we list problems that the tracing system needs to address:

• Packet loss or flow failure at cloud gateway. Modern gateways
comprise multiple stateless and stateful functions with complex
processing logic. Even a single component, such as the DPDK
load balancer in our gateway, exhibits 15 well-defined packet
drop scenarios (Table 1), not mentioning the undefined drops
caused by software bugs. Effective tracing must precisely localize
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Figure 1: Architecture of our cloud gateway node.
packet loss to a specific DPDK function, switch stage, or FPGA
module, and distinguish among different drop causes.

• Packet loss or flow failure outside cloud gateway. Tracing must
also support failures that manifest beyond the gateway itself,
such as packets rejected by the receiver due to incorrect gateway
processing. To enable application-level debugging, the tracing
system should reveal the sequence of functions traversed within
the gateway and the packet counts at each stage, supporting
diagnosis of retransmissions and end-to-end failures.

• Root cause of performance degradation. Beyond correctness, trac-
ing must expose performance anomalies. In our production gate-
ways, tail packet processing delays can be two orders of mag-
nitude higher than expected (e.g., ∼10 ns→∼1ms). Identifying
such bottlenecks requires tracking per-function processing la-
tency to pinpoint slow stages and guide optimization.

• Problem localization across gateway nodes. Flows may be pro-
cessed by multiple gateway nodes. For instance, the “to” and
“from” traffic of a flow is often handled by different nodes, as
their five-tuples differ due to the source and destination IP ad-
dresses and ports being swapped. Additionally, debugging may
be required for applications that generate multiple flows simul-
taneously. Therefore, flow tracing must support analysis across
multiple gateway nodes to ensure comprehensive visibility.
Existing network tracing systems fall short of meeting these

demands. Many rely on treating each network hop as a black box,
using minimal consensus protocols like ICMP (as in traceroute) to
infer high-level data at each hop. More recently, endpoint packet
inspection and in-band network telemetry (INT) [54] leveraged the
programmability of modern network devices, collecting more fine-
grained metrics such as switch queuing lengths and buffer sizes,
for comprehensive cloud-based analysis [19, 45, 58, 96, 104–107].
However, they still offer limited spatial granularity, operating at
device level, and fails to meet our microscopic tracing demands.

Instead, we draw inspiration from elsewhere. First, tools for
program debugging utilities like Linux’s uprobe library [10] sup-
ports function-level tracing by dynamically attaching probes to
functions. Similarly, the Linux Trace Toolkit Next Generation (LT-
Tng) enables detailed instrumentation of DPDK libraries [23], while
DPDK’s native tracing libraries also provide efficient, low-overhead
function-level tracing [2]. Additionally, eBPF [3] offers a flexible so-
lution for tracing kernel and user-space functions. It is noteworthy
that, as our cloud gateway nodes feature heterogeneous hardware
platforms communicating via network traffic, tracing requirements
extend beyond individual "servers." Tools like Dapper [84], which
propagate trace context across distributed systems, better align
with these broader demands.

Table 1: Pre-defined packet drop flags for the DPDK load
balancing handler in our cloud gateway.
No. Packet Drop Flag No. Packet Drop Flag No. Packet Drop Flag

1 exceed_cc_max_sess 6 quota_svc_conn 11 get_v2v_bip_error
2 cluster_id_failed 7 get_svc_failed 12 get_to_vpc_error
3 quota_bps_pps_failed 8 quota_cc_conn 13 do_reset_failed
4 private_link_cascade 9 get_rs_error 14 do_nat_failed
5 exceed_svc_max_sess 10 get_rbip_error 15 sg_deny

However, none of these solutions meet the demands of tracing
in heterogeneous cloud gateway, as they are designed for a single
hardware platform, primarily general-purpose CPUs, and do not
support programmable switches or FPGAs. This highlights the
need for a unified, fine-grained flow tracing system tailored to
heterogeneous cloud gateways.

2.3 Goals and Challenges
Goal. We aim to develop a network tracing system that enables
microscopic tracing inside modern cloud gateways characterized
by their heterogeneous hardware components. However, this goal
presents a series of challenges.
Challenge 1: Accommodating diverse hardware platforms.
The most critical challenge of developing a unified tracing and anal-
ysis system comes from the need to accommodate diverse hardware
platforms. This requires advancing beyond conventional tracing
tools to accommodate diverse programming paradigms: from C in
DPDK, and P4 in programmable switches, to Verilog for FPGAs.

More importantly, the system must navigate the unique con-
straints inherent to each platform. For example, P4 and FPGA com-
pilers often lack the flexible logging capabilities available in DPDK
and thus cannot track traffic at the per-packet granularity. Also,
programmable switches cannot generate timestamps during exe-
cution, yet performance metrics are essential. These differences in
languages and hardware limitations present significant challenges
in deriving a unified tracing abstraction across all platforms.
Challenge 2: Consistent and reliable tracing. Ensuring con-
sistent flow tracing across heterogeneous hardware platforms and
multiple gateway nodes is crucial, as inconsistent data undermines
effective issue diagnosis. A simple approach of setting start and
end times for tracing is insufficient because: (𝑖) packets still being
processed at the end time may be missed, causing inconsistencies;
and (𝑖𝑖) system clock variations across hardware platforms can lead
to timing discrepancies, resulting in inaccurate analysis.

Reliability is equally crucial, yet cloud gateways lack key mech-
anisms leveraged by existing white-box solutions. For example,
program debugging tools utilize runtime context to obtain extra
program information, while distributed tracing frameworks usually
operate above transport-layer protocols like TCP and therefore dis-
regard packet loss. In contrast, flow tracing in heterogeneous cloud
gateways lacks these benefits. Programmable hardware and device
interconnections do not provide execution context or debugging
metadata. Moreover, packet-level tracing occurs below the trans-
port layer, where packet loss is unavoidable – and detecting such
losses is a primary tracing objective (§ 2.2). Overall, this presents a
unique challenge to realize our envisioned tracing system.
Challenge 3: Decoding the new tracing abstraction. The het-
erogeneity of cloud gateways, along with strict consistency and
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Figure 2: High-level overview of CubeTrace. The controller
installs tracing rules and assigns trace IDs. Matching packets
are tagged at gateway ingress, processed by cubes across dif-
ferent hardware platforms, and untagged before leaving the
gateway. The local collector collects tracing data from cubes
and forwards it to the analysis backend.

reliability requirements, may necessitate a new tracing abstraction
that diverges from existing models like call graphs or trace trees.
This raises the need for new algorithms to decode information from
this abstraction. A promising direction is to determine whether the
new abstraction can be mapped to existing structures, such as call
graphs or trace trees. This allows reusing existing features, signifi-
cantly reducing development costs and improving accessibility.

3 SYSTEM DESIGN
CubeTrace introduces a new tracing abstraction named “cube” that
accommodates three diverse hardware environments: commodity
servers, programmable switches, and FPGAs. This section begins
with a high-level overview of CubeTrace (§ 3.1), followed by a
detailed discussion of its core designs, including the tracing abstrac-
tion and reliability (§ 3.2), consistency (§ 3.3), and how to decode
cube traces to be compatible with existing distributed tracing frame-
work (§ 3.4). Finally, we clarify limitations in § 3.5.

3.1 High-Level Overview

Tracing abstraction: cubes. CubeTrace introduces a unified trac-
ing abstraction, called a cube, to enable fine-grained tracing inside
heterogeneous cloud gateways composed of commodity servers,
programmable switches, and FPGAs. A cube represents the smallest
observable processing unit on a given platform: a software function
in DPDK, amatch-action table (or pipeline stage) in a programmable
switch, or a hardware module in an FPGA.

Crucially, CubeTrace does not trace individual packets. Instead,
each cube aggregates packet statistics that match a given tracing
rule while traversing that processing unit. A tracing rule defines the
subject of aggregation (e.g., a 5-tuple flow, a destination IP prefix, or
any operator-defined filter). As a result, a cube logically corresponds
to a <processing unit, tracing rule> pair and maintains flow-level
aggregated statistics, rather than per-packet records.

Each cube exports two classes of metrics: (𝑖) packet counters,
which record how many packets matching the tracing rule traverse
the cube; and (𝑖𝑖) performance statistics, such as the minimum, av-
erage, and maximum processing latency at the cube. These metrics
are sufficient to localize packet losses, infer forwarding paths, and
diagnose performance bottlenecks, while remaining feasible under
the hardware constraints of programmable switches and FPGAs.
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Figure 3: Tracing abstraction comparison. In heterogeneous
cloud gateways, per-packet tracing ((a) and (b)) is infeasible;
we instead introduce the per-flow cube abstraction (c).

Figure 3 demonstrates this concept with an example where a
flow of three packets is processed by DPDK, where only three
functions are present for the sake of simplicity. In both dynamic
call graphs and trace trees, each packet generates its own trace.
In contrast, CubeTrace produces a single trace that aggregates
all three packets. Figure 2 illustrates the cube abstraction in our
production gateway, which consists of more than 300 cubes across
three hardware platforms.
Tracing granularity and design rationale. CubeTrace delib-
erately operates at flow-level (or rule-level) granularity, rather
than packet-level granularity. While packet-level tracing provides
maximal fidelity, it is infeasible in heterogeneous gateways: pro-
grammable switches and FPGAs cannot maintain per-packet state
or emit per-packet logs, and in-band context propagation is unreli-
able below the transport layer due to packet loss.

By aggregating packets into cubes keyed by tracing rules, Cu-
beTrace avoids per-packet state while preserving the information
necessary for operational debugging. Packet counters allow Cu-
beTrace to localize packet drops between cubes, while aggregated
latency statistics reveal performance anomalies and bottlenecks
along processing paths. § 3.2 further justifies this design choice and
analyzes the scalability implications of finer-grained alternatives.
End-to-end tracing workflow. Figure 2 shows the end-to-end
workflow of CubeTrace, which consists of four components: tracing
cubes, a local collector, a global controller, and an analysis backend.
It operates as follows:
• An operator specifies tracing rules that define the traffic of in-
terest (e.g., a 5-tuple flow or all traffic to a destination IP). Each
rule is assigned a unique trace ID and distributed by the global
controller to all gateway nodes.

• When a packet enters the gateway, it is tagged with the trace ID
if it matches a tracing rule. As the packet traverses the gateway,
each cube recognizes the tag and updates its local aggregated
statistics. The tag ensures consistency across heterogeneous hard-
ware platforms and across gateway nodes (§ 3.3).

• After tracing completes, the local collector retrieves cube sta-
tistics from software and hardware components, omits inactive
cubes, and uploads the results to the analysis backend.

• Although CubeTrace collects aggregated flow-cube data, it can
decode resulting graph into packet-level trace trees or dynamic
call graphs when the cube graph is ambiguity-free (§ 3.4). This al-
lows CubeTrace to interoperate with existing distributed tracing
frameworks and reuse their analysis and visualization tools.
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3.2 In Search of a Tracing Abstraction
A key challenge in designing a tracing system for heterogeneous
cloud gateways is identifying a tracing abstraction that is simul-
taneously expressive, reliable, and implementable across diverse
hardware platforms. This section explains how CubeTrace arrives at
its flow-level cube abstraction by examining the primitives shared
by commodity servers, programmable switches, and FPGAs, and
by ruling out finer-grained alternatives.

Despite their differences in programmingmodels and capabilities,
we identify the three hardware platforms used in modern cloud
gateways share a limited set of tracing-relevant primitives during
packet processing: (𝑖) Packet header modification: All platforms
can read and modify packet headers as packets traverse the data
path. (𝑖𝑖) Packet counting: Each platform can increment counters
associated with specific processing units (e.g., functions, tables, or
modules). (𝑖𝑖𝑖) Limited performance statistics: While commodity
CPUs can record timestamps precisely, programmable switches and
FPGAs cannot do so at runtime. At best, they support coarse or
profiled latency information.

CubeTrace must be built using only these primitives, as rely-
ing on richer mechanisms available on CPUs alone would break
portability and consistency across platforms.
Packet headermodification alone is insufficient. Packet header
modification naturally suggests in-band packet tracing, where each
packet carries its tracing context as it traverses the gateway. Indeed,
CubeTrace uses header modification to carry a trace ID inside the
gateway, but only as a stable aggregation key (§ 3.3). The trace ID
does not encode packet history or per-module tracing results. Full
in-band packet tracing by header modification is fundamentally
unsuitable for heterogeneous cloud gateways for two reasons.

First, there is a reliability issue under packet loss. Tracing in
cloud gateways occurs below the transport layer, where packet
loss is unavoidable and often the very failure being diagnosed.
Programmable switches and FPGAs cannot snapshot packet headers
at intermediate stages due to memory constraints; tracing data can
only be extracted at the end of the pipeline. Consequently, if a
packet is dropped before reaching the final stage, all in-band tracing
context carried by that packet is irretrievably lost. This makes
header-only packet tracing unreliable precisely in the scenarios
where tracing is most needed.

Second, there are scalability constraints. Even if reliability were
not an issue, embedding per-packet tracing context in packet head-
ers and exporting it out-of-band would incur prohibitive overhead.
Per-packet tracing scales with traffic volume and quickly over-
whelms data-plane resources and analysis pipelines. Appendix A
quantifies these costs.

Thus, we avoid packet-level tracing with this primitive.
Flow-level aggregation as the narrow waist. Given these con-
straints, CubeTrace adopts flow-level (or rule-level) aggregation
as the narrow waist of its tracing abstraction. Instead of tracing
individual packets, CubeTrace aggregates packets that match the
same tracing rule as they traverse each processing unit. For each
cube, CubeTrace maintains: (𝑖) a packet counter, representing how
many packets with a given trace ID traverse the cube; and (𝑖𝑖)
aggregated performance statistics, including minimum, average,
and maximum processing latency.

Table 2: Summary of tracing granularity.

Subject
Spatial Function Device

Packet Ideal but not feasible for
programmable switch/FPGA

E.g., traceroute/INT; No
visibility into internal
gateway functions

Flow CubeTrace; satisfying all
our tracing demands

E.g., NetFlow; suitable for
simple switch/router

This aggregation sacrifices per-packet ordering and per-packet
causality, but preserves the information required for the operational
debugging tasks described in § 2.2:
• Packet loss localization: By comparing packet counts across ad-
jacent cubes, CubeTrace can identify packet drops at specific
functions, between processing stages, or at hardware boundaries.

• Forwarding path inference: The cube graph encodes causal re-
lationships between processing units. Under specific structural
conditions (§ 3.4), aggregated cube data can be decoded to recon-
struct packet-level forwarding paths.

• Performance diagnosis: Aggregated latency statistics reveal bot-
tlenecks, even when fine-grained timestamps are unavailable.

Importantly, the number of cubes scales with the number of pro-
cessing units, not with the number of packets/flows.
Scope and limitations. Aggregation in CubeTrace is a deliberate
design choice. CubeTrace does not preserve per-packet ordering or
per-packet latency distributions and is therefore not intended for
fine-grained protocol debugging (e.g., TCP handshake analysis). In-
stead, it targets operational debugging tasks inside cloud gateways,
where identifying where packets are dropped or which functions
dominate latency is the primary goal. Table 2 summarizes different
granularities and their applicabilities.

3.3 Consistent Flow Tracing
Having established flow-level cube aggregation as the tracing ab-
straction, the remaining challenge is to ensure consistency: all
packets belonging to the same tracing rule must be aggregated
coherently across heterogeneous hardware platforms and across
gateway nodes. CubeTrace achieves this through lightweight trace-
ID tagging via packet header modification.
Trace IDs and tracing rules. A tracing rule specifies the traffic
subset to be traced. A rule may match a standard 5-tuple flow
or a broader traffic class defined by an arbitrary combination of
packet header fields (e.g., destination IP prefix, protocol, or post-
NAT address). Each tracing rule is assigned a unique, fixed-size
trace ID by the global controller.

The trace ID serves as a stable identifier for aggregation, not as an
execution context. It does not encode packet history, timestamps,
or per-packet state. All packets matching the same tracing rule
carry the same trace ID and are aggregated together by cubes. The
global controller distributes the set of active tracing rules and their
associated trace IDs to all gateway nodes, ensuring that trace ID
semantics are consistent across the deployment.
Packet tagging and propagation. CubeTrace enforces a single
logical entry point for tracing at each gateway node. When a packet
arrives at the gateway, it is first processed by an entry-stage cube
that matches the packet against the active tracing rules. If a match
is found, the packet is tagged with the corresponding trace ID by
overwriting a designated packet header field.
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(b) Example of graph ambiguity.
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(c) A loop in𝐺 ′ indicates presence of
ambiguity in the original graph𝐺 .
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(d) General solution to resolve an am-
biguity by adding a vertex to the loop.

Figure 4: Illustrations of ambiguity in a directed graph and the resolution.

The trace ID tag is then propagated unchanged as the packet
traverses the gateway across all processing stages and hardware
platforms. Each cube uses the trace ID to index its local aggregation
state and update packet counters and performance statistics.

At the final stage of gateway processing, packets are untagged
by restoring the modified header field to its originally expected
value: the gateway’s source MAC address (see below). As a result,
trace IDs are visible only inside the gateway and are completely
transparent to the rest of the network.

In our deployment, we use the sourceMAC address field (src_mac)
for tagging, as it is irrelevant beyond layer-2 forwarding within
the gateway. The choice of header field does not affect CubeTrace’s
abstraction; it is an implementation detail constrained by the de-
ployment environment.
Consistency under rule updates and concurrency. A key ad-
vantage of packet tagging is that it decouples data-plane consistency
from control-plane updates. Tracing rules are installed and removed
only at the entry-stage cube. Once a packet is tagged, its trace ID re-
mains unchanged throughout its lifetime in the gateway, regardless
of subsequent rule updates. As a result, packets already in flight are
always aggregated consistently, and enabling or disabling tracing
rules does not affect partial traces.

CubeTrace can support multiple tracing rules simultaneously.
Each active rule has a distinct trace ID, and cubes maintain a sep-
arate aggregation state per trace ID. In our implementation, the
programmable switch supports over 1K concurrent tracing rules,
sufficient for operational use.
Consistency guarantees. This tagging-based design provides
strong consistency guarantees at multiple levels. First, it ensures
per-packet consistency: every packet matching a tracing rule is de-
terministically associated with exactly one trace ID throughout its
entire processing pipeline. Second, it achieves cross-platform con-
sistency, as the same trace ID is interpreted uniformly by cubes im-
plemented in software, programmable switches, and FPGAs. Third,
it provides cross-node consistency: since tracing rules and trace
IDs are distributed globally, packets belonging to the same logical
flow are aggregated coherently even when they are processed by
different gateway nodes. CubeTrace does not require synchronized
clocks across hardware platforms and does not rely on start or end
time windows for tracing; instead, all aggregation is driven solely
by trace IDs and packet counts.

3.4 Decoding CubeTrace Data
After data collection, the next step is to analyze the traces for
failures and performance anomalies. Although the new abstraction

could require entirely new analysis tools, we instead seek to decode
CubeTrace traces into dynamic call graphs or trace trees, enabling
direct reuse of existing, well-established analysis frameworks. At
first glance, this decoding appears straightforward, since CubeTrace
data aggregates such traces. However, aggregation introduces a
fundamental challenge that complicates decoding. We describe this
challenge and our solution below.
Problem statement.A CubeTrace graph may correspond to multiple
dynamic call graphs or trace trees.

This problem arises due to information loss during the aggrega-
tion process for generating CubeTrace data, making exact reversal
impossible. For example, while (c) in Figure 3 can be derived from
(a) and (b), reversing the process loses specific details, such as the
latency at each node or span for each individual packet. Addition-
ally, in some cases, multiple dynamic call graphs or trace trees
may produce identical CubeTrace data, leading to ambiguity in the
reversal process.

Figures 4(a) and 4(b) depicts one such scenario, where identical
vertex visitation counts (packet counts at cubes) lead to two distinct
solutions for edge visitation counts (packet counts between cubes).
The number of distinct solutions for edge visitation counts grows
as packet volume increases. This complexity impedes our ability
to precisely locate packet losses, as it becomes unclear which path
discrepancies are responsible for packet drops if there are any. For
instance, in Figure 4(a), a packet loss at cube C – where the count
becomes zero instead of one – leaves us uncertain whether the loss
occurred along the edge <A, C> or <B, C>.
Assessing the tracing graph ambiguity. We observe that the
potential for multiple decoding outcomes is a property of the tracing
graph, rather than of any individual runtime trace. We refer to this
property as graph ambiguity. Below, we devise an algorithm to
tackle this problem.

The algorithm unfolds as follows: For a given directed graph
𝐺 = (𝑉 , 𝐸), we create a new bipartite directed graph 𝐺 ′ = (𝑉 ′, 𝐸′)
where 𝑉 ′ = {𝑣𝑖𝑛, 𝑣𝑜𝑢𝑡 |∀𝑣 ∈ 𝑉 } and 𝐸′ = {(𝑠𝑜𝑢𝑡 , 𝑡𝑖𝑛) |∀(𝑠, 𝑡) ∈ 𝐸)}.
This means that for every vertex 𝑣 ∈ 𝑉 , a corresponding pair of
vertices 𝑣𝑖𝑛 and 𝑣𝑜𝑢𝑡 are created where 𝑣𝑖𝑛 assumes incoming edges
originally directed towards 𝑣 , and 𝑣𝑜𝑢𝑡 assumes all of the outgoing
edges of 𝑣 . No edge is present between 𝑣𝑜𝑢𝑡 and 𝑣𝑖𝑛 unless there is
a self-loop at 𝑣 in the original graph 𝐺 .

Next, we execute a depth-first search (DFS) on the newly formed
graph 𝐺 ′. During this search, we traverse the graph in a specific
pattern: alternating between a directed edge and a reverse-directed
edge that is not the immediate reversal of the previously traversed
edge. This entails progressing along a directed edge, followed by
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moving through a reverse-directed edge — specifically avoiding the
reverse of the edge just crossed — and maintaining this alternating
sequence throughout the search. If we encounter an even-length
loop during this exploration1, then the original graph 𝐺 is deemed
ambiguous; if no such loop is found, the graph is considered unam-
biguous. An example of such loop can be found in Figure 4(a) with
the following sequence: (𝐵𝑜𝑢𝑡 ,𝐶𝑖𝑛), (𝐶𝑖𝑛, 𝐴𝑜𝑢𝑡 ), (𝐴𝑜𝑢𝑡 , 𝐷𝑖𝑛), (𝐷𝑖𝑛, 𝐵𝑜𝑢𝑡 ),
as illustrated in Figure 4(c). The time complexity is 𝑂 ( |𝑉 | + |𝐸 |).

Intuitively, traversing a directed edge (𝑢𝑜𝑢𝑡 , 𝑣𝑖𝑛) in 𝐺 ′ simulates
the action of sending a packet from 𝑢𝑜𝑢𝑡 to 𝑣𝑖𝑛 (i.e., from 𝑢 to 𝑣 in
the original graph𝐺). Conversely, moving along a reverse-directed
edge (𝑣𝑖𝑛,𝑤𝑜𝑢𝑡 ) in 𝐺 ′ can be interpreted as retracting a packet
that was sent from 𝑤𝑜𝑢𝑡 to 𝑣𝑖𝑛 (also from 𝑤 to 𝑣 in 𝐺), ensuring
that the visitation count for vertex 𝑤𝑜𝑢𝑡 remains unchanged (so
is 𝑤 in 𝐺). If a loop is encountered during the DFS, it suggests
the presence of an alternate pathway for edge visitation that does
not alter the vertex visitation count. In other words, a single set
of vertex visitation counts corresponds to multiple edge visitation
count solutions. Thus, the original graph is ambiguous. Interested
readers can find more details on how to remove the ambiguity in
Appendix B. § 5.1 shows how this refinement is applied to our
production graph. Once the ambiguity is resolved, decoding the
CubeTrace data becomes straightforward. Detailed explanations
are omitted here due to space limitations.

3.5 Diagnostic Scope and System Limitations
Supported diagnostic tasks. CubeTrace is designed for flow-level
diagnosis across heterogeneous gateway components. Given an
ambiguity-free tracing graph, CubeTrace reconstructs flow traces
from distributed cube statistics and supports the operational de-
bugging tasks described in § 2.2: forwarding path reconstruction,
packet-loss localization, bottleneck identification, and cross-node
diagnosis. In particular, cube counters reveal where packet counts
decrease along the processing pipeline, while performance statistics
identify cubes or paths that dominate forwarding latency.
Information lost through aggregation. The above capabilities
come from aggregating packets according to tracing rules and cubes.
This aggregation is intentional, but it also loses packet-level infor-
mation. CubeTrace does not generally preserve per-packet ordering,
per-packet causality, or full per-packet latency distributions within
a traced aggregate. As a result, CubeTrace is not intended to diag-
nose fine-grained protocol behaviors such as intermittent packet
reordering, nor to reconstruct complete packet-level execution his-
tories for all packets in a flow. Such tasks require complementary
packet-level tracing or endpoint debugging tools.
Packet-loss diagnosis. Although CubeTrace does not generally
identify the exact packet instance dropped within a large aggregate,
packet-level properties may still be inferred in low-cardinality cases.
For example, when only one packet traverses a distinguishable
path, its loss or latency can often be inferred directly from cube
statistics. More generally, CubeTrace can distinguish different loss

1Note that detecting an even-length loop within a general directed graph is considered
as an NP-Hard problem [25, 30, 89]. However, the graph𝐺 ′ we construct is bipartite,
as there are no edges between any two “in” vertices or any two “out” vertices. This
guarantees that all loops within𝐺 ′ are of even length. Consequently, the problem is
reduced to finding a simple cycle where a polynomial-time algorithmic solution exists.
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Figure 5: Architecture of programmable switch and two trac-
ing options. Tagging is ignored for simplicity.

patterns by comparing traces across granularities: losses recurring
across many independently traced flows, or under a coarser tracing
rule, indicate uniform loss at a function; losses confined to flows
matching a source, destination, or header subset localize the issue
to that traffic class. Thus, CubeTrace sacrifices certain packet-level
details in exchange for a deployable, consistent tracing abstraction
across software, programmable switches, and FPGAs.

4 IMPLEMENTATIONS
In this section, we detail our implementations of logical tracing
cubes on different platforms. (§ 3.1). In total, CubeTrace in our cloud
gateway consists of 300+ cubes across three hardware platforms.

4.1 Programmable Switch
The programmable switch is tasked with two primary functions:
(𝑖) tagging/untagging packets, and (𝑖𝑖) logging cube statistics. § 3.3
has detailed the first task; below, we focus on the second task.
Packet counter. Before going into the details, we briefly intro-
duce the concepts in programmable switches. In the Reconfigurable
Match Tables (RMT) switch programming model [26] (Figure 5), a
programmable switch is structured with an ingress and an egress
pipelines, each comprising a series of sequential stages. Each
stage can host several match-action tables arranged in parallel. In
CubeTrace, we treat each of these tables as a distinct cube.

To log cube statistics, one approach is to implement an extra cus-
tom header that is designed to encapsulate all tracing information.
As the packet progresses through the programmable switch, the
statistics per cube will be recorded in the header. When the packet
reaches the end of each pipeline within the programmable switch,
it will be mirrored, where the mirrored header is transmitted to the
local collector at the server CPU ([A] in Figure 5). Nevertheless, this
does not work because of reliability and scalability issues (§ 3.2).

We thus opt for an alternative approach that involves instru-
menting the programmable switch code to include a counter array
within each stage, serving as the packet counter. Each index within
this array corresponds to a specific match-action table, i.e., a cube in
CubeTrace ([B] in Figure 5). As packets traverse through a table, the
relevant counter is incremented. In cases where a packet is dropped,
all previously traversed cubes are recorded, allowing us to infer the
drop location. Once tracing for a given rule concludes, the local
collector retrieves data from these tracing counters, and reset them
for future tracing jobs. In general, this approach enables granular
monitoring of packet drops across individual cubes, allowing for
precise identification of any unexpected packet losses.
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Table 3: Profiled latency of programmable-switch pipelines.

Pipe Latency # cycles in stages 0–11

0-Ing. 198.4 ns 22 | 22 | 26 | 22 | 30 | 30 | 22 | 20 | 22 | 20 | 1 | 1
0-Egr. 141.0 ns 22 | 22 | 20 | 20 | 20 | 20 | 20 | 20 | 1 | 1 | 1 | 1
1-Ing. 138.6 ns 22 | 22 | 30 | 22 | 22 | 20 | 20 | 2 | 2 | 1 | 1 | 1
1-Egr. 142.7 ns 22 | 22 | 22 | 20 | 20 | 20 | 20 | 20 | 1 | 1 | 1 | 1
2-Ing. 221.4 ns 22 | 2 | 26 | 26 | 22 | 22 | 30 | 22 | 22 | 30 | 22 | 20
2-Egr. 166.5 ns 22 | 22 | 2 | 26 | 2 | 2 | 30 | 22 | 22 | 26 | 22 | 1
3-Ing. 198.4 ns 22 | 22 | 26 | 22 | 30 | 30 | 22 | 20 | 22 | 20 | 1 | 1
3-Egr. 141.0 ns 22 | 22 | 20 | 20 | 20 | 20 | 20 | 20 | 1 | 1 | 1 | 1

Table 4: End-to-end programmable-switch fast-path latency
under different offered loads. Latency variations are primar-
ily due to load-induced queueing delay.

Traffic Load P99 Latency P99.9 Latency

1Gbps ∼ 5 𝜇s ∼ 5 𝜇s
100Gbps ∼ 5 𝜇s ∼ 10 𝜇s
300Gbps ∼ 10 𝜇s ∼ 20 𝜇s
700Gbps ∼ 10 𝜇s ∼ 20 𝜇s

Performance statistics. CubeTrace also aims to enable perfor-
mance tracing. However, programmable switches lack real-time
timestamping capabilities due to hardware limitations, making
straightforward logging infeasible. To overcome this, we adopt
an indirect approach: by profiling the processing delays for each
cube in advance and combining this with per-cube packet counters,
we can infer the internal processing paths of packets and conduct
detailed performance analysis.

This approach is feasible because packet processing inside the
programmable switch follows a fixed line-ratematch-action pipeline.
Once the P4 program is compiled, each stage’s contribution to
packet-processing latency is deterministic. Table 3 reports the pro-
filed latency of each ingress/egress pipeline in our deployment.
Each row corresponds to one physical pipe and one gress direction;
a packet traverses the ingress and egress pipelines on its selected
pipe, rather than all physical pipes. The per-stage values show the
fixed cycle contribution of each stage to the pipeline latency.

At runtime, packets may additionally experience load-dependent
queueing delay due to buffering and scheduling within the switch
datapath. To account for this effect, CubeTrace correlates traced
paths with concurrent gateway workload measurements. Table 4 re-
ports the measured end-to-end programmable-switch latency under
different loads. Thus, CubeTrace separates the deterministic per-
cube processing latency from the workload-dependent queueing
component, allowing operators to reason about both path-specific
processing costs and load-induced latency inflation.

4.2 FPGA
Packet counter. We place a trace counter within each critical
module, which is considered as a cube in CubeTrace. When a target
packet arrives at a module, this counter increments by one. The
trace counter operates concurrently with the packet forwarding
logic, ensuring that packet processing is not disrupted. The local
collector periodically reads and resets these counters upon the
completion of a tracing task.

Parser
port0_in

port1_in
Hash Flow

Shadow Stats Editor
port0_out

port1_out

Figure 6: Tracing cubes of FPGA.
Table 5: FPGA’s lookup-pipeline latency under different of-
fered loads, excluding Parser and Editor modules. 55Mpps is
the FPGA’s no-drop limit.

Load (PPS) Min Max Avg Relative

0.01M 344 ns 344 ns 344 ns 1.0×
24.0M 536 ns 600 ns 579 ns 1.7×
49.9M 1,144 ns 1,896 ns 1,533 ns 4.5×
56.1M 1,672 ns 1,896 ns 1,795 ns 5.2×

Performance statistics. Like the programmable switch, the FPGA
does not provide a practical way to record precise start and end
timestamps at every cube for every packet. We therefore profile
FPGA module delays offline and use the profiled values as inputs
to CubeTrace’s performance analysis.

In our gateway, the FPGA is not the dominant contributor to
end-to-end forwarding latency. Its role is intentionally narrow: it
serves primarily as an extended memory resource for table lookups,
rather than performing complex packet processing or frequent
packet editing. This design keeps the FPGA pipeline simple and
limits latency variation. As shown in Figure 6, the FPGA contains
only 10 cubes, making it the simplest component in CubeTrace.

The parser and editor modules use cut-through processing and
exhibit little variation. The main latency variation comes from the
four middle lookup cubes, where requests may contend for external
memory. To keep the presentation concise, Table 5 reports their
aggregate latency rather than the per-cube breakdown. Under light
load, the lookup latency stays close to the profiled baseline; under
high load, DDR contention and backpressure from small internal
buffers increase latency. At runtime, CubeTrace interprets FPGA
performance by correlating the traced cube path with concurrent
workload. It is noteworthy that even near the FPGA’s no-drop
processing limit, the average lookup latency remains below 2 𝜇s, so
FPGA latency is load-dependent but not the main contributor to
end-to-end fast-path latency.

4.3 Commodity Server
The server executes two functions: (𝑖) packet forwarding and trac-
ing in DPDK, and (𝑖𝑖) a local collector that retrieves and aggregates
the data for this cloud gateway node.
DPDK tracing. Tracing in DPDK is simpler than in programmable
hardware, with various implementations proposed [23, 90, 101, 102].
The native DPDK tracing library [2] offers the best performance
among them but generates excessive data and lacks compatibility
with our cube abstraction. Therefore, we implement custom DPDK
tracing by instrumenting key functions’ entry and exit points. As
shown in Figure 7, weminimize instrumented code logic tomaintain
efficiency, using pre-initialized shared memory to avoid unneces-
sary system calls. Performance metrics are limited to recording
min/average/max durations for each cube.
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lb_handler (*pkt, …) {
    TRACE_BEGIN(__func__);
    …
    err = process(pkt);
    …
    TRACE_END(__func__, 
           pkt, err);
}

struct trace {
    int trace_id;
    int cube_id;
    int thread_id;
    int pkt_count;
    uint64_t ts_start;
    uint64_t ts_end;
    uint64_t elapsed;
    ……
}

Circular
 Buffer

Local
Collector

Figure 7: Tracing instrumentation in server DPDK.

Local collector. In parallel to the data plane DPDK process, we run
a local collector as an independent process. This collector reads cube
data from the shared memory on the CPU, retrieves tracing data
from designated counters within the programmable hardware, and
collects workload pressure. After collecting the data, the collector
will refine it by eliminating cubes that have a zero visitation count,
i.e., no packets traversed through these cubes. Then, it transmits
the data to the analysis backend using Opentelemetry SDK [4].

5 EVALUATION
5.1 Tracing Graph Ambiguity
As shown in § 3.4, ambiguities in tracing graphs can hinder the anal-
ysis due to the aggregated nature of our tracing data. Consequently,
after instrumenting the cloud gateway production code, we export
the tracing graph – comprising tracing cubes and their connections
– and feed it into our ambiguity assessment algorithm (§ 3.4). This
evaluation is conducted every time there are changes to the tracing
program. If the tracing graph exhibits ambiguity, we resolve it based
on the outputs of our detection algorithm. Production tracing is
enabled only after the exported cube graph is ambiguity-free.

Below, we demonstrate this process with the assessment of the
first draft of our tracing graph, where 303 ambiguity cycles were
identified, followed by measures we took to address them.

The detected number of ambiguity cycles may appear alarming
at first glance. Fortunately, a detailed analysis reveals that most of
them originate from one “hot spot” of ambiguity. Specifically, this
arises from the load balance handler in the programmable switch.
The handler was divided into 7 parallel tables – and consequently,
7 cubes – due to varying packet origins. Following the handler,
packets proceed to a routing logic, which is also divided into 4
tables (and thus 4 cubes) based on the packet’s destination type.
Consequently, the interaction between these two stages creates a
fully connected layer structure, as depicted in Figure 8(a), creating
a total of 𝐶 (7, 2) ·𝐶 (4, 2) +𝐶 (7, 3) ·𝐶 (4, 3) +𝐶 (7, 4) ·𝐶 (4, 4) = 301
ambiguity cycles. Addressing it merely requires inserting a single
cube between these two stages, as demonstrated in Figure 8(b). This
effectively reduces the ambiguity cycle count to just two.

Figure 8(c) shows one of the remaining ambiguity cycles that
occurred post-ACL in the programmable switch, where packets will
be forwarded to DPDK for additional processing. Prior to the ACL
stage, packets are routed through two paths for data retrieval from
two distinct FPGAs, resulting in two parallel ACL cubes based on
the FPGA interaction. Meanwhile, there are two ports linking the
programmable switch to the DPDK. Since packets from either ACL
cube could be sent to DPDK through either port, ambiguity was
introduced. To resolve this, we insert additional cubes between the
ACL and the programmable switch-DPDK interface (Figure 8(d)).
Note that we adopt different ambiguity removal strategies here

Table 6: CubeTrace overhead summary.

Hardware
Platform

Forwarding
Latency

Resource
Consumption

Programmable Switch +0% 1.25% SRAM Per Stage
25% SALU Per Stage

FPGA +0% 0.02% Register

Server DPDK +1% 2% to 8% CPU Cycles
Up to 10KB Memory

given the availability of different physical resources. The ambiguity
in another location is addressed similarly.

Overall, we discovered that the primary sources of ambiguity
were the interconnections between the programmable switch and
DPDK, as well as in the forwarding logic of the programmable
switch, largely due to our initial efforts to minimize resource usage,
i.e., reducing the number of cubes. No ambiguities were detected
in the FPGA-related code, and, contrary to our initial concerns,
the circulation logic within DPDK was also free from ambiguity.
It is still noteworthy that the ambiguity assessment algorithm is
designed for general directed graphs, making it robust and adaptable
to future complications in cloud gateway logistics.

With the above adjustments being applied, the revised tracing
graph is found to be ambiguity-free. We proceed to adopt this
updated tracing graph for further evaluation.

5.2 Tracing Overhead
Programmable switch. In the programmable switch, the tracing
instrumentation of CubeTrace involves incrementing a counter at
each stage. Because the execution time for each stage is predeter-
mined and fixed, the inclusion of tracing operations does not affect
the packet forwarding latency.

In terms of resource consumption, CubeTrace needs to use counter
resources, which occupy SRAM for storage and SALU for computa-
tion. In our programmable switch configuration, CubeTrace uses
the minimum allocatable amount of SRAM – 1.25% – and one out
of the four SALUs available per stage. In our experience, this allo-
cation leaves sufficient resources for normal network operations,
especially since the FPGAs extend the memory space of the pro-
grammable switch and handle the most of table lookups (§ 4.2).
FPGA. The tracing counters in FPGAs operate in parallel to other
packet processing functionswithin eachmodule. The tracing counter
is clocked at 250 MHz, where each clock cycle can support an in-
crement of the counter. Consequently, this setup enables tracing
support for up to 250Mpps, which is five times the typical packet
handling capacity of a cloud gateway node. Therefore, the tracing
implementation is not the performance bottleneck and does not
introduce any additional latency to packet forwarding.

Regarding resource consumption, our implementation of tracing
in FPGA consumes 10 tracing counters, each 32 bits in size, totaling
320 register units. Given that the overall number of register units
in the FPGA exceeds 1,500,000, the tracing functionality utilizes
approximately 0.02% of the available register resources, indicating
a minimal impact on the FPGA’s resource capacity. Table 6 lists the
forwarding latency and resource consumption of CubeTrace on all
hardware platforms.
Server DPDK. Finally, we turn our attention to server-based DPDK.
In each set of experiments, we send packets with a fixed size –
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Figure 8: Ambiguities found in our first draft of tracing graph and solutions to address them.
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Figure 9: DPDK overheads.

from 64B to 1280B – to saturate the DPDK. We further consider
4 scenarios: 1○ CubeTrace is disabled, 2○ CubeTrace is enabled
but triggered by no flow, 3○ CubeTrace is enabled and 50% traffic
triggers tracing, and 4○CubeTrace is enabled and all traffic is traced.

CubeTrace incurs memory usage in DPDK; however, this con-
sumption is minimal, amounting to just a few KBs, which is negli-
gible for modern commodity servers. But unlike other hardware
platforms, tracing in DPDK introduces additional computational
overhead to packet forwarding functions. As shown in Figure 9(a),
the forwarding rate decreases by 2% to 5% when CubeTrace is acti-
vated but not actively tracing. This rate decreases by an additional
1% to 2% when either some or all traffic matches the tracing rules.
Notably, the reduction in the forwarding rate inversely reflects the
increase in CPU cycle usage. Therefore, CubeTrace accounts for
using 2% to 8% of the CPU cycles for DPDK processing.

CubeTrace may affect DPDK forwarding latencies. According to
Figure 9(b), the impact on DPDK’s forwarding latency is minimal
for packet lengths of 512B or less, regardless of the volume of traffic
hitting the tracing rules. The maximum increase in forwarding
latency is about 1%, observed when packet length is 1280B and all
packets trigger tracing rules.

Note that in production, the proportion of traffic requiring trac-
ing is significantly lower than our assumptions in scenarios 3○
and 4○. Overall, while the performance impact of CubeTrace in
DPDK is more pronounced compared to other hardware platforms,
it remains within the acceptable range given its substantial benefits
in precise error localization and detailed performance analysis.
Communication overhead. We also evaluate the communication
overhead for uploading results to the analysis backend. Overall,

Table 7: Packet loss analysis in production. The reported
localization time is based on historical incident records.

Packet Loss
Root Cause

Occur-
rence

Problem Localization
W/O CubeTrace W/ CubeTrace

Gateway Software Faults 10.5% Hours Minutes
Gateway Hardware Faults 2.3% Hours Minutes
Third-Party Dependency 25.4% Hours to Days Minutes

Misconfiguration 42.4% Hours Minutes
Non-Gateway Faults 15.9% Hours Minutes
Both Gateway and
Non-Gateway Faults

0.9% Hours to Days Minutes

Performance Issue 2.6% Hours Minutes

CubeTrace incurs low communication overhead; we defer more
details to Appendix C.

5.3 Tracing Analysis In Production
Debugging with CubeTrace. CubeTrace has been deployed in our
production data center. Table 7 outlines the root causes of packet
losses, their frequency, and localization times with and without
CubeTrace. For losses originating within the cloud gateway (top 4
rows), misconfiguration is the most frequent cause (∼40%), followed
by third-party dependency issues. Gateway software faults account
for ∼10%, while hardware faults contribute minimally.

As previously discussed (§ 2.2), CubeTrace also aids in debugging
upper-layer applications, even when the issue does not stem from
the cloud gateway itself. Non-gateway-related root causes account
for 15.9% of confirmed cases, and in rare instances (0.9%), both
the gateway and upper-layer applications must work together to
resolve packet loss.

Regardless of the root cause of the packet loss, CubeTrace signif-
icantly shortens the time needed for problem localization, reducing
it from hours or even days to within an hour, thanks to its auto-
mated, fine-grained flow tracing and intuitive data visualization
which we demonstrate below.
Performance analysis with CubeTrace. We first demonstrate
CubeTrace’s data visualization capabilities with a sample flow. Fig-
ure 10(a) shows a flame graph from the analysis backend interface,
illustrating the cumulative time spent at each cube during the flow’s
lifecycle. Most packet processing occurs in the fast path, includ-
ing the programmable switch (“p4_pipe1” and “p4_pipe2”) and the
FPGA, with the switch consuming more time. In contrast, DPDK
accounts for only a small fraction of the processing time.

Next, we analyze per-path forwarding performance by decoding
CubeTrace data into trace trees (§ 3.4). Typically, the first packet
of a flow traverses the slow path in DPDK, where the routing de-
cision is made. Forwarding instructions are then offloaded to the
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Figure 10: Performance measurements by CubeTrace.

programmable data plane, which handles subsequent packets via
the faster path. Figure 10(b) shows the flame graph for slow-path
forwarding, where DPDK dominates (∼80%) processing time, han-
dling firewall, load balancing, routing, and more functions, while
the programmable switch and FPGA contribute minimally.

Figure 11 provides a heat map of processing durations across
cubes for 100 sampled production flows (Y-axis) and cubes (X-axis).
It reveals flow-specific cube traversal patterns, with generally con-
sistent processing times per cube, though some deviations occur.
This highlights the complexity and variability of cloud gateway
operations, making CubeTrace essential for performance analysis.

Finally, Table 7 highlights occasional performance issues in pro-
duction, such as tail processing time spikes (e.g., from 50ns to 5ms).
CubeTrace effectively captures these anomalies using preset trac-
ing rules or by reproducing them with defined rules. Root causes,
such as inefficient segmentation reassembly in DPDK or hash-based
route table lookups, were identified and resolved using CubeTrace.
Case study I: post-handshake RST debugging. We report a pro-
duction case study of debugging with CubeTrace. We noticed that
clients intermittently received a TCP RST and failed to connect to
the Redis service. Host-side analysis reveals that the client observed
a successful handshake followed by an immediate reset, while the
Redis receiver (RS) observed application traffic with an unexpected
source port and issued the RST.

We replayed the offending traffic and enabled a targeted trac-
ing rule for the affected flow. CubeTrace reconstructed per-path
traces and counters for the handshake packets and the subsequent
application packets. The handshake packets completed normally
through the slow-path session manager, indicating that session
creation succeeded. However, the subsequent packets followed a
different path involving fast-path NAT. This path divergence local-
ized the investigation to the handoff between slow-path session
management and fast-path NAT state, rather than unrelated ACL,
routing, or application components.

Guided by this localization, we exported the targeted session-
manager state, including SNAT mappings, reuse decisions, and
pending deletions. The snapshot showed a reuse-then-delete se-
quence for a previously seen five-tuple, yet packets observed at
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Figure 11: Heat map of cube latencies in production.

the RS still carried a stale SNAT port. Code inspection confirmed
that the fast-path deletion used an incorrect key, leaving the stale
hardware entry in place. Subsequent packets were therefore NATed
to the wrong source port, causing RS to issue RSTs.

Overall, this case study shows how CubeTrace uses path recon-
struction and cube counters to narrow failures across slow-path
and fast-path components, then guides targeted state inspection to
identify the root cause. Here, CubeTrace localized the issue to stale
fast-path NAT state and pinpointed a failed hardware session dele-
tion. Without CubeTrace, engineers would typically replay traffic
on a separate gateway replica and inspect logs/code across both
paths, which can take hours.
Case study II: RST storming. We report another production
incident where a gateway cluster raised packet-loss alarms during a
sudden traffic surge: aggregate load increased from below 20Mpps
to about 160Mpps, accompanied by a noticeable rise in drop rate.

After we noticed the issue, we enabled CubeTrace with a broad
tracing rule matching all traffic. Flow-level counters showed that
nearly all of the additional 160Mpps traffic missed hardware ses-
sions and was directed to the software slow path, where the “no-
session / non-SYN” drop counter rose sharply. Path reconstruction
revealed a consistent processing sequence: hardware session miss,
software session miss, failed session creation because the TCP
packet carried no SYN flag, packet drop, and TCP RST generation.

We then traced representative dropped flows and found that
the offending traffic itself consisted largely of TCP RST packets.
Upon receiving these RSTs, the gateway again failed session lookup
and entered the same drop-and-reply logic, generating additional
RSTs. This indicated that the traffic surge was caused by an RST
amplification loop rather than client traffic or a forwarding failure.

To identify the source of these RSTs, we extended tracing across
gateway clusters and reconstructed the end-to-end path: client→
gateway node A → gateway node B → Redis server. Drops were
visible at both gateway nodes. Since both gateways generated RSTs
when no session existed or session creation failed, we immedi-
ately disabled reply-RST-on-no-session. The gateways then simply
dropped such packets, and the storm stopped.

After mitigation, we correlated CubeTrace’s path/counter evi-
dence with operation and control-plane logs. The root cause was
an ongoing LB2 service migration from gateway B’ to gateway B
without migrating existing sessions; we reproduced the scenario in
a test environment to confirm the diagnosis.

During this incident, CubeTrace played a major role in help-
ing with quickly identifying the causes of the RST storming and
allows engineers to stop the incident within minutes, effectively
maintaining our data center’s SLA.
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6 DISCUSSION
Compatibility with other network tracing systems. Existing
network tracing systems focus on cloud-wide tracing [36, 96, 104–
106], using custom pipelines and algorithms for analysis. Integrat-
ing CubeTrace with these systems can follow two approaches: (𝑖)
adapting their custom data processing pipelines to CubeTrace’s dis-
tributed tracing framework, or (𝑖𝑖) modifying CubeTrace’s outputs
to be compatible with existing systems. While the first approach
is preferable, challenges such as data structure and granularity
mismatches remain. We leave further exploration to future work.
Generality and applicability. CubeTrace is not tied to our exact
CPU/switch/FPGA deployment. A cube represents the smallest ob-
servable processing unit exposed by a gateway implementation, e.g.,
a software function, switch table/stage, FPGA module, or SmartNIC
block. This abstraction matches the trend toward heterogeneous
gateway/NF acceleration [59, 74, 97, 98]. Porting CubeTrace to a
new deployment requires developers to instrument tracepoints at
function/module boundaries and export the resulting cube graph for
ambiguity checking and refinement before deployment. CubeTrace
assumes only minimal primitives: traffic identification, per-cube
counters, and runtime latency measurement where available or
profiled latency otherwise. We acknowledge that the fidelity of la-
tency profiling may be limited on FPGA and depends on the design:
simple pipelines as in our deployment can be profiled, while deeper
or more contended FPGA datapaths can exhibit large workload-
dependent latency variance and may require coarser attribution or
additional telemetry. Conversely, platforms with richer telemetry
primitives, such as CPUs and some SmartNICs, could enable finer
cubes or more accurate latency measurement.We leave a systematic
study of target-specific mitigations/enhancements to future work.
Future evolution of cloud gateway. While Intel Tofino series [6]
has established itself as one of the widely used programmable
switches, Intel’s decision to cease the development of the Tofino
line has cast a shadow of uncertainty over the future of this tech-
nology [5]. In the wake of this development, there are two potential
replacements for Tofino: (𝑖) other programmable switch chips, such
as Trident4 [9], and (𝑖𝑖) SmartNICs [15, 16]. Regardless of the spe-
cific technology adopted, CubeTrace is designed to be adaptable, i.e.,
tracing cubes can be realized on other programmable switches and
SmartNICs. This demonstrates the broad applicability of CubeTrace
for the evolving network infrastructure.

7 RELATEDWORK
Network tracing. Network tracing remains a critical challenge for
cloud providers. Traditional methods, including active [17, 33, 34, 43,
63, 88, 99] and passivemonitoring [24, 31, 35, 41, 61, 62, 70, 80], often
fall short due to limited visibility. SDN-based tools [18, 27, 60, 71, 87]
have become prevalent but still struggle to identify the root causes
of certain issues. INT [54] and related technologies [45, 107] have
enhanced tracing granularity by utilizing virtual/programmable net-
work devices [11, 42] to collect data at each network hop. Building
on this, systems like [19, 36, 58, 96, 104–106] have been developed
for network management. However, they still trace per hop without
exploring internal details. In contrast, CubeTrace focuses on the
internal mechanics of cloud gateways, providing richer insights
beyond the capabilities of current telemetry systems.

Finally, FlowRadar [57] uses per-flow counters as inputs, mak-
ing it somewhat similar to our work. But it operates on a simpler
graph of routers without ambiguities and focuses on decoding ag-
gregated counters and mitigating errors introduced by Bloom filters.
Instead, our work focuses on the internal workflow of cloud gate-
way, addresses hardware heterogeneity, and extends to include
performance analysis.
Host network stack tracing. This work resembles packet trac-
ing on host machines. For example, the Linux network stack has
undergone extensive scrutiny [21, 28, 29, 72], facilitated by a di-
verse range of tracing frameworks [3, 8, 12, 40]. Virtual networks
and applications [51, 77, 86] have also received much attention.
The rise of high-speed networking has driven the adoption of
lightweight, kernel-bypass frameworks like DPDK [1] and oth-
ers [48, 53, 65, 76, 78, 81] to enhance throughput and reduce la-
tency. Corresponding tracing methodologies have been developed
to analyze these frameworks [2, 23, 64, 90, 101, 102]. Unlike prior
research focusing on the software architecture of a single device,
CubeTrace tackles the complexities of three hardware platforms
with different programming paradigms and physical constraints.
Distributed tracing framework.Dapper [84] pioneered distributed
tracing frameworks, followed by systems with various focuses,
including minimizing overhead [56, 79, 94], performance profil-
ing [46, 47, 66], and failure analysis [44, 75, 92, 103]. Recently, dis-
tributed tracing systems have evolved into comprehensive observ-
ability tools by integrating logging and metrics, with OpenTeleme-
try [7] emerging as a widely adopted framework. However, most
frameworks target application/RPC workflows [51, 83] and operate
above the transport layer, so transport-level reliability events (e.g.,
packet loss) are unmodeled. X-Trace [38] augments in-band context
with out-of-band reports to reason about losses, but per-packet
fidelity is costly. In contrast, CubeTrace propagates only a trace ID
as an aggregation key, exports out-of-band flow-cube statistics over
a unified cube abstraction, and decodes flow traces into request-like
trees to interoperate with existing tools.

8 CONCLUSION
We introduce CubeTrace, a microscopic network tracing system
for heterogeneous cloud gateways. CubeTrace unifies tracing ab-
straction across three different hardware platforms as “cubes”, and
ensures tracing consistency and reliability. We also introduce a
decoding scheme that integrates CubeTrace with established dis-
tributed tracing systems, reducing engineering effort and improving
accessibility, and streamlining network monitoring for operators.
Evaluations show CubeTrace is lightweight, adding minimal latency
and resource overhead, while delivering precise flow-cube granu-
larity insights, enhancing packet visibility and gateway reliability.
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A SCALABILITY ISSUE FOR PER-PACKET
GRANULARITY

Scalability concerns arise when determining the granularity of data
collection, which can range from per-packet to per-flow or even
broader.

At the per-packet level, detailed data is collected for each packet,
including which DPDK functions, programmable switch stages, or
FPGA modules it traverses, and the time spent at each point. We
refer to this granularity as the “packet-cube” throughout this paper.
At the per-flow (or “flow-cube”) level, data is aggregated for an
entire flow, capturing the number of packets traversing each cube
along with the minimum/average/maximum processing latencies.
Coarser granularity is similar to the per-flow level but aggregates
information across multiple flows, reducing specificity for broader
insights.

Naturally, finer granularity enables more detailed analysis and
supports a broader range of questions. For instance, packet-cube
granularity can meet nearly all operational demands. Additionally,
it aligns well with distributed tracing frameworks, where a “trace”
in cloud gateways refers to all contexts of one single packet. In this
case, “cube” is nothing different from “node” or “span”. Packet-cube
data provides the most compatible input for these frameworks.

However, high granularity comes at a cost: collecting, storing,
and analyzing packet-cube data requires significant resources. Log-
ging at the packet-cube level incurs substantial memory and pro-
cessing overhead. For example, tracing a single flowwith thousands
of packets would require 1,000x more memory than flow-cube gran-
ularity. When tracing rules are expanded, such as including all
packets from a single sender IP, the scale of data collection could
grow exponentially, potentially overwhelming available resources.

B REMOVAL OF AMBIGUITY
When our algorithm in § 3.4 identifies a tracing graph as ambiguous,
adjustments are required to clarify it, e.g., by adding or removing
hook points within the program. Our general strategy for these
modifications is to insert an extra vertex between any pair of adja-
cent vertices flagged by our algorithm. For instance, referring to
Figure 4(a), introducing a new vertex between any pairs of vertices
(𝐴,𝐶), (𝐴, 𝐷), (𝐵,𝐶), or (𝐵, 𝐷) can effectively break the loop in the
derived graph 𝐺 ′, as demonstrated by the change from Figure 4(c)
to Figure 4(d). It follows that ambiguity is removed from the original
tracing graph.

However, ambiguity can arise in multiple places, i.e., there could
be multiple loops in the derived graph 𝐺 ′. This is particularly com-
mon during the initial design phase of the tracing graph or after
making significant updates to the tracing program. In fact, in a
directed graph, the potential number of loops could scale factorially
with the size of the graph, i.e., the number of vertices [50]. As a
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Figure 12: Communication costs for uploading traces.

result, identifying all possible loops constitutes a #P-Complete chal-
lenge, signifying a complexity on par with, or exceeding, NP-Hard
problems [91].

Fortunately, our analysis indicates that the tracing graph tends
to be sparse. Therefore, we utilize a tailored version of Johnson’s
algorithm [50] to find all the loops, achieving a time complexity of
𝑂 (( |𝑉 | + |𝐸 |) · (𝑐 + 1)), where 𝑐 represents the total count of simple
cycles in the graph. The outputs from this algorithm are used to
guide adjustments to the tracing graph accordingly.

C COMMUNICATION COST EVALUATION
We proceed to evaluate the communication overhead involved in
uploading trace data to the analysis backend. We compare Cube-
Trace with simulations of its alternative design that collects tracing
data at per-packet granularity (see § 3.2). This design may be re-
alized by the alternative implementation in § 4.1 – despite facing
reliability issues – where each packet includes an extra custom
header encapsulating tracing data. These packets are mirrored and
forwarded to the analysis backend, without any aggregation.

We consider five different tracing scenarios: (𝑖) a small flow,
(𝑖𝑖) a medium flow, (𝑖𝑖𝑖) a large flow, (𝑖𝑣) all traffic between a
pair of servers, and (𝑣) all traffic towards a receiver. For the first
three scenarios, our simulation is based on our data center metrics,
using the 10th/50th/90th percentiles of the number of packets per
flow, respectively. For the latter two scenarios, we assume typical
workloads between a server pair and towards a receiver, assuming
10 and 150 active flows respectively, each flow with an average
number of packets.

Figure 12 shows the communication costs in different tracing
scenarios. For flow tracing, if we opt to mirror packets with em-
bedded trace data (the red line), communication costs vary from
approximately 1MB to 30MB depending on the flow size. For tracing
all traffic between a pair of servers, the data upload increases to
∼200MB. Tracing all traffic directed towards a receiver involves
transmitting several GBs of data to the analysis backend. An opti-
mization is to mirror only the packet headers alongside the trace
data (the orange line), which can reduce communication costs by
about 40%. However, it still needs to transmit over 1GB of data in
the last tracing scenario. It is noteworthy that, in practice, a “busy”
receiver may need to handle thousands of flows concurrently, which
easily makes the costs reach tens or hundreds of GBs.

In contrast, if the tracing data is aggregated locally, it reduces
communication costs by orders of magnitude. For instance, when
aggregating the tracing data at the flow granularity (the green

line), only a few KBs are required in the first three scenarios. The
commutation costs do not exceed 1MB even in the last scenario of
tracing all traffic to a receiver. CubeTrace, on top of that, realizes
flexible granularity (§ 3.2), whichmeans that the traffic is aggregated
at each gateway node. Because only less than 10 cloud gateway
nodes are involved in the last scenario, CubeTrace realizes further
traffic reductions – using less than 20KB – compared to the approach
with a fixed per-flow granularity.
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