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Abstract
In today’s cloud networks, host servers widely deploy Data Pro-
cessing Units (DPUs) as network accelerators under the “Sep-Path”
paradigm. However, as server capabilities scale with increasing CPU
cores and network bandwidth, the software slow path (executed
on a DPU’s CPU) has become a critical bottleneck for workloads
with high new-flow rates. Meanwhile, new-flow setup logic on host
servers must continuously evolve to meet diverse and changing
customer demands, making flexibility a key requirement along-
side performance. To address this gap, we present XFir, the first
hardware-accelerated new-flow setup system for cloud host servers
that delivers high CPS throughput while preserving sufficient flexi-
bility. XFir leverages a next-generation DPU equipped with a Cloud
Network co-Processor (CNP) to execute the host server’s new-flow
setup logic. XFir redesigns the host-server flow-setup datapath and
table layout, optimizes LPM lookups, and introduces CPU–CNP
collaboration mechanisms to further improve performance and
reliability. Our evaluation shows that XFir achieves over 776K new-
flow CPS on a single host server with 11.7𝜇𝑠 slow-path latency.
Compared to prior work (Fornax), XFir achieves 4.8× CPS and re-
duces latency by 69.2%. Moreover, XFir is cost-effective to deploy,
requiring only a single DPU per host. Overall, XFir improves new-
flow throughput while maintaining development flexibility at low
financial cost.

CCS Concepts
• Networks → Data center networks; Cloud computing; •
Hardware→ Networking hardware.
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1 Introduction
Modern cloud servers consolidate hundreds of CPU cores and hun-
dreds of Gbps of network bandwidth to host large numbers of
virtual machines (VMs). This significantly improves efficiency but
severely stresses the host’s packet-processing pipeline. To sustain
line-rate performance, hardware accelerators (e.g., DPUs [41], FP-
GAs [2], programmable ASICs [9]) are increasingly adopted for
offloading network processing.

Meanwhile, cloud services evolve rapidly, requiring frequent
updates to network logic that rigid hardware alone cannot sup-
port. To balance throughput and agility, cloud systems commonly
adopt a “Sep-Path” architecture that splits packet processing into
a programmable slow path and a high-performance fast path: the
slow path runs in software (e.g., a DPU’s CPU or a server’s CPU)
to enable flexible updates but cannot sustain high traffic volumes,
while the fast path executes in hardware accelerators to deliver
line-rate processing with limited programmability [68, 69].

Figure 1 shows a typical Sep-Path design for a DPU on a host
server [68]. The slow path handles new-flow setup 1, which we
define as performing the required network functions via a sequence
of table lookups, such as routing, Access Control Lists (ACLs), and
Security Groups (SGs), upon receiving or sending a new flow’s
initial packets. The results are assembled into an entry and inserted
into the fast path’s offloaded flow table (OFT). Subsequent packets
in the same flow are then processed entirely in the fast path at high
speed, without further software involvement. Meanwhile, develop-
ers can reprogram the slow-path logic to update the table-lookup
workflow. This collaboration of two paths accelerates steady-state
packet processing and preserves flexibility to evolve functionalities.

However, the Sep-Path design implicitly caps the speed of new-
flow setup to software capabilities. As the number of tenants and
1We focus on flow setup on host servers (outside VMs); connection establishment
within VMs (e.g., TCP handshakes) is outside this paper’s scope.
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CPU cores on a single server grows, the slow-path flow setup in-
creasingly becomes a bottleneck. As a leading cloud provider, we
have adopted a standard Sep-Path design for years, and our DPU’s
slow path sustains up to 160K connections per second (CPS) for new-
flow setup. Nevertheless, it still falls short of customer demands,
especially for services that process large numbers of short-lived
connections, such as instant messaging and e-commerce promo-
tional events. For example, in our cloud, one such large customer
requires >2K CPS per CPU core for new connections. Given that
two mainstream specs of our servers are equipped with >350 and
>500 CPU cores, respectively, it calls for >700K CPS (350 × 2K) or
even >1M CPS (500 × 2K) per server—well beyond what today’s
slow path can deliver.

Accelerating new-flow setup on host servers in a large cloud is
challenging due to the host servers’ functional complexity and scale.
First, the tables used for a host server’s new-flow setup are often
much larger than those used in gateways [34, 45, 47, 69] or at the
cloud edge [51, 67], because a single host server multiplexes many
VMs and flows, and some tables contain rules as fine-grained as the
five-tuple. Beyond the size, some tables also require stateful lookups
(defined in §2.1). Second, host servers must continuously evolve
the table workflow of new flows to meet diverse tenant require-
ments. For example, one large customer recently required an addi-
tional filtering stage with custom rules on top of traditional ACLs
and SGs. Third, a large datacenter typically operates >100K host
servers, so any acceleration hardware must remain cost-effective
at scale. As a result, traditional designs of host-server networking
handle new-flow setup on the slow path. Overall, the scale and
feature diversity of host servers make flexibility and cost first-class
concerns—alongside performance—for the new-flow setup.

To address these issues, we propose XFir, the first hardware-
accelerated system for new-flow setup (in the slow path) on cloud
host servers. XFir achieves high performance (>776K CPS) and
high flexibility for constructing new flows, meeting our customers’
demands, and is cost-effective to deploy in a hyperscale cloud. At
the heart of XFir is a software-hardware co-design built on our next-
generation DPU, Xline. Xline integrates a general-purpose CPU, a
fixed-function ASIC, and a unique accelerator named Cloud Network
co-Processor (CNP), which combines a lightweight programmable
pipeline with a RISC-V coprocessor. Our key insight is that the
CNP is flexible enough to implement the entire slow-path logic for
new flows, while achieving substantially higher throughput than
CPU-based implementations. Such a co-design is non-trivial, and
XFir incorporates three core design components as follows.

First, XFir redesigns the datapath for new flows. Our next-gen
DPU introduces an architecture integrating ASIC and CNP, funda-
mentally different from prior DPUs integrating FPGAs [1] or pro-
grammable ASICs [3]. As a result, the conventional software-based
slow path design does not directly map to this new architecture
and cannot gain the desired performance enhancement. Thus, we
redesign the datapath to match the DPU’s architecture. Concretely,
we migrate the slow-path logic from the DPU’s CPU to the CNP,
as shown in Figure 2. To fully exploit the CNP’s processing units,
we elaborately restructure the tables for new-flow setup and lay
them out to match the on-chip resource strengths and constraints,
enabling the entire flow-setup logic to run efficiently on the CNP.
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Figure 2: XFir architecture.

Second, XFir optimizes table lookup performance. Processing
each new flow involves multiple table lookups, including Longest
Prefix Match (LPM) queries over routing, ACL, and SG rules. Since
these lookups sit on the critical path, improving their efficiency
is essential to accelerating new-flow setup for high CPS. Tradi-
tional trie-based implementation in the software plane is usually
considered efficient, but it still falls short of our CPS requirement.
Therefore, based on our observation that rule prefixes exhibit a
highly skewed prefix length distribution, XFir optimizes the ta-
ble lookup algorithm by combining hashing with tries to reduce
memory accesses of hot prefix lengths.

Finally, XFir incorporates the CPU–CNP collaboration in the
DPU. Although the CNP offers substantial performance gains for
new-flow setup, the DPU’s CPU (i.e., the traditional software plane)
still provides valuable compute resources that should not be ne-
glected. XFir therefore adopts the CPU to complement the CNP,
improving both reliability and throughput. Specifically, we design
three core mechanisms: (1) CPU interposition on the offload path
to provide observability for monitoring, logging, and debugging;
(2) throughput aggregation by processing additional flow setup
on the CPU in parallel with the CNP; (3) an escape path that pre-
serves availability when the hardware datapath experiences failures.
Together, these mechanisms of CPU–CNP collaboration facilitate
XFir’s high performance and robust operation.

In summary, the contributions of this paper include:
• We propose XFir, the first hardware-accelerated system for new-
flow setup on cloud host servers. In addition to high performance,
XFir is flexible for service iteration and is cost-effective for per-
host deployment.

• As an early adopter of DPUs with integrated coprocessors, we
demonstrate how to leverage this new architecture to solve a
long-standing problem in cloud networking, highlighting its sig-
nificant untapped potential.

• We evaluate XFir comprehensively and compare it against the
SOTA FPGA-based DPU solution, Fornax [68]. Our results show
that XFir achieves >776K CPS (4.8× that of Fornax), and it reduces
the median slow-path latency within the DPU to 11.7𝜇𝑠 (69.2%
lower than Fornax).
This work does not raise any ethical issues.

2 Background and Motivation
2.1 Host Servers and New-Flow Setup
A major service offered by cloud providers is Virtual Machines
(VMs), which run on physical machines, and each machine may
host one or more VMs. In this paper, we refer to these physical
machines as “host servers”. In practice, a large cloud provider can
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operate over 100K host servers in a single datacenter and more than
1M overall.

When an application inside a VM receives/initiates a network
flow from/to another endpoint (either within the cloud or on the
public Internet), the setup process involves not only the in-VM
protocol steps but also a sequence of complex network functions
on the host server. The server should lookup the routing table to
encapsulate packets with headers for the cloud underlay or for VM
delivery. It also enforces tenant- and provider-defined policies by
checking the flow against Access Control List (ACL) and Security
Group (SG) rules. The key difference of ACLs and SGs is that ACLs
are stateless blacklists, whereas SGs are stateful whitelists.2

Generally, we abstract the new-flow setup on a host server as
a series of table lookups, including tables for routing, ACL and
SG at different granularities, etc. In this paper, we focus on this
host-server component of flow setup and regard the other procedures
(e.g., in-VM steps) as orthogonal.

In practice, as application demands evolve, tenants can update
these tables by editing entries through cloud APIs. Furthermore,
as a cloud provider, we must continuously evolve the processing
logic of flow setup. For example, we recently added a filtering stage
beyond ACLs and SGs to meet a large customer’s requirements;
we also restructured table entries to improve performance. Hence,
preserving development flexibility in new-flow setup, rather than
relying on fixed logic, is critical to the customer experience.

2.2 Sep-Path in Hardware Acceleration
The past decades have witnessed the growth of cloud applications
and their network traffic. To improve the throughput and latency
of cloud networks, providers have continuously explored hardware-
assisted networking using devices such as SmartNICs/DPUs, FPGAs,
programmable switches, and ASICs. To effectively exploit these
accelerators, developers commonly adopt the Sep-Path paradigm,
which splits packet processing into a programmable software plane
and a high-performance hardware plane, and they co-design the
two planes to balance flexibility and performance.

The Sep-Path design separates packet processing into a fast path
and a slow path. In general, the fast path handles packets that
require only lightweight table lookups and pre-defined processing,
whereas the slow path handles packets that trigger more complex
operations. Accordingly, the fast path is implemented in specialized
hardware that offers high performance but limited programmability
(e.g., programmable switches or FPGAs). In contrast, the slow path
runs in the software plane (e.g., the host’s CPU or the DPU’s CPU),
providing full programmability but lower performance.

At a high level, Sep-Path keeps complete match-action rules in
the slow path and selectively offloads compact per-flow entries
to the fast path, allowing offloaded flows to be processed at line
rate while fast-path misses are redirected to the slow path. This
paradigm is widely used in cloud edges [36], gateways [34, 45, 47,
64, 69], and host servers [68]. Specifically on a host server, the slow
path handles new-flow setup by looking up tables, consolidating

2The term “stateful” means the reverse direction automatically inherits the permit/deny
decision of the rule matched in the forward direction. For example, the provider may
use ACLs to block VMs from reaching certain internal destinations; a tenant may use
SGs to allow inbound Internet traffic only to specific VM ports (and thus automatically
permit the corresponding return traffic to the Internet endpoint)

the results into a per-flow entry, and offloading it to the fast path for
subsequent packets. Thus, we use “slow path”, “new-flow setup”,
and “flow setup” interchangeably in this context.

2.3 Slow-Path Bottleneck on Host Servers
In essence, the Sep-Path design leaves the expensive operations in
the slow path and does not inherently improve their performance
over an all-software datapath. Consequently, as host-server specs
scale up, the slow path increasingly becomes the bottleneck for
networking.

As a hyperscale cloud provider, we have seen mainstream host-
server specs rapidly scale up in compute capacity. In recent years,
our typical host servers have grown to >350 and >500 CPU cores
(counting hyper-threading), with >800 cores expected soon. More-
over, the attached SmartNIC/DPU bandwidth has increased from
200 Gbps to 400 Gbps, with 800 Gbps on the horizon. However,
saturating this scale requires a correspondingly high rate of new-
flow setup, especially for applications dominated by a huge number
of short-lived (“mice”) flows. For instance, one of our largest cus-
tomers requires >2K new connections per second (CPS) per CPU
core, which corresponds to >700K CPS on a 350-core server and
>1M CPS on a 500-core server. In contrast, our previous-generation
DPU [68], equipped with an on-board CPU with an FPGA accelera-
tor, achieves up to 160K CPS for flow setup in the slow path. This
widening gap shows that increasing host compute density makes
new-flow setup a growing bottleneck, and it is not automatically
accelerated by existing networking hardware.

Hardware acceleration for new-flow setup in host servers is chal-
lenging. Unlike gateways [34, 45, 47, 69], peering edges [36, 51, 67],
etc, the host server’s slow path requires substantially more complex
table lookups. As discussed in §2.1, these tables serve diverse pur-
poses and may be stateful or stateless, and either provider-defined
or tenant-defined. Moreover, host-server tables must be flexible
enough to accommodate evolving tenant demands, and the massive
scale of host servers constrains per-host hardware investment. As
shown in the next section, these constraints narrow the design
space for addressing the bottleneck.

2.4 Options to Address the Bottleneck
Running flow setup on a server CPU. A straightforward idea
to increase new-flow setup rate is to move the processing from
a DPU’s CPU to the server’s CPU, which is more powerful and
offers substantially more cores. Prior work adopts this approach for
cloud gateways, achieving around 1.8M CPS with 96 CPU cores [69].
However, unlike gateways deployed on dedicated machines without
tenant workloads, host servers must reserve CPU resources for
hosting VMs and applications. As a result, CPU resources on host
servers are scarce and better allocated to customer workloads rather
than slow-path processing.
Attachingmultiple DPUs to a server.Another intuitive idea is to
adopt multiple DPUs to enlarge the slow path capacity so that the
flow setup can be processed in parallel. Prior studies adopt a similar
idea for gateways by scaling capacity with multiple accelerators
(e.g., 4 or 8 FPGAs) [34, 45, 69]. However, a large datacenter typically
contains far more host servers than gateways (>100K vs <1K). This
scale difference makes hardware cost a major concern in our design:
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Figure 3: Xline Architecture

doubling or tripling the number of DPUs attached to each server
would incur prohibitive financial cost.
Implementing the slow path in an FPGA. Since our previous-
generation DPU for host servers integrates a CPU and an FPGA,
we initially attempted to migrate the slow path from the CPU to
the FPGA. However, we found that an FPGA cannot support the
slow path logic because accommodating the necessary tables and
control logic would require substantially more resources than the
FPGA fabric can hold.
Implementing the slow path in a programmable ASIC. As
slow path operations can be abstracted as a pipeline of match-
action table lookups (§2.1), we also attempted to implement the
slow path on programmable ASICs (e.g., Intel Tofino [22] and AMD
Pensando [3]) using P4. However, we found that the slow path does
not fit on a programmable ASIC for two reasons: (1) the required
tables are too large to fit in the ASIC’s limited on-chip memory,
even with table merging and folding techniques [45, 47]; and (2)
P4’s programmability is insufficient to support the level of flexibility
needed for continuous feature development (§2.1).
Leveraging existing DPUs. Existing DPU designs do not fully
address the new-flow setup bottleneck. NVIDIA BlueField [43] re-
ports high Packets Per Second (PPS) by connection tracking [8].
However, this high PPS does not directly translate into high Connec-
tions Per Second (CPS) for new-flow setup: the connection tracking
accelerates packets in established connections (the fast path) [44],
whereas the slow path involves multiple rounds of processing and
table lookups across several packets for each new flow/connection.
Moreover, Triton [30] explores a design that departs from the con-
ventional Sep-Path model, but it still handles stateful slow-path
operations in a DPU’s software plane (see Figure 3 in [30]).

In summary, existing hardware architectures cannot address
the performance bottleneck of slow-path new-flow setup on host
servers at a practical cost while preserving sufficient flexibility. In-
stead, our new-generation DPUs, customized for cloud networking,
offer a promising alternative.

2.5 Architecture of Our New DPU: Xline
In 2025, we began deploying our next-generation DPU named
“Xline” at scale across our datacenters. Xline is customized for cloud
networking, aiming to provide greater programmability than ex-
isting hardware as well as performance acceleration. We note that
this paper focuses on the system design of effectively leveraging
Xline to accelerate new-flow setup, rather than on the design of
Xline itself; nevertheless, for completeness, we briefly introduce
Xline in this section.

As shown in Figure 3, Xline integrates three heterogeneous pro-
cessing components:
• A 6-core 2.4GHz Arm64 CPU that provides the same function-
ality as traditional SmartNIC/DPU. This software plane includes
L1, L2, L3 caches and runs Linux, offering full programmability
in C/C++.

• Afixed-functionASIC that accelerates common packet-processing
tasks. It is organized as a pipeline of fixed network functions,
such as protocol parsing and Offloaded Flow Table (OFT) lookups,
and it exposes no programmability. The ASIC pipeline integrates
2.34 MiB of on-chip SRAM.

• A Cloud Network co-Processor (CNP) which is a new compo-
nent beyond conventional DPUs. The CNP consists of a sequen-
tial pipeline followed by a RISC-V processor in both TX and RX.
The pipeline provides match-action units with three stages on
RX and five stages on TX. The RISC-V processor comprises 32
physical cores with 1GHz; compared to the CPUs in servers and
DPU’s software plane, these cores are more energy-efficient.
The CNP includes a 16K×160-bit TCAM and 2.5 MiB of on-
chip SRAM shared by all pipeline stages and RISC-V cores. The
pipeline and RISC-V processor are integrated on the same die
and directly operate on packet metadata (e.g., parsed headers) in
the shared SRAM, avoiding copies between the two components.
Although operating on the same on-chip memory, the two com-
ponents expose different programming interfaces: developers
program the pipeline in a P4-like language, whereas the RISC-V
cores are programmed in C with inline assembly to explicitly
control instructions and memory accesses.
We note that BlueField-3 also integrates RISC-V cores in its

Data-Path Accelerator (DPA) subsystem [42]. However, DPA is a
software-programmable plane, whereas CNP is a hardware plane:
(1) Unlike DPA, CNP’s pipeline and RISC-V cores are on-die and
remove the OS, DMA, L2/L3 caches, and L1 data cache, retaining an
L1-class on-die instruction memory. (2) DPA uses standard RISC-V
instructions, while CNP extends the Instruction Set Architecture
(ISA) so that common network operations (e.g., hash-table lookup
and packet encap/decap) can complete in a single instruction.

Xline also integrates off-chip memory, a DDR DRAM of 16 GiB
that serves as a union memory shared among the CPU, ASIC, and
CNP, connected via CMN. The DRAM is logically partitioned into
three regions for three components, but the CPU and the CNP can
be programmed to access any region via physical addresses.

Overall, Xline extends the traditional DPU design with a CNP, a
hardware plane that occupies a middle ground between the CPU
and the ASIC: it is more programmable than an ASIC and faster
than a DPU’s CPU, though less flexible than a CPU and less efficient
than an ASIC. Improving flow-setup performance based on this
new DPU architecture is non-trivial given that we are among the
first to explore this design space.

2.6 Design Goals
Given the status quo above, we aim to address the bottleneck of
new-flow setup with the following goals:
• High performance: Achieve new-flow setup rate that keeps
pace with rapidly scaling server specs and NIC bandwidth. In



XFir : Accelerating New-Flow Setup on Host Servers of a Large Cloud Network SIGCOMM ’26, August 17–21, 2026, Denver, CO, USA

RX Flow Setup Table
(FST)

Global ACL 
Table

per-NIC ACL 
Table

Routing
Table

VNIC
Table

Subnet ACL 
Table

Global SG 
Table

per-NIC SG 
Table

Programmable Pipeline RISC-V Coprocessor

Figure 4: Table layout and workflow.

particular, our target is to exceed 700K CPS on a single host
server, while keeping per-flow latency low.

• High flexibility: Preserve the ability to continuously evolve
host-side networking functionality. The design must support
frequent updates to routing and policy processing (§2.1) without
requiring redesigns of fixed-function hardware or disruptive re-
deployments.

• Cost-effectiveness: Keep the deployment economically viable
at hyperscale. The solution should require only modest per-host
hardware investment and remain sustainable under long-term
growth and evolution.

3 XFir Design
3.1 Overview
Figure 2 illustrates XFir’s datapath in the host server’s DPU. The
datapath is still split into a slow path and a fast path, although both
traverse the ASIC and the CNP. The two paths differ in the pro-
cessing they perform. Concretely, the ASIC maintains an Offloaded
Flow Table (OFT) in DRAM. When the initial packet of a new flow
arrives at the DPU, the ASIC misses in the OFT and redirects the
packet to the CNP. The CNP then sets up the flow by executing
a series of complex table lookups. A flow setup procedure may
span multiple packets (e.g., 3 packets in TCP), which are handled
similarly and may trigger the same class of lookups. Once the ta-
ble lookups are completed, the CNP assembles the lookup results
into a compact per-flow entry and offloads it to the OFT, allowing
the ASIC to efficiently retrieve the required information for the
subsequent flow packets. In the fast path, the ASIC still forwards
flow packets to the CNP, but the CNP performs only lightweight
processing (e.g., pass-through forwarding or a simple table lookup),
keeping the fast-path latency low, as shown in our evaluation (§4.3).
We route the fast path through the CNP to preserve flexibility for
future feature development. Overall, compared to the traditional
Sep-Path design, the key difference in XFir is that it runs the slow
path in the CNP instead of in the DPU’s CPU.

3.2 Datapath and Table Layout
Figure 4 illustrates the table-lookup workflow for ingress flow setup.
We omit the egress direction because it follows a similar pattern.
The workflow includes: (1) Flow Setup Table (FST), which reduces
the following table lookups as described later; (2) the routing table,
which maps the destination to its VNIC ID and MAC address for
ingress traffic, or to the underlay IP addresses for egress traffic; (3)
the VNIC table, which maps a VNIC ID to its associated subnet;
and (4) the policy tables, including ACL and SG tables at multiple
granularities (e.g., global, per-subnet, and per-NIC).

To achieve reliably high performance, XFir incorporates several
techniques in its table designs. For simplicity, we use an ingress
TCP flow as a running example in the discussion below and defer
UDP and ICMP to later in this section.

FST design. Since table lookups are time-consuming, we design
FST to bypass certain expensive lookups. The idea is to reuse the
first packet’s lookup results for the subsequent packets. Specifically,
after the first packet of a new flow completes the workflow in
Figure 4 and is permitted by the ACL and SG rules, XFir inserts an
FST entry that records the routing information. Hence, subsequent
packets during the new-flow setup can then query FST to obtain
this information directly, bypassing the routing, ACL, or SG tables.
Since an FST entry is created only for permitted flows, it does not
explicitly store the permit/deny decision of ACL and SG checks. If
a packet misses in FST, it follows the full workflow by querying the
tables. Once the flow setup completes, the FST entry is transformed
and offloaded to fast path OFT.
Aging and security guarantee. Usually, a FST’s entry is removed
once the corresponding new-flow setup completes. However, abnor-
mal flows may not complete observably. For example, a client may
fail after sending a TCP SYN to the VM, or an attacker may attempt
to saturate FST by SYN flooding. We address these concerns by
three mechanisms: (1) XFir forcefully deletes any FST entry that
has remained for more than 120 seconds. This is similar to the aging
mechanism used in prior work [69]. (2) XFir monitors flow-setup
rates at multiple granularities (e.g., VPC and VM) and rate-limits
anomalous flow-setup activity. (3) Our cloud’s DDoS protection
system will detect and mitigate the flooding attacks. We omit the
details as they are beyond the scope of this paper.
Version control. During flow setup, ACL or SG entries related to
the flow may be updated by customers, potentially causing incon-
sistent decisions across different initial packets (e.g., TCP’s three
handshake packets). This seems very rare because new-flow setup
typically completes much faster than customer operations. How-
ever, for popular applications that continuously serve a large num-
ber of requests, such inconsistencies can occur more often when
customers update ACL or SG rules.

To avoid this issue, we introduce a version control mechanism
to the FST and VNIC table. Specifically, the VNIC table maintains a
version number for each VNIC, and every change to routing, ACL
or SG rules associated with the VNIC or its prefix will increase
the version by one. When an FST entry is created, it will also
include the current version number in the VNIC table. Therefore,
the subsequent establishment packet (e.g., TCP’s SYNACK and
ACK) will compare the version number obtained from FST with
the current one in the VNIC table. If the versions do not match,
the packet must query the subsequent ACL and SG tables across
different granularities; otherwise, it skips them.
Table layout in the pipeline and the coprocessor. The CNP
integrates a pipeline and a RISC-V coprocessor, which offer dif-
ferent features. Although the pipeline is fast, it cannot host the
entire workflow due to limited stages and on-chip resources, and
it provides insufficient programmability for stateful tables such as
SG. Conversely, handling all lookups on the coprocessor cannot
achieve the best performance.
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Therefore, XFir adopts a hybrid table layout. As shown in Fig-
ure 4, we assign FST, the global ACL, and the per-NIC ACL to the
pipeline, and keep the remaining tables on the coprocessor. This
layout balances performance gains, on-chip memory constraints,
iteration agility, and functional requirements as follows.

Concretely, the FST is the first lookup stage because every packet
consults it. To accommodate the number of concurrent flow setups
under high CPS, the FST has a large size and is stored in DRAM.
Meanwhile, the global ACL and per-NIC ACL are relatively stable:
the global ACL blocks a small set of internal addresses in the cloud,
and the per-NIC ACL is enabled only for selected customers. These
tables are small enough to fit in the CNP’s TCAM for low-latency
access. Moreover, performing these ACL checks early in the pipeline
filters invalid packets upfront, reducing unnecessary lookups in
later tables.

As for the other tables, some require higher flexibility for im-
plementation or iteration. For example, SGs are stateful, meaning
that once a packet is permitted in one direction, the packet in the
reverse direction is also permitted (§2.1). Moreover, some tables
impose ordering constraints due to their functionality. For instance,
the VNIC table depends on the routing-table result; the ACL and
SG tables after the VNIC can be bypassed via the FST and version
control mechanism. As a consequence, XFir handles these tables
in the coprocessor. In addition, these tables are large because their
entries have long lifetimes tied to VMs on the host server. Therefore,
we store them in DRAM.
Putting it all together. Given our redesigned table layout, we now
present the end-to-end flow-setup workflow in CNP.
(1) When the first packet (SYN) of a TCP flow arrives, it misses

in the FST and therefore traverses the full workflow. It spends
0.5∼2𝜇𝑠 in the pipeline and 4∼10𝜇𝑠 in the coprocessor. If the
SYN packet is permitted after the ACL and SG checks, XFir will
create and inserts an FST entry.

(2) Since the FST is shared between TX and RX, the SYNACK packet
will find a matching FST entry, and the version in the entry
also matches the one in the VNIC table. Thus, it bypasses the
rest of ACL and SG tables. Note that it still goes through the
global ACL and the per-NIC ACL in the CNP pipeline, but their
lookups are extremely fast (<1𝜇𝑠) due to TCAM.

(3) When the third packet (ACK) arrives, it follows a similar proce-
dure as SYNACK without lookup in the ACL and SG tables.

(4) Then the TCP flow is considered established. Thus, the corre-
sponding FST entry is offloaded to the OFT in the fast path to
accelerate the subsequent packets of the flow.

UDP. A naive approach for a new UDP flow is to offload it to the
fast path as soon as the first packet completes the slow path. How-
ever, this can waste fast-path resources when senders create small
UDP flows with only a single packet. To reduce such unnecessary
offloading, XFir delays offloading a UDP flow until it has received
three packets. Specifically, the first packet creates an FST entry,
and the second and third packets in the same direction are still
handled by the slow path but benefit from FST acceleration. After
that, the FST entry is offloaded to the fast path. Overall, XFir uses
three packets as a heuristic threshold that indicates a UDP flow is
likely meaningful for offloading.
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Figure 5: Frequency distribution of prefix lengths.

ICMP. For a new ICMP flow, the first request packet (sequence
number 1) is handled by the slow path and creates an FST entry. The
corresponding reply then finds a matching FST entry, after which
XFir offloads the entry to the fast path to handle subsequent packets.
In other words, XFir offloads an ICMP flow after completing the
first round trip with sequence number 1 in the slow path.

As a summary, the new datapath in the CNP speeds up the new-
flow setup and also provides desirable flexibility for continuous
development.

3.3 LPM Lookup Optimization
In XFir, most of the slow-path tables (routing, ACLs, and SGs)
must frequently perform Longest Prefix Match (LPM) to lookup
rules based on a packet’s IP address, which lies on the critical
path of new-flow setup. The traditional lookup algorithm based on
trie or Patricia trie [39] is actually not hardware-friendly because
it requires multiple non-contiguous memory accesses, especially
when stored prefixes create branches at different depths.

A common optimization is to store rules in TCAM, which nat-
urally supports prefix matching. However, TCAM is significantly
more expensive than a DRAM or SRAM [61], and thus its capacity is
typically very limited in hardware. For example, Xline is equipped
with 16 GiB DRAM but only 16K×160bit in the CNP. As a result,
XFir reserves TCAM for the ACL tables in the CNP pipeline 3, stores
large tables in DRAM (§3.2), and optimizes LPM for tables processed
by the RISC-V cores to reduce DRAM accesses.

Researchers have extensively explored LPM optimization. Draw-
ing on several ideas from the literature, including distribution-
specific optimization [11, 18, 59], prefix-length division [12, 13, 58,
65, 66], and hybrid trie designs with auxiliary data structures [4, 6,
15, 58], XFir adopts an LPM algorithm that balances performance,
memory consumption, and implementation complexity for cloud
host servers. We compare our algorithms with existing ones in §6.

Our algorithm is based on an observation in cloud networks:
although the prefixes span the full range of lengths, the lengths are
far from uniformly distributed. As an example, we collect IPv4 prefix
lengths from host servers’ subnet routing tables in four of our cloud
regions, and the distribution is shown in Figure 5. Although the
total number of prefixes varies across regions, they share a similar
pattern in the distribution: Most prefixes have lengths between 17
and 24 bits—over 80% for Regions 1–3 and over 65% for Region 4.
Actually, we also observe this pattern for prefixes in ACL and SG
tables. Based on this observation, our lookup algorithm combines

3FST in the pipeline uses exact six-tuple match (VPC ID + traditional five-tuple) instead
of LPM, and it is stored in DRAM
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Figure 6: XFir’s hash+trie data structure.

hashing with tries, to accelerate the lookups for longer prefixes. For
simplicity, we present the algorithm for IPv4 as follows.
Data structure. As illustrated in Figure 6, given a collection of
prefixes with varying lengths, we divide them into four subsets
𝑆𝑖 (1 ≤ 𝑖 ≤ 4), where 𝑆𝑖 contains prefixes whose lengths fall into
[8(𝑖 − 1) + 1, 8𝑖]. For each 𝑆𝑖 , we build a hash table 𝐻𝑖 of size𝑀𝑖 ,
and each prefix is mapped to a slot by hashing its high-order 8𝑖
bits. Hence, each slot aggregates prefixes in the same length range
[8(𝑖 − 1) + 1, 8𝑖] that share the same 8𝑖-bit key (if no hash collision).

We then build a trie for each hash slot to store these prefixes
and associated entries. The trie has radix 16: each node maintains
16 child pointers indexed by the next 4 high-order bits. To insert
a prefix, we traverse the trie from the root in 4-bit strides until
the prefix has less than four bits. Then we store the prefix and the
associated entry at the corresponding node. A node may contain
multiple prefixes (up to four) that have different lengths but share
the same path up to the current 4-bit stride (e.g., 10.1.1.128/28 and
10.1.1.136/29). Thus, each node maintains a list of up to four slots,
each corresponding to a prefix. To save memory, each slot stores
only a validity field rather than the prefix itself; the exact prefix
can be reconstructed from the traversal path during lookup. Prior
work [15] proposes to use a single stride-width bitmap in each node
to encode prefix validity and further reduce memory consumption
and accelerate lookup. However, this design cannot be directly
applied to XFir due to the requirements of priority-aware LPM, as
described later in this section.
Lookup algorithm. Given an IP address, our goal is to find its
LPM in the hash+trie structure. The algorithm searches the subsets
in descending order, starting from 𝑆4 and then 𝑆3, 𝑆2, and 𝑆1. The
first match found in this order is the LPM because 𝑆𝑖 with higher 𝑖
stores longer prefixes. For 𝑆𝑖 , the algorithm hashes the high-order
8𝑖 bits of the address and thus obtains the trie root in the hash slot
of 𝐻𝑖 . It then traverses the trie using the remaining address bits.
During traversal, the algorithm selects the longest valid prefix at
each visited node and records the most recent match along the path.
The traversal stops when the next child pointer is null, and the last
recorded entry is returned as the LPM in 𝑆𝑖 .

The lookup falls back to 𝑆𝑖−1 when no match is found in 𝑆𝑖 . This
can occur in two situations: (1) the hash slot is empty; (2) none of

the prefix lists at the visited nodes contains a matched prefix. In
both cases, the algorithm continues to find the matched prefix in
𝑆𝑖−1. If it misses in all subsets, the algorithm reports no match.
Analysis. Our design improves LPM lookup efficiency by exploit-
ing two properties. Firstly, it leverages the skewed prefix-length
distribution and searches from longer to shorter ranges, so lookups
typically succeed in 𝑆4 or 𝑆3 and avoid traversing 𝑆2 and 𝑆1 for
shorter prefixes. Secondly, we adopt a radix-16 trie (4-bit stride)
in a hash slot. Compared to the 1-bit stride, the 4-bit stride signifi-
cantly reduces trie height, and thus reduces the number of memory
accesses required per lookup.

Given a collection of 𝑁 prefixes, the total space for all tries is
𝑂 (𝑁 ). The total space for all hash tables is 𝑂 (∑𝑖 𝑀𝑖 ) = 𝑂 ( 𝑁

𝛼
),

where 𝛼 is the load factor. Therefore, the overall space complexity
of the data structure is 𝑂 (𝑁 ). Let𝑚 denote the number of subsets
(𝑆𝑖 ), 𝑟 the trie stride in bits, and 𝑙 the bit length of an IP address. A
worst-case lookup checks all𝑚 subsets and traverses one trie in each
subset, yielding a time complexity of𝑂 (𝑚) +𝑂 (𝑚 · 𝑙

𝑚𝑟
) =𝑂 (𝑚+ 𝑙

𝑟
).

For IPv4 (𝑙 = 32), we use𝑚 = 4 and 𝑟 = 4; for IPv6 (𝑙 = 128), we use
𝑚 = 8 and 𝑟 = 4. Although the space and time complexity is close
to a traditional trie, the number of memory accesses is significantly
reduced for LPM with common longer prefix lengths (see Table 1
in §4.1 for evaluation results).

The choice of subset count𝑚 reflects a tradeoff in lookup per-
formance. A larger 𝑚 creates finer-grained subsets and reduces
trie height, but it also increases the number of hash probes across
subsets when matching shorter prefixes. In contrast, a smaller𝑚 re-
duces the number of hash probes, but may not fit the prefix-length
distribution in Figure 5 well, providing less benefit for common
longer prefixes. We choose𝑚 = 4 as a balance between these two
cases. Furthermore, one could improve performance by using vari-
able subset ranges tailored to the prefix-length distribution. How-
ever, this would increase design and implementation complexity,
and the performance benefit may degrade when the prefix-length
distribution changes. We leave this exploration to future work.
Adding VPC ID to LPM. In a cloud, each VM’s NIC is assigned to
a Virtual Private Cloud (VPC), within which a tenant can allocate
subnets and manage ACL, SG, and peering rules. Thus, the routing,
ACL and SG rules are associated with both VPC ID and IP prefixes,
and the LPM must be performed within the same VPC ID. Accord-
ingly, XFir uses the VPC ID along with the IP address as the lookup
key. In the hash+trie design, the VPC ID and the high-order address
bits are used for hashing, while trie traversal depends only on the
IP address bits. To resolve hash collisions, XFir builds a separate
trie for each distinct combination of VPC ID and high-order address
bits mapped to the same hash slot. Incorporating VPC IDs does
not affect the time or space complexity which depends on the total
number of prefixes instead of the number of VPCs.
Priority-aware LPM. In cloud networks, the same prefix may
appear in the same VPC under different scenarios. For example,
a customer-defined subnet prefix may coincide with a prefix au-
tomatically assigned to a public but VPC-specific service, such as
object storage (e.g., Amazon S3 [5]). Such coincidences are hard to
avoid in practice because the service may be enabled either before
or after the customer creates the subnet. To allow these prefixes
to coexist, a cloud allows customers to assign priorities to prefixes.
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Figure 7: Three mechanisms of CPU–CNP collaboration.

For example, when a service prefix coexists with a subnet prefix
on the same host, the service prefix with a higher priority will be
selected for routing. Thus, during LPM, if multiple prefixes with
the same longest length match an address, XFir should return the
one with the highest priority.

To support such a priority-aware LPM, each slot in a trie node
stores an additional priority bitmap. Each bit indicates whether a
prefix with the corresponding priority exists, with higher-order
bits representing higher priorities. After identifying the longest
matching prefix, the lookup algorithm checks this bitmap to select
the highest-priority match and returns the priority along with
the matched entry. Furthermore, when priority is provided as an
input parameter, this design also supports LPM queries within the
specified priority: during traversal, the lookup algorithm checks
whether the priority bits are set in the slots of visited nodes.

3.4 Collaboration of CPU and CNP
XFir uses the CNP to accelerate new-flow setup and the ASIC to ac-
celerate subsequent packets at high speed. Nevertheless, the DPU’s
CPU, as a processor with full programmability, remains essential for
both operational reliability and further throughput enhancement.
In XFir, the CPU actively collaborates with the CNP to handle three
major tasks as shown in Figure 7 and described below.
Controlling and observing the offload path (Figure 7a). En-
suring reliable hardware acceleration requires both control and
observability over the offload path, especially for a new architec-
ture with a redesigned datapath like Xline. In XFir, the CPU me-
diates the offload path and records offload events for monitoring
and debugging. To be specific, the CPU continuously polls the FST
in DRAM via physical addresses (§2.5) to promptly detect finished
flow setup. Once an entry is marked as completed, the CPU logs
the entire entry, translates it into the format accepted by the ASIC,
and installs it to the OFT in the fast path via the offload channel.
Then the CPU removes the entry from the FST. By interposing on
the offload path, the CPU controls and observes which flows are
offloaded and how the offload proceeds.

One may consider offloading flow entries directly from the CNP
to the ASIC to further reduce offload latency. XFir instead chooses
CPU interposition for the following reasons. (1) It allows us to
reuse the mature monitoring, logging, and debugging infrastruc-
ture available on the CPUs of traditional DPUs. As an early adopter
of Xline-like DPUs, we prioritize reliability and rapid deployment:
reusing existing tooling simplifies deployment, validation, and de-
bugging during rollouts. (2) CPU polling and the offload (CPU–
ASIC) channels have ample capacity and low latency, so the CPU
interposition adds only a very small delay (<10𝜇𝑠) and does not

become a throughput bottleneck (>2Mpps). (3) The offload path is
used once per flow, further reducing the performance impact.
Serving flow setup in parallel (Figure 7b). While the CNP sub-
stantially improves the new-flow setup rate, the software plane (the
DPU’s CPU) still provides non-trivial capacity that should not be
wasted. As host servers’ demands continue to grow (e.g., a 500-core
server may demand >1M CPS; see §2.3), leveraging both the CNP
and the CPU in parallel becomes a practical way to scale total CPS.

To achieve such collaboration, we devise a table-splitting mech-
anism that separates new flows by prefixes, enabling the CPU and
the CNP to perform table lookups on disjoint traffic simultane-
ously. Specifically, we split new-flow traffic into two parts: the
CNP handles prefixes with high flow frequency, while the CPU
handles low-frequency prefixes. We use the global ACL table in
Figure 4 as the split point. For prefixes assigned to the CPU, we
move the original matched action to the table in the CPU and in-
stall a “redirect-to-CPU” action as the default action for packets
that do not match the CNP-handled prefixes. Therefore, when a
packet with a low-frequency prefix arrives, it misses in the global
ACL table and is redirected to the CPU, which then performs the
corresponding lookup and continues the remaining table lookups
for flow setup. We also split the downstream tables after the global
ACL table (see Figure 4) between the CPU and the CNP according
to the prefixes and associated VNICs. The CPU stores its portion
of table entries in the CPU’s DRAM region (see Figure 3). Once a
packet is redirected, all subsequent lookups are naturally handled
by the CPU. As a result, a new flow may be handled by either the
CPU or the CNP during flow setup, but it is never processed by both
concurrently, avoiding conflicts or races between the two paths.

Because the FST precedes the global ACL table, both tables must
handle the combined traffic before it is split between the CPU and
the CNP. As the CNP pipeline runs at line rate, it can perform
these lookups at a rate that accommodates the aggregate CPS of
both datapaths. Moreover, to preserve the benefit of FST for CPU-
handled flows, the CPU directly accesses FST via physical addresses
(§2.5) and inserts an FST entry after completing the lookup for the
first packet of a new flow.

Overall, by processing new flows of different prefixes in parallel
on the CPU and the CNP, XFir can further increase CPS.
Providing the escape path (Figure 7c).Hardware failures are not
rare at a large deployment scale. Therefore, the CPU also provides
an escape path when the CNP encounters failures. Once the CNP
is detected to be unresponsive or enters an error state, the CPU
installs a high-priority entry in the OFT in the ASIC to redirect
traffic to the CPU, bypassing the CNP. The CPU then takes over
the new-flow setup and, if needed, handles subsequent packets
as well. This design preserves service availability and maintains
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Algorithm Prefix
Length

# DRAM
Accesses Time (𝜇s)

Hash
+

Trie

/25 ∼ /32 ≤ 4 ≤ 0.44
/17 ∼ /24 ≤ 7 ≤ 0.74
/9 ∼ /16 ≤ 10 ≤ 1.04
/1 ∼ /8 ≤ 13 ≤ 1.33

Trie

/25 ∼ /32 26 ∼ 33 3.69 ∼ 4.88
/17 ∼ /24 18 ∼ 25 2.52 ∼ 3.55
/9 ∼ /16 10 ∼ 17 1.33 ∼ 2.37
/1 ∼ /8 2 ∼ 9 0.15 ∼ 1.18

Table 1: The number of DRAM accesses for trie node retrieval
and lookup time for different lengths of matched prefixes.

correct policy enforcement under CNP failures, albeit with reduced
throughput compared to the normal CNP-accelerated path.

Failure detection is performed by our active-passive combined
hardware monitoring system. We omit its design details because
they are beyond the scope of this paper.

4 Evaluation
In this section, we evaluate XFir in terms of optimized LPM lookup
time (§4.1), new-flow setup throughput in CPS (§4.2), latency (§4.3),
and deployment cost (§4.5). Moreover, we compare XFir against
two schemes: SW and Fornax.
• SW represents a slow path in Xline’s software plane: we config-
ure Xline’s ASIC to redirect packets to Xline’s CPU for slow-path
processing, bypassing the CNP.

• Fornax [68] is a state-of-the-art FPGA-based Sep-Path design for
per-host deployment in a cloud. Fornax supports 16M concurrent
sessions with policy enforcement in the fast path, and XFir’s fast
path provides the same capability through cooperation between
CNP and ASIC, making the comparison fair.

Testbed. For XFir and SW, we use two host servers in the same
rack of our datacenter, each equipped with an Xline DPU whose
on-board CPU is a 6-core 2.4GHz Arm64 processor. For Fornax,
we use another two same-rack servers, each equipped with our
previous-generation DPU, which integrates a 4-core 2.9GHz Intel
x64 CPU and an FPGA. The CPUs in both DPU platforms run
CentOS. Moreover, in end-to-end experiments, we run a 128-vCPU
(AMD64) VM on each host server across all schemes.

4.1 Optimized LPM Lookup Time
We evaluate XFir’s optimized LPM lookup algorithms (§3.3) by
computing the number of DRAM accesses for trie node retrieval
and measuring lookup latency in the CNP’s coprocessor. Table 1
reports the results across different matched-prefix lengths.

In Table 1, we group prefix lengths into four ranges following
the division in §3.3. Since our hash+trie algorithm starts from the
group of longest prefixes (/25∼/32), lookups whose matches fall
into the first two groups incur the lower cost. In the best case, when
the matched prefix length falls in 25∼32bits, the lookup requires
at most four DRAM accesses and takes 0.44𝜇𝑠 . When the matched
prefix length is in 17∼24bits, the algorithm first checks the group
of /25∼/32 and then continues to the second group (/17∼/24) after
a miss. It takes at most seven DRAM accesses, corresponding to
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Figure 8: New-flow setup rate (CPS). Numbers above bars are
in thousands (K).

0.74𝜇𝑠 . In the worst case, a short prefix requires 13 DRAM accesses
and takes 1.33𝜇𝑠 .

In contrast, a traditional trie incurs higher latency for longer pre-
fixes because it must traverse more nodes, leading to more DRAM
accesses. It takes 4.88𝜇𝑠 and 3.69𝜇𝑠 for prefix lengths of 32 and 25,
respectively. Therefore, since most customer rules in our slow-path
tables have prefix lengths between 17 and 24 (See Figure 5), the
hash+trie algorithm in XFir typically achieves substantially lower
lookup time than a traditional trie.

4.2 Connections Per Second (CPS)
We measure the throughput of new-flow setup for three schemes
(XFir, SW, and Fornax) in terms of CPS. For each scheme, a VM
on one host server initiates TCP connections to a VM on another
host server as fast as possible. We run each experiment for 20s and
compute CPS using the connections established during the middle
10s interval. The CPS is computed by the number of established
connections in that interval divided by 10s. The new-flow setup in
each scheme involves a series of table lookups to realize desired
network functions, so we set up three settings by varying the num-
ber of entries in each table (100, 1K, 10K). We report the CPS for all
three settings for each scheme. We ensure that network bandwidth
is not a bottleneck in these experiments: even at the maximum
CPS, the traffic volume is below 10Gbps, far lower than the DPU
bandwidth (≥200Gbps) of all schemes.

As shown in Figure 8, XFir achieves the highest CPS among the
three schemes, ranging from 776K to 812K. In contrast, SW and
Fornax reach only around 175K and 160K CPS, respectively. Thus,
XFir achieves 4.4× and 4.8× the CPS of SW and Fornax, respectively,
demonstrating the effectiveness of our design based on the new
DPU architecture, Xline. SW slightly outperforms Fornax, which is
attributed to the two additional CPU cores in Xline compared to
Fornax’s DPU. Moreover, the number of entries in the tables has
little impact on CPS across all three schemes, indicating that their
throughput is largely insensitive to table size.

The over 776KCPS in Figure 8 is achieved using XFir’s CNP alone,
without enabling the CPU–CNP parallel flow-serving mechanism
described in §3.4. Since 776K CPS already satisfies the demands of
most of our customers, we decide to ship this version of XFir as
early as possible and defer the parallel flow-serving implementation
to near-term future work. This upgrade can be realized via program
update in the CPU and the CNP, without hardware changes. Never-
theless, Figure 8 allows a back-of-the-envelope estimate by adding
the XFir CPS and the SW CPS. The upgraded XFir could reach
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Figure 11: Fast-path E2E latency.

roughly 776K+175K=951K, approaching the ∼1M-CPS requirement
for a host server with 500 cores discussed in §2.3.

Overall, XFir outperforms the state-of-the-art FPGA-based scheme,
Fornax, achieving 4.8× higher CPS for the slow path.

4.3 Latency
In this section, we evaluate the one-way latency of both the slow
path (new-flow setup) and the fast path (subsequent traffic) for
XFir, SW, and Fornax. We measure two metrics: DPU latency and
end-to-end latency.
• DPU latency measures the time a packet spends inside the DPU,
including computation and internal bus/channel transfer. It re-
flects DPU efficiency.

• End-to-end (E2E) latency measures VM-to-VM packet latency
between two host servers, covering the path from the sender
VM’s network stack through the hypervisor to the DPU, and the
corresponding path from the receiver-side DPU to the destina-
tion VM’s network stack. Since the two servers are in the same
rack, propagation delay is negligible. This latency includes DPU
latency, and it captures tenant-perceived performance.

DPU latency of the slow path. Figure 9 plots the CDF of slow-path
DPU latency measured using 100 TCP SYN packets. XFir achieves
the lowest latency. In contrast, SW and Fornax exhibit a much
wider latency spread, with Fornax showing the highest DPU latency.
Specifically, the p50 latency of XFir, SW, and Fornax is 11.7𝜇𝑠 , 24.3𝜇𝑠 ,
and 38.0𝜇𝑠 , respectively.

XFir’s performance gains stem from two factors: 1) the CNP’s
pipeline and coprocessor can process packets and table lookups
efficiently. 2) XFir’s design fully exploits the Xline architecture
through careful redesign of table layout and optimization of lookup
algorithms, accelerating the complex table lookups.
E2E latency of the slow path. We measure slow-path end-to-end
latency by sending multiple TCP SYN packets in parallel from a VM
to another VM. We compute the RTT as the time between sending
a SYN and receiving the SYNACK, and divide it by two to obtain
one-way latency. In practice, DPUs will serve diverse VM and appli-
cation workloads, which can affect per-packet latency. Therefore,
we evaluate all three schemes under two workload settings by vary-
ing the SYN sending rate: (1) a light workload of 100 CPS; and (2) a
heavy workload at each scheme’s maximum CPS.

Figure 10 reports the results under light and heavy workloads.
In both settings, XFir achieves substantially lower latency than
the other two schemes. Specifically, under the light workload, the
p50 latency of XFir, SW, and Fornax is 34𝜇𝑠 , 46𝜇𝑠 , and 75𝜇𝑠 ; under
the heavy workload, the p50 becomes 33𝜇𝑠 , 67𝜇𝑠 , and 122𝜇𝑠 . These

results indicate that increasing workload has a smaller impact on
XFir’s slow-path latency than on SW and Fornax. Tail latency shows
an even larger gap: under the heavy workload, Fornax’s p99 reaches
6738𝜇𝑠 , compared to 87𝜇𝑠 and 194𝜇𝑠 for XFir and SW, respectively.
DPU latency of the fast path. Although XFir’s primary contri-
bution is accelerating the slow path, we also measure fast-path
DPU latency for completeness. The fast path is not applicable to
SW, so we compare XFir and Fornax. This latency is highly stable:
XFir remains in 1.0∼1.05𝜇𝑠 , while Fornax stays within 2.0∼2.1𝜇𝑠
(figure omitted). The fast-path latency benefit is mainly due to more
efficient packet processing in XFir’s ASIC than on Fornax’s FPGA.
E2E latency of the fast path.We measure fast-path end-to-end
latency using the same VM-to-VM probing method as in the slow
path. We adopt 100 ICMP request/response pairs handled by the
fast path to compute the RTT, which is divided by two to obtain
one-way latency. The results are plotted in Figure 11. XFir consis-
tently achieves lower fast-path latency than Fornax. Specifically,
the p50/p99 latencies are 19𝜇𝑠/28𝜇𝑠 for XFir and 27𝜇𝑠/30𝜇𝑠 for For-
nax. Overall, XFir reduces the median fast-path E2E latency by 8𝜇𝑠
(29.6%) compared to Fornax.

4.4 Ablation Study
We conduct an ablation study to evaluate the effectiveness of XFir’s
table-layout design described in §3.2. We compare XFir against two
variants, XFir−V and XFir−VP:
• XFir−V removes version control from XFir, forcing every packet
during new-flow setup to query the ACL and SG tables after the
VNIC table in Figure 4.

• XFir−VP additionally moves the tables processed by the pipeline
to the RISC-V cores, on top of removing version control. This
represents the case where the table layout is not tailored to the
CNP architecture.
We measure the CPS of these variants using the same methodol-

ogy as in §4.2 and report the results in Figure 12. First, removing
version control reduces CPS from 776K∼812K (XFir) to 676K∼700K
(XFir−V), a drop of about 100K. Further moving the pipeline tables
to the RISC-V coprocessor lowers CPS to 665K∼681K (XFir−VP),
an additional drop of about 20K. Hence, splitting tables between
the pipeline and the RISC-V coprocessor contributes less to the
CPS improvement than version control does, because the tables
that remain in RISC-V dominate the overhead of new-flow setup.
Overall, both version control and the table-layout design contribute
to XFir’s CPS improvement.

Moreover, XFir−VP still achieves a high CPS (compared with SW
in Figure 8), indicating that most of the CPS improvement comes
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Figure 12: Ablation study of CPS. Numbers above bars are in
thousands (K).

from the acceleration provided by the CNP. The CNP’s RISC-V co-
processor delivers much higher performance at a lower frequency
than the CPU in the software plane, because it provides instruc-
tions specialized for common network operations (as described in
§2.5) and because we effectively leverage these instructions when
implementing the flow-setup logic.

4.5 Deployment Cost
We compare the cost of XFir with several recently proposed hardware-
accelerated systems, as summarized in Table 2. Since absolute pric-
ing is proprietary, we mask real prices by reporting relative costs
normalized to XFir. For each system, we consider both hardware
cost and power cost. We estimate hardware cost by summing the
per-component prices quoted by our manufacturer. For power cost,
we estimate total energy consumption over three years, matching
our typical hardware refresh cycle. We add up the power consump-
tion of all hardware components and multiply it by the electricity
price quoted by our provider.

Table 2 presents the normalized cost and the cost per 100Gbps for
each system. Tiara [69] and Albatross [34] are gateways deployed
on dedicated servers and are provisioned at a scale of only a few hun-
dred per datacenter. Hence, they target high bandwidth/throughput
at high cost. Although they can exceed 1M CPS, their design is not
applicable to host-server deployment, which involves >10K servers
per datacenter (see §2.4). In contrast, Fornax [68], Triton [30], and
XFir target per-host deployments with one DPU per server, and
they are therefore designed for lower cost at host-level bandwidth.
Compared to Fornax and Triton, XFir has a slightly higher total
cost but achieves a lower cost per 100Gbps. Moreover, as shown
in §4.2, XFir delivers significantly higher new-flow CPS than the
FPGA-based approach.

Overall, XFir achieves low cost yet high performance. XFir is
highly cost-effective for four reasons: (1) Xline adopts a cost-efficient
architecture built around a fixed-function ASIC and a CNP that
combines a lightweight pipeline with a low-end coprocessor. (2)
Xline extends the RISC-V cores with network-specific instructions,
improving both execution and energy efficiency. (3) XFir fully lever-
ages Xline through a carefully designed table layout (§3.2) and
optimized lookups (§3.3). (4) We tune the coprocessor code of C
and assembly to reduce cycle overhead for packet processing.

5 Discussions
Deployment status andplan.Wehave deployed the new-generation
DPU, Xline, as the primary DPU for host servers in our datacenter
since 2025, where it has been used to improve the performance and

System Hardware Spec BW
(Gbps) Cost Cost

/100Gbps

Fornax[68] DPU (4-core CPU
+FPGA+DRAM) 2×100 0.92 0.46

Triton[30] DPU (8-core CPU
+FPGA+DRAM) 2×100 1 0.50

Tiara[69]
48-core server CPU
+8×FPGA+Tofino

+DRAM
8×2×100 12.5 0.78

Albatross
[34]

96-core server CPU
+4×FPGA+DRAM 4×2×100 5 0.63

XFir
DPU (6-core CPU
+Fixed ASIC+CNP

+DRAM)
2×200 1 0.25

Table 2: Cost of hardware-accelerated systems.

flexibility of the fast path. As for XFir, which targets enhancing
slow path (new-flow setup), we have been running canary testing
for over half a year on about 1K host servers. To ensure safe de-
ployment and high service reliability, we are conducting a staged
rollout of XFir.
Generality of XFir’s design. Although XFir is tailored to Xline,
several design rationales can generalize to software implemen-
tations and other hardware platforms, including the FST design,
version control, and the LPM algorithm. The CPU–CNP collabo-
ration is specific to Xline, but the same idea may apply to other
heterogeneous DPUs, such as enabling CPU–DPA collaboration on
BlueField-3. These design rationales can help improve CPS on other
hardware or software, but without Xline’s hardware architecture,
it remains difficult to achieve CPS as high as XFir.
Performance comparison with commercial DPUs. Due to the
limited availability of commercial DPUs in our cloud, we cannot
directly compare XFir’s new-flow setup performance against imple-
mentations on other commercial DPUs, such as NVIDIA BlueField-
3 [43] and AMD Pensando [3]. Instead, we reason about their ex-
pected performance from their hardware architectures and the
requirements of new-flow setup.

As discussed in §2.4, new-flow setup relies on a series of large
stateful and stateless tables and demands high flexibility. For AMD
Pensando, the limited resources of its P4 pipeline make it hard to
host the complete new-flow setup logic, which therefore must be
handled by its embedded software plane (Arm cores). For NVIDIA
BlueField-3, the logic can instead run on the DPA subsystem [42].
However, DPA is a software-programmed RISC-V processor rather
than a hardware plane like the CNP (§2.5), so we regard a DPA
implementation as a software-plane one. Moreover, recent studies
point to two weaknesses of the DPA that suggest it is less suitable
for new-flow processing: its low-profile RISC-V cores are much
weaker than the Arm cores [71], and its weaker memory subsystem
causes performance to degrade significantly once the working set
exceeds the cache capacity [10].

Therefore, we consider new-flow setup on these commercial
DPUs as a software slow-path solution within the Sep-Path design.
We expect their performance to be close to the software baselines
(SW and Fornax) evaluated in this paper, and to remain below that
of XFir. However, this expectation is a qualitative estimate rather
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than a rigorous measurement, and that the actual gap may vary
with implementation. We leave a direct experimental comparison
on commercial DPUs to future work.
Evaluation scale. Our evaluation was conducted on only two host
servers, with one host processing new flows initiated by the other.
Nevertheless, we believe this setup approximates the per-host per-
formance in a large-scale incast scenario, where one host receives
new flows from many servers or clients. This is because new-flow
setup is performed independently for each flow on the receiving
DPU, and each flow follows the same table-lookup workflow re-
gardless of which or how many senders initiate the flows.
Toward 2M CPS in the future. As DPU bandwidth and CPU
core counts continue to grow, they impose increasing demands on
the new-flow setup rate. Our next DPU iteration, Xline-2, targets
2×400 Gbps and deployment on servers with >800 CPU cores. To
keep pace with this evolution, we aim to scale XFir2 to 2M CPS by
further refining our software-hardware co-design and unleashing
its performance potential.

6 Related Work
Hardware acceleration for networking.With the rapid evolu-
tion of network hardware, a large body of prior work has explored
accelerating server networking via software-hardware co-design.
For example, researchers have offloaded components of the net-
work stack or network functions (NFs) to various hardware, such as
SmartNICs [16, 25, 28, 38, 48, 52], DPUs [30, 68], FPGAs [29, 30, 34],
programmable ASICs [20, 33, 36, 37, 47, 49, 53], and commodity
switches [17], etc. They also propose combining heterogeneous
hardware to accelerate complex NFs (e.g., those requiring per-flow
state), such as programmable switches with RDMAs [26, 50] and
programmable switches with FPGAs [45, 69].

However, existing approaches do not meet our demands for ac-
celerating flow setup on cloud host servers. Firstly, offloading NFs
or parts of the network stack to SmartNICs or DPUs [16, 25, 28, 30,
33, 38, 48, 52, 68] has struggled to achieve the desired CPS for new
flow setups due to the limited capability of NFPs or CPUs in Smart-
NICs/DPUs, as discussed in §2.3. Secondly, several studies adopt the
“Sep-Path” paradigm by placing the slow path (flow setup or other
complex NFs) in the software plane of the hardware accelerator [37]
or of the server [16, 20, 29, 47, 49, 50, 52, 53, 68, 69], which fail to
provide high CPS and consume the precious host-server compute re-
sources as discussed in §2.4. Finally, some proposals cannot support
per-flow state [25, 26] or target only specific applications [20, 33]
or specific NFs [17].

Overall, XFir aims to accelerate flow setup on cloud host servers
while maintaining high flexibility and low cost—a unique challenge
that existing work does not achieve.
Software improvement for networking. Prior work has also ex-
plored improving the network stack’s performance in software. For
example, a series of studies adopt user-space networking [14, 23, 35]
and OS/kernel extensions [7, 31] to speed up the entire network
stack. Another line of work improves connection dispatch efficiency
for applications via kernel optimizations [32] or co-scheduling
based on worker status [46]. These studies enhance the software
implementation of connection establishment (i.e., protocol hand-
shakes), and they are orthogonal to XFir. In contrast, XFir focuses

on the flow setup on multi-tenant host servers (as defined in §2.1).
Moreover, XFir can incorporate these techniques to further optimize
the host servers’ software plane.
LPM algorithm optimization. Researchers have long studied
how to improve the time and memory efficiency of LPM. Starting
from trie-based algorithms, prior work has proposed techniques
such as leaf pushing [6, 11, 58], prefix division and path compres-
sion [15, 40], as well as hybrid designs that combine tries with other
data structures [4, 6, 15, 58]. We build on these ideas and combine
hashing with tries for the XFir setting. The closest approaches to
our design are hierarchical hashing [59] and SHIP [58]. Hierarchical
hashing [59] uses the same prefix division scheme as ours, but relies
on multiple levels of hash tables. In contrast, XFir uses hashing only
at the first level and uses tries for the remaining levels to reduce
memory consumption. Moreover, SHIP [58] is designed for Internet
IPv6 lookup and exploits the allocation patterns of Internet prefixes
by first hashing the leading 23 bits and then dividing the remaining
prefix lengths, thereby reducing the trie height. In contrast, XFir
targets cloud networks, where tenants can define prefixes with
arbitrary lengths within their VPCs, including prefixes shorter than
23 bits. Therefore, XFir reverses the order by first dividing prefixes
by length and then applying hashing within each group.

Beyond trie-based lookup, algorithms based on binary search [24,
62, 63] achieve high lookup performance through precomputation,
but have worse update complexity than trie-based methods. More-
over, range-based algorithms [27, 56, 57, 60, 70] formulate LPM as
querying the smallest range (longest prefix) that contains a given
point (IP address), but still incur less efficient prefix updates. Since
we target cloud networks where ACLs and SGs can be updated by
multiple tenants on a host server, the prefix update efficiency is
critical. In addition, a line of work improves LPM by exploiting
hardware resources such as TCAMs [21, 55, 72] or GPUs [19, 54]. In
Xline, TCAM is scarce and reserved for the tables in CNP pipeline,
while GPUs are not available in our case.

7 Conclusion
We propose XFir, the first hardware acceleration mechanism for
the host-server new-flow setup in the slow path. XFir is built on
our next-generation DPU, Xline, which integrates a fixed-function
ASIC, a CPU, and a CNP. In XFir, we redesign the datapath and table
layout for new-flow setup in the CNP, optimize the LPM lookup al-
gorithms, and introduce CPU–CNP collaboration mechanisms. XFir
achieves high new-flow throughput (>776K CPS) and low latency
(11.7𝜇𝑠 median) while preserving flexibility for continuous feature
evolution. Moreover, XFir is practical for large-scale deployment: it
requires only one DPU per host server, resulting in low deployment
cost.
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