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ABSTRACT

There has been a growing interest in Internet user privacy, demon-
strated by the popularity of privacy-preserving products such as
Telegram and Brave, and the widespread adoption of HTTPS. The
Domain Name System (DNS) is a key component of Internet-based
communication and its privacy has been neglected for years. Re-
cently, DNS over HTTPS (DoH) has improved the situation by
fixing the issue of in-path middleboxes. Further progress has been
made with proxy-based solutions such as Oblivious DoH (ODoH),
which separate a user’s identity from their DNS queries. How-
ever, these solutions rely on non-collusion assumptions between
DNS resolvers and proxies — an assumption difficult to guarantee
in practice. To address this, we explore integrating single-server
Private Information Retrieval (PIR) into DNS to enable encrypted
query processing without relying on trust assumptions. However,
applying PIR to DNS is challenging due to its hierarchical nature
— particularly, interactions with recursive resolvers can still leak
information. Navigating performance and privacy trade-offs, we
propose PDNS, a DNS extension leveraging single-server PIR to
strengthen privacy guarantees. We have implemented a prototype
of PDNS and compared its performance against state-of-the-art so-
lutions via trace-driven experiments. The results show that PDNS
achieves acceptable performance (2x faster than DoH over Tor with
similar privacy guarantees) and strong privacy guarantees today,
mainly at the cost of its scalability, which specialized hardware for
PIR can address in the near future.

1 INTRODUCTION

The Domain Name System (DNS) is the phonebook of the Inter-
net [18] which maps IP addresses like “151.101.195.5” to human-
friendly names like “cnn.com”. At the birth of the Web, security
and privacy were not contemplated, leaving DNS traffic as plain-
text. This means that any middlebox placed between a DNS client
and recursive resolver (ReR) could monitor user activity, poten-
tially building accurate user profiles [64]. Twenty-eight years later,
DNS-over-TLS (DoT) [75] and DNS-over-HTTPS (DoH) [71] solve
this limitation by means of end-to-end encryption. DoT and DoH
have been gradually supported both by clients (e.g., browsers like
Chromium [25] and Firefox [22]) and ReRs [21, 23].

End-to-end encryption protects a user’s privacy from eavesdrop-
pers but not from a ReR. ODNS [111] is a recent solution — a variant
of which, ODoH [116], has already deployed by Cloudflare - to
address such problem by detaching a user identity from a DNS
request. This is achieved by adding a proxy between DNS client and
ReR such that: (i) the proxy is blind with respect to an encrypted
DNS query, (ii) the ReR is blind with respect to the client’s identity
(IP address). Assuming a non-colluding proxy and ReR (i.e., the
proxy and resolver do not cooperate to share information), user
privacy is enforced. However, non-collusion is hard to enforce and
verify in reality. For example, both proxy and ReR can be subjects
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of a subpoena, at which point privacy is again sacrificed. Or, in
the case of proxies and ReRs located in different countries, there
may be insufficient legal bounds to prevent collusion. Adopting a
complex proxy setup, such as using the Tor network, can address
the non-collusion issue, but it comes with a significant performance
trade-off.

An alternative approach to protect users from the above privacy
infringement would be either removing the ReRs from DNS [112],
or having ReRs operating in the blind, i.e., by resolving domains
without knowing what they are. The former option exhibits high
performance penalties to users, amplifies workloads on the au-
thoritative name servers (ANSes), and raises additional security
concerns. The latter option seems counter-intuitive, but in real-
ity, several techniques exist which allow similar operations. These
techniques fall in the branch of Private Information Retrieval (PIR),
which is achieved by various cryptographic tools such as homo-
morphic encryption [37, 58, 62, 104]. Indeed, private DNS is often
cited as a motivating example in PIR research, but no practical
implementation currently exists.

The goal of this work is to explore the feasibility of integrating
PIR into DNS and fill the gap between PIR and DNS research. We
do so by introducing PDNS, a Privacy-Preserving DNS designed
to augment rather than replace DNS, in a spirit similar to DoH
and ODoH. To achieve our vision, we had to solve the following
challenges.

Cache population: PIR protocols assume that a database (or cache
in DNS context) is either given or can be privately populated. This
is not the case for DNS where the ReR is responsible for populating
its cache based on the user request. Clearly, a blind ReR cannot
perform such operation which should be tackled by the client in-
stead. Meanwhile, the client cannot update the ReR cache either,
or it would invalidate the system privacy. To address this issue, we
propose EDNS-PR, a custom EDNS(0) [50] extension which allows a
client to communicate the IP address of its ReR in presence of cache
misses, so that an ANS can privately populate the ReR’s cache.
Concerns may arise regarding the privacy exposure for clients
performing iterative DNS lookups. Indeed, PDNS is not yet the final
sanctuary. Essentially, PDNS trades the privacy exposure at the ReR,
or the ReR and the proxy combined in the case of ODoH, for partial
privacy exposure at the ANSes. We argue that this trade-off raises
the level of privacy preservation because, with the current DNS
system, the ReR alone or in collusion with proxies can collect all
the information of every individual user. Distributing information
exposure to millions of ANSes significantly increases the difficulty
of gathering information about an individual user or group. The
impact of privacy exposure to ANSes is further reduced by the
fact that ANSes are likely already gaining information about users
from users’ subsequent traffic [73], such as HTTP(S) requests for
webpages directed to domains within their region. Thus queries
to ANSes add no additional information than they already know.
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Moreover, the caching by PDNS ReRs and our shortcut mechanism
(see § 4.2) ensure that only a small portion of user activities reach
the ANSes. Therefore, we consider PDNS an overall privacy en-
hancement compared to existing solutions, providing resistance to
realistic collusion between two or several parties, e.g., proxies and
ReRs, but not among millions of ANSes.

Security challenges: The previous construction imposes new se-
curity challenges for DNS. Attackers can either congest ANSes, or
launch reflection attacks to congest or poison the cache of ReRs. We
leverage the security properties of Spiral with digital signatures
to allow ANSes to validate cache misses when needed, i.e., when
suspecting a potential attack.

PIR selection and optimization: Out of all the available PIR cate-
gories, we suggest utilizing the single-server stateless PIR schemes
for DNS, as they do not require a non-collusion agreement, bear
low costs for cache updates, and offer satisfactory running times for
query processing. We benchmark multiple schemes and find that
Spiral [91] offers the fastest running time, the shortest query size,
and high-quality open-source implementation. To integrate Spi-
ral into DNS, we researched the optimal DNS cache configuration
for PIR, and implemented performance enhancements leveraging
multi-threading and low-level instruction support.

We implement a proof-of-concept of PDNS, including a client
and ReR, and extend the popular BIND9 [19] to support EDNS-PR
as our own extension of EDNS(0) at the ANS. In our experiments,
PDNS answer queries 2x faster than DoH over Tor — a privacy-
preserving anonymous network — even on a large cache (512MB,
up to 13M DNS records). PDNS is also faster than ODoH (208ms
versus 272ms) with a small cache (64MB, up to 1.6M DNS records),
and adds 180ms with a large cache. We envision that the advent of
specialized hardware for PIR would reduce PDNS’ query duration
to 70ms (even on much larger caches), thus making its performance
comparable with DoH.

Such competitive performance and strong privacy guarantees
do not come for free. PDNS requires extra computational resources
at a ReR to handle queries fast. Our benchmarking on an 8-core
3.0GHz AMD EPYC shows that a PDNS ReR can only handle few
queries per second, while DoH can handle hundreds of queries
per second. This implies a higher deployment cost for an opera-
tor, which can be absorbed via a subscription model for privacy-
oriented customers, as currently done by VPN providers. Indeed,
Our analysis shows that a monthly subscription fee of $5 per user
is sufficient to make PDNS financially viable today without accel-
erators (see Appendix F), a reasonable cost given that people may
pay more for privacy-preserving network services such as VPN.
This cost is likely to be significantly reduced along with substantial
performance improvements in PDNS with near-future hardware
accelerators [90, 109], making PDNS competitive with DoH. Fur-
ther, participating ANSes need to support DoH, which causes a
significant bandwidth increase. Nevertheless, such DoH adoption
is not only meant for PDNS but also beneficial to current DNS, as it
amends an existing user privacy violation [66, 101]. DoH for ANSes
has been proposed independently from PDNS [72].

One final question remains: what are the incentives for the adop-
tion of PDNS? For users, the extra privacy provided justifies the
minor performance penalty. For the ReR, the extra cost is justified

by unprecedented privacy guarantees, which could be offered at a
premium. Participating ANSes also have an incentive to support
PDNS, as the additional traffic is offset by the increased privacy
they can provide to their supporting web domains (which are ei-
ther their customers or directly operated by them), a valuable asset
for competing domains especially when offering sensitive content.
Notably, PDNS can be adopted incrementally, as detailed in § 4.4.

2 BACKGROUND AND MOTIVATION

2.1 DNS and Privacy

DNS clients send queries to a ReR, either run by an ISP or by public
providers such as Google [24] and Cloudflare [21]. The ReR uses a
cache to speed up DNS queries; cache misses trigger iterative DNS
lookups to the ANSes for the root, top-level domain, and final zones
(“root/TLD/final ANS” for short), before returning an answer to the
user while updating the ReR’s cache. The DNS RFC [20] specifies to
send DNS queries either via UDP (DoUDP) or TCP (DoTCP). UDP
was adopted in most cases because of better performance given due
to its absence of connection handshake [80].

The original DNS protocol does not use encryption, potentially
exposing user privacy to in-network eavesdroppers. Recent IETF
standards DoT [75] and DoH [71] require the client to establish
an encrypted session with the ReR. While DoT/DoH protects user
privacy from in-network eavesdroppers, the ReRs still have full
visibility of the DNS queries from their users. This represents a
considerable privacy breach, especially in presence of public ReR
with massive user bases like Google and Cloudflare. Distributing
the DNS queries to multiple resolvers helps to protect the user
privacy to a certain extent [70, 73, 74, 82]; yet the best solution
can only achieve k-anonymity, which is still vulnerable to various
attacks [88].

Oblivious-DoH (ODoH) [78, 116] introduces an oblivious proxy
between user and ReR. Assuming the ReR does not collude with the
oblivious proxy, user identity and DNS queries are disjoint. How-
ever, non-collusion is hard to enforce and verify. To mitigate the non-
collusion problem (we restrict our discussion of collusion in realistic
scenarios, see § 2.3), it requires carefully distributing queries across
multiple proxies or using a long chain of proxies [83, 94, 95, 107].
For instance, DoH over Tor (DoHoT) relays the encrypted DNS
queries over Tor [94, 95], taking advantage of onion routing which
builds up a chain of proxies and hence significantly increases the
difficulty of collusion [43].! However, DoHoT incurs significant
delays, e.g., 4x slower than DoH [116] and 2x slower than PDNS
(§ 7.1), and is error-prone given its reliance on volunteers [15, 100].
It further faces additional usability issues. For instance, it is banned
in certain regions due to censorship and/or association with dark
net activities. As a result, users in those regions are unable to use
such DNS privacy solutions. pfODNS [83] adopts a similar multi-hop
setting and assumes a dedicated and trusted proxy exists in the
proxy chain. Nevertheless, this setup is costly and too complicated
for ordinary Internet users.

In [112], the authors have recently proposed the provocative
idea of eliminating all ReRs, thereby addressing DNS privacy issues

INote that DoUDP/DoTCP over Tor is less secure than DoHoT, as they are vulnerable
to DNS pollution by a single entity - the Tor network’s exit node - which could return
malicious DNS responses, such as phishing sites.



- including the non-collusion problem since it does not apply any-
more — associated with them. This approach has several concerning
shortcomings. First and foremost, it introduces DNS “flattening”;
DNS is hierarchical to provide speed, as a closeby resolver would
respond if it can, scalability, as distributed caching avoids redun-
dant queries, and reliability, as distributed caching allows to cope
with failures at ANSes. As discussed in [112], such flattening would
increase the overall DNS load by a few times, potentially becoming
unsustainable for ANSes of popular or root zones [60]. Second,
this approach is currently impractical as many ANSes, e.g., Aka-
mai [113], adopt complex rate limiting solutions to prevent traffic
from non ReRs. Finally, ANSes currently do not support HTTPS
(see § 4.3) thus requiring [112] to rely on DoUDP. This implies that
pervasive traffic monitoring is possible under such approach, which
indeed deteriorates the overall DNS privacy. A more robust solu-
tion should involve implementing DoH across all ANSes (“ReR-Less
DoH”), which would further increase the overall DNS load and still
raise new security issues at ANSes.

2.2 Private Information Retrieval

PIR protocols [31, 45, 47, 48, 76, 79, 87] are advanced cryptographic
techniques which allow a client to fetch an item from a remote
database, e.g., the ReR cache in the DNS scenario, without letting
the server know which item it is. At a high level, PIR protocols
are divided into single-server and multi-server, referring to how
many server-side components they rely on. Overall, multi-server
PIR provides efficient data transmission between the user and the
servers, and lightweight computation, but it requires at least two
non-colluding servers [48, 76, 79, 87]. It also requires intensive
synchronization between servers for the maintenance of identical
databases. Single-server PIR protocols only require one untrusted
server but rely on heavier cryptographic operations [31, 68, 91],
which make them slower than multi-server PIR. Despite the latter,
we argue that a robust privacy-preserving DNS should not rely
on a non-collusion agreement, and thus discard multi-server PIR
solutions.

PIR protocols can also be stateful or stateless. Stateful proto-
cols [48, 68, 79] require the user to maintain a state, which contains
information to generate PIR queries. The state is fetched from the
PIR server and expires whenever the database is updated. With
stateless protocols [31, 76, 91], the user does not store and update
any database-related state except for the query keys. Given that a
DNS cache changes frequently, stateless PIR should be preferred.
Appendix B offers more details on single-server stateless PIR.

2.3 Goals and Challenges

Goals - Table 1 summarizes the privacy-preserving properties of
state-of-the-art DNS solutions. Among the existing options, only
DoHoT and the hypothetical ReR-Less DoH offer comprehensive
privacy protections, including collusion resistance, which is the
primary focus of this paper. However, it is noteworthy that DoHoT
suffers from performance inefficiencies and may be vulnerable to
usability constraints (e.g., in certain countries/regions), while ReR-
Less DoH compromises DNS security and reliability. Single-server
PIR has the potential to deliver a new solution with the same com-
prehensive privacy protections to DNS users while outperforming

Table 1: Privacy properties of various DNS solutions.

Property Defend Protect Survive
m Pervasive Individual ~ Non-Collusion
Monitoring Profile Violation
DoUDP [20] / DoTCP [55] No No N/A
DoT [75] / DoH [71] Yes No N/A
DoT/DoH + Resolver
Rotation [74, 107] Ve Ve WA
ODNS [111] / ODoH [116] Yes Yes No
DoHoT [94, 95] / #ODNS [83] Yes Yes Yes
ReR-Less + DoUDP [112] [ No No N/A
ReR-Less + DoH/DoT | Yes Yes N/A
DNS + Multi-Server PIR ‘ Yes Yes No
DNS + Single-Server PIR \ Yes Yes Yes

DoHoT in performance and usability, and ReR-Less DoH in compat-
ibility and practicality, but it comes with several extra challenges
we discuss below.

Challenge 1: cache population - PIR guarantees that the ReR
cannot identify the queried domains. This also implies that PIR
prevents a ReR from populating its cache, which invalidates its
function. A strawman solution consists of bypassing PIR in presence
of cache misses, e.g., resorting to regular or ODoH as discussed in
Appendix C. However, these solutions put user privacy at risk. We
propose a slight DNS modification wherein clients directly resolve
DNS cache misses, and final ANSes populate a ReR’s cache (§ 4.2).

Challenge 2: compatibility with existing DNS - Our goal is to
enhance DNS with comprehensive privacy, rather than a complete
overhaul. Specifically, we envision a design change similar to DoH,
with minimal modifications required for clients and servers (ReR
and ANS). While this constrains the design space, it also reduces
the barriers to adoption.

Challenge 3: performance — The recent DNS evolution in the
interest of user privacy has caused a slowdown in DNS queries.
For instance, DoH requires at least three times the query time of
DoUDP because of the handshakes to establish an encrypted chan-
nel. The handshake can be avoided if the HTTPS connection is
re-used. However, this does not apply to DoH with proxy rota-
tion which provides better privacy guarantees (see Table 1). In our
measurements (see § 7.1), the median query duration for DoH is
69 ms, versus 25 ms for DoUDP, and it grows to about 272 ms for
ODoH. Some previous studies [36, 116] report similar results while
others [41, 44] report much higher values depending on the user
location and distance to the ReR.

The introduction of PIR in DNS brings further slowdowns due
to its additional complexity. On the one hand, this is expected and
understood by users as a trade-off for additional privacy, as com-
monly experienced in privacy tools like Tor or VPNs. On the other
hand, a key challenge is to conceive a design that minimizes such
overhead and achieves query times competitive with the state of the
art. To address this challenge, we carefully select the PIR scheme,
and modify its implementation where performance bottlenecks are
detected. Further, we explore optimizations in DNS record storage
and transmission.

Non-goals and limitations — Our aim is to enhance DNS privacy
in a practical manner, rather than eliminating all privacy leaks,



as doing so may require a complete overhaul of DNS. It is also
unattainable to claim full privacy given the ever-evolving nature of
privacy demands and definitions. Importantly, this paper focuses
exclusively on DNS privacy and does not address vulnerabilities
associated with other Internet activities before or after the DNS
queries, such as search engines, Web browsing, etc [28, 51, 65, 67,
100, 121, 123].

Moreover, our proposal focuses on exploring the potential of
integrating DNS and PIR to enhance DNS privacy, particularly in
terms of resisting collusion. Note that, PDNS does not introduce
a new or complete solution to the longstanding issue of DNS end-
to-end authentication, i.e., enabling users to verify the validity of a
retrieved DNS record on their own. Instead, PDNS relies on exist-
ing protocols: it is compatible with DNSSEC [32] and more recent
proposals like RHINE [57]. Nonetheless, PDNS aims to minimize vi-
olations of end-to-end authentications to the greatest extent within
our capability. These violations at the ReR can occur in two ways:
modifying or dropping a cached DNS record. In the first scenario,
the ReR may substitute a domain’s IP address with a self-controlled
one to conduct phishing attacks. However, such a fake IP can be
identified by the users when they make subsequent actions, e.g.,
sending web requests to the IP address. Assuming a covert adver-
sary model [33] for the ReR, this type of detectable misbehavior
would damage the ReR’s reputation or result in legal consequences.
In the second scenario, the ReR might deliberately drop cached DNS
records to force users to query final ANSes, thereby repopulating
the ReR’s cache, which could expose user activity. While this is
more difficult to detect on the user’s side, we propose solutions to
mitigate this issue (see § 4.3, “Delayed Response Forwarding” in
§ 4.2, and § 5).

In addition, regarding the collusion resistance, we restrict our
discussion to realistic scenarios involving a limited number of par-
ties, such as a few ReRs and proxies, but not impractical scenarios,
e.g., involving millions of colluding ANSes. Finally, PDNS ’s guar-
antee relies on having a sufficient number of active users using
the system, e.g., at least a few at a time. If only one user is active
and experiences a cache miss, it becomes possible to determine the
content of that user’s query through a timing attack (see § 4.2). It is
important to note that DoHoT also has similar requirements; that
is, a certain number of honest nodes is necessary to ensure privacy.

3 PDNS OVERVIEW

Figure 1 visualizes the workflow of PDNS both at a high level (on
the left) and reporting its key PIR “primitives” (on the right). In the
remainder of this section, we define our privacy and threat models.
Next, we define some fundamental PIR primitives which we use to
formulate PDNS’s workflow.

3.1 Privacy and Threat Models

Privacy model — DNS involves three main actors that can vio-
late user privacy: ReRs, ANSes, and any in-network device capable
of intercepting DNS traffic. We assume ReRs act as covert adver-
saries [33] who may deviate from the protocol arbitrarily as long as
their malicious actions remain undetected. For instance, they might
track and inspect DNS queries or deliberately/selectively drop DNS
records from their cache in an attempt to infer which user might

query a domain when the record is re-cached. However, actions
like modifying the IP addresses of cached domains can be detected,
e.g., when users send subsequent requests to those addresses. The
exposure of such misbehaviors can damage the ReRs’ reputation,
discouraging users from utilizing their services, and may also lead
to financial or legal penalties for the ReRs. We also assume that
DNS traffic can be intercepted by third parties, i.e., middleboxes in-
terposing between DNS clients and both ReRs and ANSes. However,
we assume that the attackers cannot break cryptographic primitives
and are not ubiquitous in the WAN.

With respect to ANSes, their role requires some further discus-
sion. ANSes operate at different levels in DNS, e.g., from non-final
ANSes which are responsible for large domains like . com, to final
ANSes which are responsible for one or just a few domains. Queries
to non-final ANSes are less sensitive as they reveal only partial
information — under the assumption that DNS query minimiza-
tion [35, 53, 89] is used, e.g., avoid forwarding the full domain at
each step.

The privacy leak of a query increases as we approach the final
ANS, since the full domain name is required in each query. However,
it has to be noted that such ANSes are either operated by the same
organization as the target domain, or by an organization contracted
by the domain provider, e.g., when leveraging Amazon Route53 [2].
It follows that such DNS queries do not leak any extra private
information about a user than what the subsequent traffic directed
to the domain [73], e.g., HTTP(S) in case of a webpage. Finally,
ANSes are not in the position to gain access to a full individual
user profile. In conclusion, we assume that ANSes cannot be fully
trusted but they are not a critical DNS actor with respect to user
privacy, differently from ReRs.

Threat model - Many threats exist for DNS today, e.g., amplifica-
tion, snooping, and DoS attacks [30, 34, 103, 113]. Overall, existing
solutions to counter such attacks are still viable in PDNS. However,
PDNS departs from the regular DNS workflow requiring its users to
directly perform iterative DNS lookups (steps (4) - (7) in Figure 1)
in presence of cache misses. While this is not a threat per se, it in-
validates a common practice adopted by large ANS providers which
limit requests from non-well-known ReRs to protect against poten-
tial DoS attacks [113]. Such rate limitation works in the current
DNS where users are supposed to perform their queries recursively
(see § 2.1), but would fail in PDNS when handling cache misses.
Note that this applies even more to solutions like ReR-Less [112],
which fully bypass ReRs.

Finally, ANSes in PDNS are tasked to populate a ReR’s cache, and
could be misused to DoS a ReR via “reflection”. This attack can be
performed both by a malicious ANS or by an attacker disguising as
an ANS. § 5 presents a defense mechanism to handle both reflection
and DoS attacks. This mechanism relies on validating PDNS cache
misses, and can thus not be applied to solutions like ReR-Less [112].

3.2 PIR Primitives

PIR schemes assume a key-value database C = (c1,...,cn) of size
N where the i-th key-value pair is defined as (i, ¢;). All entries c;
are of the same length. Later we will explain how our construction
allows for variable-length DNS records. We here define several
PIR primitives which are the founding blocks of most single-server
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Figure 1: Visualization of PDNS and its workflow.

stateless PIR schemes. Assuming that the database size N is known

to both user and server. [C] is denoted as an encoding of C and is

initially filled with zeros. The way a server encodes the database is
specific to the PIR scheme. Define the following primitives for the
user setup and database construction.

e SetupUser(N) — (gk, pk): Given as input the database size, the
user executes the SetupUser primitive which outputs a query key
gk and a public key pk. The user stores qk as a private key and
sends pk to the server. This step is only needed the first time a
user connects to a server, or when the user generates a new pair
of keys. § 9 discusses how to share pk in a real-world deployment
consisting of multiple clusters of ReRs.

e SetupServer([C], j,¢) — ([C’]): Given as input the encoded
database, an index 1 < j < N and an entry c, the server executes
the SetupServer primitive which replaces the j-th entry in [C]
with ¢ and outputs it as [C’]. The server executes this alone
when updating the database.

After setting up the users and constructing the database, the fol-

lowing primitives are used for PIR queries.

e Index(keyword) — idx: Given as input a keyword of the target
record, i.e.,, the domain name in the DNS scenario, the user or
server executes the Index primitive, which hashes the keyword
to an index idx € [1, N].

e Query(gk,idx) — [q]: Given as input a query key and an index,
the user executes the Query primitive which outputs a query [q].
It is a ciphertext that encrypts idx.

e Answer(pk, [C], [q]) — [r]: Given as input the public key of the
user, the encoded database, and a query, the server executes the
Answer primitive, which outputs a response [r]. It is a ciphertext
that encrypts cjdy-

e Extract(gk, [r]) — cijgx: Given as input the query key and re-
sponse, the user executes the Extract primitive which decrypts
the ciphertext r and outputs cjqy.

3.3 Workflow

PDNS workflow consists of three main parts: initialization, query,
and cache update (see Figure 1). Define N as the maximum number
of PIR cache entries and X as the number of DNS records. The PIR
cache entries are of the same length and each of them may be filled
with multiple DNS records.

Initialization — Given as input Xy initial DNS records, the PDNS
ReR constructs a PIR DNS cache C := (cy,...,cnN) and executes

the SetupServer primitive to obtain an encoded cache [C]. Upon
registering to a PDNS ReR, the user executes SetupUser(N) —
(gk, pk) to derive the query key gk and public key pk. The user
sends pk to the ReR, which needs it to answer private DNS queries.
This is a per-user key that can be shared across multiple ReRs,
e.g., in the case of a cloud DNS with multiple machines for load
balancing (see § 9).

Query — A DNS query in PDNS implies the following steps:

(1) A user who wants to visit a domain d executes Index(d) — idx.
idx is a hash result of the domain d and it points to a specific slot
in ReR’s cache, where the DNS record for d might be located.
User executes Query(gk, idx) — [q] and sends the encrypted
query [q] to the PDNS ReR ((2)).

(2) The PDNS ReR executes Answer(pk, [C], [q]) — [r]. The out-
put [r] is a ciphertext that encrypts the corresponding cache
slot, and is kept secret from ReR. The ReR sends [r] to user
6))

(3) User executes Extract(qk, [r]) — cjdx. If cjdx contains a valid
DNS record for the domain d, the DNS query is terminated.
Otherwise, the user performs an iterative DNS lookup ((4) -
(D). Note that PDNS attempts to speed up such iterative DNS
lookup by providing in c;gy the NS-record of d, or the IP address
of the ANS for d (thereby skipping (4) and (5), see § 4.2). The
ANS could optionally invoke an authenticity request which
asks the user to prove the existence of cache miss (see § 5).

Cache update — The cache update happens after a cache miss
is triggered and the user finishes an iterative DNS lookup for a
domain d. The final ANS for d populates the PDNS ReR’s cache
by sending its most recent DNS record for d ((9)). PDNS ReR con-
structs a new entry c; that contains the new record, and executes
SetupServer([C], j,cj) — ([C’]) to obtain a new encoded cache.
As long as the final ANS does not “collude” with the ReR, the user’s
privacy is maintained. This is not a violation of our privacy model as
final ANSes have access to the user queries anyway (§ 3.1); instead,
rather than being a case of collusion, it is merely a unidirectional
information transfer from the final ANS to the ReR.

4 PDNS DEEP DIVE
4.1 DNS Cache Construction

PIR schemes assume a key-value cache C = (cy,...,cN), Le, a hash
table where a standard hash function H — known by both server
and users - realizes Index(-) (see § 3.2). A hash table is similar to
the data structure used by current ReRs for their cache, e.g., the
popular BIND9 [3]. Yet, one critical difference is that, with PIR, the
capacity of the hash table is determined beforehand and all slots -
no matter if occupied by DNS records or placeholders - have to be
encoded into [C] via the SetupServer primitive (see § 3.2). At run
time, DNS records are inserted by re-encoding the content at a slot
indicated by the hash function.

Generally speaking, the query time of PIR increases as the ca-
pacity of the hash table increases (see Appendix B). There is thus
an incentive to reduce its size which in turn leads to more hash
collisions, i.e., multiple entries hashing to the same slot. PIR schemes
often use Cuckoo hashing — where colliding entries are hashed with
a second function — to minimize the hash collision rate [29, 97].



The drawback of Cuckoo hashing is that the users need to send
multiple queries, one per hash function used, which increases the
query time by at least 2x.

Recent PIR schemes such as Spiral [91] offer faster query time
in presence of larger cache slots, e.g., § 6.2 shows the optimal per-
formance when considering 16KB slots where roughly 264 (IPv6)
to 431 (IPv4) PDNS records per slot (see Figure 2) could be stored.
Accordingly, instead of reducing hash collisions via Cuckoo hash-
ing, we leverage hash collisions to purposely build large cache slots,
which reduces the query time at the expense of more data to be
returned to the user since the entire slot is returned (even if only
containing placeholder data and no actual DNS records). To do so,
we adopt a slight modification of chaining [93] (see Figure 2), where
colliding entries in a slot are stored in a priority queue instead of
the classic linked list. We order each priority queue using DNS
record expiration times such that, once the queue overflows, the
record that is most likely to expire is evicted.

4.2 Handling Cache Misses

In presence of cache misses, the user performs the iterative DNS
lookup - although minimizing traffic to non-final ANSes as dis-
cussed next. After answering the DNS query from the user, the
final ANS forwards the response to the PDNS ReR (whose IP was
provided by the user) to populate its cache without leaking the IP
address of the requesting user. This traffic is randomly delayed to
avoid the ReR correlating a previous query with a record update.
Note that the final ANS might return a different response to the
ReR occasionally when client and ReR are geographically distant.

Minimizing iterative traffic — To shortcut the iterative lookup,
and mitigate the privacy leak to root and TLD ANSes, we merge NS
and A/AAAA records by appending the IP address of the final ANS
at the end of the A/AAAA record (see Figure 2). The main drawback
of this approach is that it consumes precious cache space (e.g., 4
extra bytes per IPv4 address of the ANS added) which negatively
affects the query time (see § 6.2). To regain some cache space, we
replace the domain name field (variable length of maximum 256
bytes) with a hash value of the domain name - a fixed length
of 16 bytes digest. In addition, embedding the ANS’s IP address
in the DNS record may introduce reliability concerns if ANSes
occasionally change their IP addresses. However, such events are
extremely rare, and the impact is acceptable, only requiring clients
to repeat the iterative lookup.

For simplicity, we only consider A/AAAA/NS DNS records in
this paper. Note that PDNS is compatible with other types of DNS
records since they are essentially strings with different lengths of
up to 512B, which can be easily fit in large slots (tens of KBs, see
§ 6.2) of PDNS cache.

It is noteworthy that the above shortcut only applies to expired
cached domains and will not work with uncached domains, which
instead require full iterative DNS lookup at the client. We adopt
this approach in PDNS because DNS record expiration is the main
cause of the cache miss [40].

To identify cache misses at the client, another modification of the
DNS record is required. Currently, an A/AAAA record contains: do-
main name, type, class, time-to-live (TTL), rdlength, and rdata [20].
The TTL field indicates for how long the received DNS record is
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Figure 2: PDNS cache as a hash table with 2!° slots.

valid. DNS records stored at the ReR also contain a timestamp of
when the record was resolved. Each time a DNS query is matched in
the cache, the ReR checks whether this record is expired. To allow
the client to perform this operation, we replace the TTL field with
a timestamp indicating when the record expires, i.e., timestamp at
insertion plus TTL, as illustrated in Figure 2.

The client communicates the IP address of its PDNS ReR to
the ANS using a solution a la EDNS-PR, our own extension of
EDNS(0) [50] similar to EDNS Client Subnet (ECS) [46] but with
a different EDNS(0) OPTION-CODE. ECS is a DNS extension that
allows a ReR to share the subnet of a client’s IP address to an ANS
for improved geolocation, enabling the ReR to resolve a domain to
the closest available IP to the client. In PDNS, EDNS-PR includes
the IP address of the ReR so that the ANS knows where to send the
copied response to populate the ReR’s cache.?

Delayed response forwarding — PDNS ReR may perform a tim-
ing attack to correlate the user who finished the DNS query right
before it receives the populated cache entry from the authoritative
server. To mitigate this attack, the cache population traffic from the
authoritative server to PDNS ReR should be randomly delayed. For
example, assume two users A and B send a query at time ¢ and ¢t + A
(A > 0), respectively. Define a random variable X as the delay of the
response forwarding to ReR determined by an authoritative server.
We let the authoritative server sample the delay from a distribution
D, ie, X « D.If Prob(X > A) > 0, meaning that the response
for A’s query might arrive after B finishes its query, then it might
pose difficulty for the PDNS ReR to decide which query should
this response correlate to. A simple solution is to use a uniform
distribution from 0 to 2A, i.e., D = U(0, 2A). It follows that the
probabilities of response occurrences for both user queries at A +s
where 0 < s < A are identical, i.e., Prob(X = A +s) = Prob(X =s).
This translates to a 50% chance for PDNS ReR to fail to execute a
timing attack. Appendix G shows — via a formal investigation — that
by sampling the random wait time from appropriate distributions,
PDNS can effectively defend timing attack.

2Note that we use the full IP address for the PDNS ReR in EDNS-PR, instead of the
subnet as suggested in ECS RFC [46]. The ECS RFC suggested using a subnet to protect
the privacy of the user’s IP address being communicated (and unfortunately mostly in
plaintext with DoUDP today [20]), whereas in our proposal we send the IP address
of the PDNS ReR (using encryption, see next section), which is not violating user’s
privacy.



4.3 Communication Encryption

DoT or DoH are rarely supported by ANSes, e.g., we tested 100
popular ANSes for different zones and found no support. Given
that PDNS relies on iterative DNS lookups performed by its clients
to handle cache misses (see § 4.2), the lack of encryption on this
communication channel fails to protect against in-network eaves-
droppers, thus violating our privacy model (see § 3.1). Therefore,
ANSes participating in PDNS need to adopt DoT/DoH to satisfy
our privacy requirements.

On the path between user and PDNS ReR, PIR offers chosen-
plaintext attack (CPA) security [77], meaning that, although the
query content is kept secret from an attacker, integrity and authen-
tication are not provided. It follows that an attacker can disrupt
the service or even impersonate the ReR and attempt other attacks
like phishing. Therefore, PDNS adopts HTTPS between client and
ReR to guarantee integrity and authentication. We favor HTTPS
over TLS since it makes it hard for third parties to distinguish be-
tween DNS and HTTP traffic given they both use port 443 [49].
It is also important to note that in proxy-based mechanisms (like
ODoH), HTTPS connection reuse requires no correlation between
client-proxy and proxy-ReR connections in order not to affect user
privacy [116]. This constraint does not apply to PDNS as PDNS
ReR is blind to DNS query contents.

Finally, when the final ANS populates the cache of ReR, it should
ideally use DoH to prevent malicious attackers from impersonating
its identity through techniques like IP spoofing. This also helps
avoid the false accusations of misbehavior of ReR, e.g., selectively
dropping DNS records for target users (§ 5), which could otherwise
occur due to the unreliability of UDP transmission.

4.4 Gradual deployment

Similar to DoH, universal adoption of PDNS is not a requirement.

We envision three scenarios:

o Ad hoc networks: operators in specialized environments such as
military networks have full control over the entire network. This
allows for end-to-end PDNS implementation, covering clients,
ReRs, and ANSes.

o ReR-based approach: clients install a local proxy which intercepts
DNS queries and converts them into PDNS queries for a prede-
fined subset of domains. ReR proactively maintains a curated list
of domains to be resolved privately, ensuring enhanced privacy
for specific use cases. While PDNS can be bootstrapped with-
out ANS support, it faces two challenges: (i) it contradicts DNS
caching principles, and (ii) limited domain sets reduce privacy
guarantees.

e Organic adoption: some ANSes begin supporting PDNS to at-
tract privacy-conscious users and gain a competitive edge over
other domains offering similar services. Over time, this could
drive widespread adoption of PDNS, following a trajectory simi-
lar to the adoption of HTTPS and DoH. Meanwhile, cloud ANS
providers like Route53 offer PDNS as a premium service for tar-
geted use cases, balancing costs with enhanced privacy benefits.

Note that the latter two scenarios can coexist, facilitating gradual

PDNS deployment at both ReRs and ANSes.

5 SYSTEM SECURITY

Defend DoS and reflection attacks — PDNS’s mechanism to
handle cache misses is susceptible to 1) DoS on ANSes, and 2) a
“reflection” attack towards the ReR (see § 3.1). We here present a
solution to protect against both attacks.

ANSes should only accept direct queries for a domain d from
users who can prove an actual cache miss occurred at the ReR. In
order to prove the existence of a cache miss, the user forwards to
the ANS the encrypted query and its response (q,r) along with
its secret key gk. To prevent a malicious user from counterfeiting
(q,r), we require the PDNS ReR to sign an additional message
containing the user IP, query timestamp, and the pair (q, r). With
this information, the ANS can check whether q encrypts a query
for d, and r indeed refers to a recent cache miss from the contacting
IP.

The above solution has two major limitations though. First, shar-
ing the secret key gk can be dangerous, as a misbehaving ANS could
collude with PDNS ReR causing a privacy violation. Second, accord-
ing to our performance evaluation (see § 6.2), this approach would
bloat direct DNS queries with about 39KB extra traffic: 36.5KB from
(g, r), about 2KB from the certificate, and few bytes for timestamp
and IP address. It also requires additional computation at ANSes for
verification, but the overhead is moderate: the challenge increases
CPU usage by only 17%, even if all queries require verification (see
§ 6.2 and Appendix D).

We solve both issues by asking for cache misses proofs only for
frequent requests, i.e., within a domain’s TTL, which might indicate
a potential attack. To do so, the ANS keeps track of the time at
which it populated a domain record at a given PDNS ReR. Further,
in presence of such (rare) proof request the user would send a new
query for the same domain to the ReR using backup key pairs; this
query is needed to generate a proof without leaking the user’s main
private key. After a successful proof, the user runs the SetupUser
primitive (<0.15 sec, see Appendix D) to generate new backup key
pairs. The ANS answers the direct DNS query right away regardless
of whether the proof was requested, unless a pending proof for this
IP already exists. However, it holds on the reception of the proof to
update the PDNS ReR.

It is noteworthy that the above process only applies to the addi-
tional traffic to ANSes because of the adoption of PDNS. It can be
distinguished from existing traffic to the ANSes by the presence of
the custom EDNS-PR extension flag. Existing traffic, e.g., measure-
ment queries for performance monitoring, remains unaffected and
continues to operate under the current DoS defense mechanisms
in place for ANSes today.

Identify misbehavior of ReRs — ReRs acting as covert adversaries
may selectively drop DNS records from their caches for specific
users to gain access to their queries. This can be mitigated through
the cache miss proof process introduced above. Specifically, suppose
a ReR avoids caching a domain d for user u. If d was previously
queried by u or other users within the valid cache period, u’s query
would trigger a cache miss and initiate an iterative query to the
ANS. The ANS would then challenge u, as the record should not
have expired in the ReR’s cache. But u can submit a cache miss
proof. This would in tern reveal ReR ’s misbehavior.



Note that such accusations may occasionally result in false pos-
itives due to reliability issues, such as ReRs rebooting because of
power outages or software bugs. A robust credit system for PDNS
ReRs, combined with additional verification processes for handling
various incidents, should help mitigate these false positives. We
leave further exploration of these measures for future work.

Validate ANSes — An attacker may impersonate an ANS and either
launch a DoS attack at a PDNS ReR or pollute its cache. However,
in PDNS, only legitimate ANSes can populate the cache of a ReR,
allowing for simple access control. PDNS ReRs should only accept
DNS records from verified ANSes. The verification can be done via
regular DNS lookups, or more strictly DNSSEC [32] avoiding DNS
hijacking [81], confirming with top-level ANSes that the IP address
of a sender matches that of the final ANS of the domain name in a
DNS record.

6 IMPLEMENTATION

6.1 Implementation Details

PIR scheme selection — Appendix B.2 lists three state-of-the-
art single-server PIR solutions we have benchmarked for different
cache and slot sizes using a single core of 3.0 GHz AMD EPYC CPU.
SimplePIR [68] achieves the fastest query processing time overall.
However, it is stateful, meaning that a user has to download a state
(with size comparable to the square root of the database size) from
the ReR whenever its DNS cache is updated. Given that a ReR’s
cache updates frequently, we discard this solution.

We instead favor single-server stateless PIRs: SealPIR [31] and
Spiral [91]. SealPIR is slightly faster than Spiral when considering
smaller cache and slot sizes, while Spiral outperforms SealPIR when
assuming slots with large sizes. This is because Spiral does not
provide optimal parameters for caches with small slot size; each
slot with a size smaller than 256B simply gets padded to 256B. Spiral
also requires less traffic than SealPIR (0.1x to 0.12x) for both the
Query and Answer primitives. Though Spiral has a slightly longer
update time than SealPIR, this is a server-only operation requiring
less than < 1 ms, and is thus not a decisive factor. Therefore, we
select Spiral as the underlying PIR protocol for building the proof-
of-concept of PDNS. But we do note that PDNS is open to any future
single-server stateless PIR protocols.

Spiral optimizations - We have applied some changes to optimize
the performance of Spiral. Specifically, Spiral’s Answer primitive
operates on 4 chunks of ciphertext for slots smaller than 215 bytes; as
the slot size increases, the number of chunks grows as a factor of 4. It
follows that (at least) 4 concurrent threads can be used to parallelize
and thus speed up the operations on each chunk. We leverage this
observation to extend the current Spiral implementation to support
increased multi-threading. We also enable the Intel Advanced Vector
Extensions 2 [10] when running Spiral. This allows a 2x speedup
of the Answer primitive in our benchmark.

PDNS ReR and client — We develop a custom PDNS ReR using
the Rust-based Spiral PIR repository [5]. We opt for this approach,
instead of extending an existing resolver, since PDNS ReR’s work-
flow departs from a regular ReR, mainly due to the lack of iterative
lookup to handle cache misses. We also leverage the Spiral reposi-
tory to develop the PDNS client. While integrating the PDNS client

into the OS would provide better performance, we opt for a DNS
proxy for better flexibility and ease of adoption. The proxy inter-
cepts outgoing DNS queries, transforms them into PIR queries,
receives responses from PDNS ReR, and decodes the results. In
presence of a cache miss, the proxy also performs (shortcut) itera-
tive DNS lookups. In the end, the proxy constructs DNS responses
itself using answers from either ReR or ANS, in presence of a cache
miss, and returns them to the OS.

Authoritative name server — PDNS requires three main changes
at a participating ANS. First, support for EDNS-PR, our small ex-
tension of EDNS(0) to share the IP address of the ReR when a cache
miss has occurred. Second, a routine to forward a DNS record to the
ReR indicated in EDNS-PR. Third, a mechanism to challenge clients
for proof of cache misses when needed (see § 5). We implement
the above features as a patch (about 200 lines of code) of the pop-
ular Berkeley Internet Name Domain (BIND9Y) [3], a fully-fledged
open-source resolver used by many ANSes worldwide [19].

6.2 Benchmarking

We benchmark all three components of PDNS: client, ReR, and ANS
on machines equipped with an 8-core 3.0GHz AMD EPYC CPU
and 8 GB RAM. This is an upgrade setup from [116] because PDNS
is more computationally intensive compared to ODoH. Note that
while PIR operations happen on the encoded cache, we use the size
of the plaintext cache as a reference since it directly relates to the
number of DNS records it can store. We ignore network latency
in this benchmarking; we will instead introduce realistic latencies
in the evaluation (§ 7). We assume PDNS was previously setup
and ready to use, ie., we ignore the one-time cost of SetupServer
and SetupClient (as defined in § 3.2). The interested reader can find
benchmarking for both setup PIR primitives as well as resource
consumption in Appendix D.

Query duration - Each PDNS query involves four PIR primitives:
Index, Query and Extract at the user, and Answer at the PDNS ReR.
Figure 3(a) shows the query duration for each primitive assum-
ing (plaintext) caches composed of between 210 (1K) and 2%° (1M)
512-Bytes slots, i.e., total cache sizes ranging between 0.5 MB and
512 MB. These values are chosen because Spiral’s authors selected
optimal low-level cryptographic parameters for this range based
on a heuristic algorithm. It follows that each 512B-slot can hold
about 13 DNS records with average size of 38 Bytes (see Figure 2).
The PIR primitives at the user (Index, Query, and Extract) require
sub-millisecond durations and, as expected, are independent from
the cache size. The total query duration is dominated by the Answer
PIR (at the server side) which requires between 80 ms — on a small
cache with about 1,000 slots and up to about 13K DNS records —
and up to 500 ms — on a large cache which might contain several
million DNS records.

Next, we fix the cache size to 512 MB and investigate query
duration as the number of slots increases, i.e., the size of each
slot decreases. For example, a 512 MB cache can be composed
of either 219 slots with a size S = 512KB, or 220 slots with S =
512B. Figure 3(b) shows that the duration of the Index and Query
primitives (at the user) are unaffected by the slot size. Conversely,
the duration of the Extract primitive, also at the user, decreases
as the slot size decreases, although non-linearly, e.g., from 266 ms
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Figure 3: Benchmarking results for PDNS. Network latency is negligible.

(S = 512KB) down to 21 ms (S = 128KB). This nonlinearity comes
from the better optimizations of Spiral for large slot sizes.

For Answer (server side), the impact of the slot size is non-trivial
due to the conflicts and compromises between multiple underlying
cryptographic primitives. Its performance is best when S = 64KB
and worsens when the slot size either increases or decreases. Given
the Answer primitive has an overall much higher duration than all
other primitives, the total duration of the PIR query is the fastest
(362 ms) for S = 64K B to which it corresponds 2'3 slots in a large
512 MB cache. This is a ~40% drop from 539 ms when assuming
a small slot (S = 512B) and a ~55% drop from 819 ms with a large
slot (S = 512KB).

Query and answer traffic - First, we focus on the traffic between
PDNS client and ReR. Figure 3(c) shows the traffic for both queries
(PDNS client) and answers (ReR), assuming a cache size of 512 MB
and increasing slot sizes (decreasing numbers of slots). Refer to
Appendix D for an analysis of the impact of different cache sizes.
At the client, each query consumes a constant 32 KB independently
of the slot size, since the query is the encryption of an index. At the
ReR, the traffic increases as the slot size increases since a full slot is
returned. For example, the answer to a query contains 20KB when
there are 216 slots (S = 8KB), versus nearly 800KB when there are
210 slots (S = 512K B). Considering both query duration (Figure 3(b))
and traffic (Figure 3(c)), we select a cache shape for PDNS of 21°
slots with a size of 16KB, for a total cache size of 512MB.

Next, we focus on the traffic between PDNS client and an ANS in
presence of cache misses. Since PDNS require DoH, this increases
the traffic from around 200B, i.e., a DoUDP query from ReR to an
ANS, to about ~7KB [36, 118] because of the TLS handshake - ~1KB
is needed instead if HTTPS connection is reused. Next, the ANS also
needs to duplicate the query response to the PDNS ReR with DoH,
which doubles the costs. Overall, this is a significant bandwidth
increase for an ANS mostly due to DoH. However, the current adop-
tion of DoUDP between ReRs and ANSes is yet-another violation
of user privacy when EDNS(0) is adopted [66, 101]. Proposals have
been made to encrypt the channel between ReR and the ANS [72].
If this proposal is adopted, then PDNS doubles the ANS traffic.

Scalability - PDNS’s intensive CPU usage is expected to limit its
query rate, i.e., the concurrent number of queries per second (QPS) it
can handle. We compare the query rate of PDNS with both DoUDP
and DoH provided by BIND9 [3]. We do not report numbers for
ODoH since equivalent to DoH for the ReR. For each protocol, we
increase the query rate until the query duration increases by 50%,

and then report the previous CPU usage and rate. Figure 3(d) shows
that DoUDP and DoH scale much better as they can serve roughly
1,000 QPS (CPU usage of 32%) and 500 QPS (CPU usage of 200%)
before significantly delaying their respective query response times.
In comparison, PDNS ReR reaches a query rate of 4 and 8 QPS for
respectively a large (512 MB) and small cache (64 MB).> While the
ReR’s CPU is not fully utilized (500-600%), adding even one extra
query would increase the query duration by more than 50%.

It has to be noted that the uprising specialized hardware would
substantially improve PDNS scalability. In fact, assuming that the
query resolution reduces from few hundreds ms down to 1 ms [109],
then PDNS would be able to reach about 1,000 QPS without HTTPS
or hundreds of QPS with HTTPS, similar to DoH in Figure 3(d).
The figure also differentiates between queries triggering a cache
hit or a miss. At their maximum query rate, the iterative process
associated with a cache miss costs an extra 33% CPU usage for both
DoUDP and DoH. No impact is observed for PDNS as cache misses
are resolved at the client and not the ReR.

Finally, we also benchmark the CPU usage at the ANS, using
the same methodology adopted for the ReR (see Appendix D). Our
results show that the CPU usage at ANS for answering DoUDP
queries is negligible: only 7% with a rate of 1,000 QPS. DoH is
instead much more challenging, but still reaches a rate of 500 QPS
with a CPU usage of 240%. Note that the combination of extra
bandwidth and CPU might explain the current lack of adoption of
DoH among ANSes (see § 4.3). In addition to DoH, PDNS further
adds 50% CPU usage to support EDNS-PR queries, i.e., privately
populate DNS records at a ReR, and another 50% to validate proof
of cache miss for suspicious queries.

7 PDNS EVALUATION

This section evaluates PDNS. Given that an actual PDNS deploy-
ment is challenging, e.g., it requires participating ANSes and users,
we resort to the next most realistic setup. We set up a test-bed
consisting of a PDNS client, ReR, and a participating final ANS.
Next, we simulate real network latencies and DNS queries we have
collected in the wild. We then evaluate PDNS from four perspec-
tives: query duration, privacy guarantees, resilience to attacks, and

3While there is no broad consensus on the memory size typically deployed at ReRs,
we believe our setup is feasible for most providers. One DNS trace in [114] shows
that over 200M queries were reduced to approximately 2M unique hostnames queried
by over 8,000 users at a university over one week. This is only slightly more than
what our small cache (64MB, 1.6M hostnames) can accommodate. Considering record
replacement (a common practice for ReRs), the small cache is sufficient. A large cache
(512MB, 13M hostnames) can support significantly more users.



impact on Web performance. When possible, we compare PDNS
against state-of-the-art solutions: DoUDP, DoH, ODOH, and Do-
HoT. We further include a hypothetical ReR-Less DNS assuming
both DoUDP and DoH. Due to space constraints, please refer to
Appendix E.1 for the detailed evaluation setup.

7.1 Performance

Figure 4(a) shows boxplots of query duration per DNS protocol.
For PDNS, we differentiate between small (64MB, up to 1.6M en-
tries) and large (512MB, up to 13M entries) caches, as well as a
futuristic implementation relying on F1 hardware [109] with a large
cache. While we cannot obtain such hardware yet, we simulate
its performance assuming that the Answer primitive would only
require 5ms.* We further distinguish between queries which trig-
gered cache misses or not, and whether HTTPS connection reuse
was adopted.

Figure 4(a) shows that DoUDP, i.e., DNS without any security or
privacy guarantees, achieves the best performance with a median
query time of 25 ms, which is slightly longer than the median RTT
of 22 ms between our emulated users (via Mysterium as detailed in
Appendix E.1) and the ReR- thus confirming negligible time spent
at both client and ReR to handle a DNS query. DoH almost triples
the query duration from DoUDP (median of 69 ms) due to the two
additional RTTs (~ 45ms) required by TLSv1.3; as expected, the
query duration in DoH drops to 28 ms in presence of connection
reuse. ODoH - which further enhances user privacy while sacri-
ficing performance - achieves a median query duration of 272 ms,
which reduces to 63 ms with connection reuse.

In the case of ReR-Less DNS, when utilizing DoUDP, the me-
dian latency is around 84 ms with considerable variability. When
emulatingReR-Less DoH (emulation is required as ANSes currently
do not support DoH), which is necessary to protect from pervasive
DNS monitoring, latency significantly increases, with a median
exceeding 250 ms and the third-quarter latency reaching above
450 ms. Our analysis assumes no HTTPS connection re-use, as
ReR-Less DoH requires establishing new HTTPS connections with
various ANSes, reducing the likelihood of benefiting from persistent
HTTPS connections, except perhaps with root/TLD ANSes.

Notably, these results reflect the performance of ReR-Less DoH
from the perspective of a single user with relatively good bandwidth
and location, and are limited to top-ranked domains. The perfor-
mance for average users worldwide is likely to be significantly
lower than what we have observed, due to an inflated network path
to an ANS. Further, these results do not account for the extra load
incurred on ANSes if ReRs are bypassed globally. Such loads can
only be amortized via more hardware or by slowing down queries.

PDNS achieves median query durations of 208 ms and 450 ms
for cache sizes of 64MB and 512MB, respectively. This means that
PDNS is slightly faster than DoH and ReR-Less DoH assuming a
small cache, and no connection reuse. While HTTPS connection
reuse is also beneficial to PDNS, the benefit is less evident compared

4With the anticipated at least 103X speedups to CPU by FHE accelerators, PIR compu-
tation time would be reduced to sub-milliseconds. However, data movement must also
be considered. F1 [109] envisions a memory bandwidth of 1TB/s (with even higher
bandwidths possible, e.g., NVLink achieving 2.4TB/s [13]). Transferring data for a
large cache (e.g., 512MB plaintext expanded to 4GB due to FHE encoding) would take
4ms at 1TBps. We round up to 5ms for the complete operation.
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to DoH and ODoH because CPU processing is the main bottleneck
of PDNS. When considering a much bigger cache, PDNS pay a
penalty of 180ms when compared with ODoH. Still, the median
query latency is 2x faster than DoHoT. This shows that the per-
formance of PDNS is already acceptable today, especially from a
user-experience perspective § 7.3 and to the many people who care
about their privacy.

Hardware acceleration — The most time-consuming component
in PDNS is the homomorphic ciphertext evaluation in PIR. This
bottleneck can be eliminated by dedicated hardware acceleration
tools [42, 61,90, 109, 110]. Among these, F1 and Intel HERACLES [42]
report potential reductions of the processing time by four or five
orders of magnitude, which will make PDNS’s performance compa-
rable with DoH and better than ODoH (Figure 4(a)) while providing
better privacy protection. In contrast, existing solutions, e.g., ODoH,
ReR-Less DNS, and DoHoT, are constrained by network latency,
hence leaving little space for performance improvements.

7.2 Privacy and Security

Information exposure to ANSes — PDNS utilizes the presence of
ReRs to decrease the frequency of iterative DNS lookups, thereby
reducing information exposure to ANSes. In our simulation, we
observed a cache miss rate of less than 10%. Within this rate, 90%
was caused by expired entries, and 10% by uncached entries. While
our cache miss rate is lower than some previous studies (30% was
reported [40]), the pattern of cache misses being primarily due to
expired entries is consistent with these findings. Therefore, in 90%
of cache miss cases in PDNS, users only need to contact the final
ANSes, minimizing exposure to non-final ANSes.

In short, PDNS cuts down 70% to 90% of the ANS queries required
by ReR-Less DNS. For the remaining traffic directed to ANSes, only
roughly 10% require interactions with non-final ANSes. Such lim-
ited exposure will likely disrupt the frequencies of sub-domains
observed at non-final ANSes, similar to Figure 4(c). This achieve-
ment aligns with our goal to minimize user interactions with ANSes
and reduce privacy risks, even though we consider these risks ac-
ceptable today. In contrast, ReR-Less DNS leads to the exposure of
all user information to ANSes and, on average, causes a 4x to 16x
increase in their workload compared to the current norms [60]. The
impact is more pronounced at ANSes for popular domains, where
the workload can increase by ~100x.

Resilience to timing attacks — Next, we investigate the efficacy
of employing random response delays as a strategic defense mech-
anism against timing attacks. Comprehensive findings outlined in
Appendix G substantiate the fact that our proposed solution ef-
fectively thwarts such attacks when the delay duration matches
or exceeds the query interval. Additionally, these results unveil a
trade-off dynamic between the average response forwarding delay
and the magnitude of defense effectiveness.

Resilience to reflection attacks — We proceed to evaluate PDNS
resilience to reflection attacks. We simulate attackers launching
reflection attacks by pretending to experience cache misses. As
Figure 4(b) shows, without the security feature introduced in § 5,
a single attacker can generate over 100MB of traffic per second,
and the traffic grows linearly as the number of attackers grows. In
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contrast, our security mechanism reduces significantly and puts
a deterministic cap on the reflection traffic. Given the space con-
straints, we leave the full result analysis in Appendix E.3.

Preserving regional access pattern — In addition to the collu-
sion resistance guaranteed by its cryptographic theorems [63, 104],
PDNS features an (arguable) privacy benefit that might be ahead
of its time: preserving regional access patterns from the ReR. To
demonstrate this, please refer to Figure 4(c) which shows the CDF
of domain (hostname or SLD) popularity rank difference (abso-
lute value) obtained with and without PIR (ground truth). For in-
stance, “cnn.com” has a ranking difference of 23,270 since it is
ranked 104,614th without PDNS but 81,344th assuming PDNS. This
figure relies on a trace of 20 million DNS queries of 122K unique
domains we collected. Overall, the figure confirms the preservation
of regional pattern by PDNS as the overall ranking has been dis-
rupted. For example, 99% of the 122K hostnames in our traces have
an absolute ranking difference larger than 100 (and 40% larger than
10K). Similar results apply to SLD.

7.3 User Experience (Web Performance)

We use web performance as a proxy to evaluate PDNS’s real-world
performance and its impact on end-user experience. This is done via
WebPageTest [17] to automate Chrome (on Linux) and both perform
web page loads and collect telemetry, e.g., classic web performance
metrics: FirstContentful Paint (FCP), Time To Interactive (TTI),
and PageLoadTime (PLT). We target the top 1,000 websites from
Tranco [16] which are loaded 5 times per configuration and then
report the median of each metric. We test each website using all
DNS solutions studied so far except ReR-Less DNS since no DoH is
supported by ANSes today, and assuming HTTPS connection reuse,
since it is a realistic behavior of different OSes and browsers [41].
We use Cloudflare as a public ReR for existing DNS protocols, and
our ReR for PDNS while injecting the latency measured between
testing client and Cloudflare (2-3ms). Note that our testing ma-
chine connects to the Internet with a symmetric upload/download
bandwidth of ~100 Mbps.

Overall, the Web performance tests (Figure 4(d)) confirm the
results of the query duration (Figure 4(a)), with DoUDP being the
fastest protocol and DoHoT being the slowest. When using a small
cache, PDNS has performance comparable with ODoH, with a differ-
ence of less than 100 ms per metric which can hardly be perceived
by the user. Still, ODoH outperforms PDNS with a large cache,
saving ~900 ms for FCP/TTI which may indeed be perceived by
the user, but at the cost of user privacy.
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8 RELATED WORK

DNS - In addition to the mainstream DNS systems discussed in § 2
and evaluated in § 7, privacy-aimed amendments to these proposals
exist. For example, Di Bella et al. [54] propose a secret-sharing
scheme for anonymous DNS queries relying on a peer-to-peer
proxy network. However, it is not robust when there are many
malicious users in the system. EncDNS [69] has a similar system
design to ODoH but is less flexible in key distribution mechanism,
deployability, and compatibility. PINOT [119] proposes to obfuscate
DNS traffic at the border of a trusted network to preserve user
anonymity. None of these solutions satisfy our privacy goals.

PIR-based DNS systems — Few previous studies consider adopting
PIR into DNS. Differently from PDNS, they require significant modi-
fications of the modern DNS architecture. A recent efficient stateful
PIR benchmarks its performance on private DNS queries [125] as-
suming a single PIR server storing all the DNS records. This ignores
the self-governing nature of the DNS across all ANSes. It is also
not practical from the performance perspective. Lu and Tsudik [85]
propose a DNS system based on distributed hash tables and single-
server PIR, where DNS records are stored in a table split into chunks
assigned to different ReRs. The main drawback of this is that a query
reveals the “chunk” of DNS records it is contained in, which can
be used to analyze user preferences. Previous work also consider
DNS with two-server PIR [115, 124], which does not offer collusion
resistance.

9 DISCUSSION AND LIMITATIONS

Limitation on anycast - PDNS does not support anycast [27,99], a
network addressing and routing methodology which allows a single
IP address to be shared by multiple ReRs around the world [21,
24]. This is because a ReR’s cache is populated by participating
final ANSes. If anycast were to be implemented for PDNS ReR, an
ANS located in a different area than the user would route the DNS
response to a different ReR than the original one queried by the
user.

Cluster of PDNS ReR - In a realistic deployment, a PDNS ReR
consists of potentially multiple clusters of resolvers located at dif-
ferent locations. The user would select the closest location either
manually or by using some self-configuring software. As this selec-
tion occurs, the user would register to a ReR which implies learning
about the cache size N and compute and share pk (see § 3.3). We as-
sume that servers within the same cluster (i.e., one single IP) share a
synchronized cache, i.e., having same size and content. This implies



that pk can be shared among such servers, and load balancing of
both queries and DNS record updates is straightforward.

DoH support at ANSes - As noted in § 4.3, ANSes currently do not
support DoH. This is mainly due to the lack of incentives: currently,
ANSes only communicate with ReRs, where privacy exposure in
this link is less concerned. Thus, the benefits of supporting DoH
on ANSes do not outweigh the costs. However, with the introduc-
tion of PDNS, ANSes will communicate directly with end-users.
Implementing DoH at ANS would enhance the privacy protections
for websites under ANS-controlled domains, which is particularly
valuable for those offering sensitive content or for customers who
prioritize privacy. This provides a much stronger incentive for
ANSes to support DoH. While we cannot precisely predict future
support of DoH by ANSes, we anticipate it will increase rapidly,
like the history of HTTPS, once PDNS is deployed.

ReR in a Trusted Execution Environment (TEE) — This ap-
proach allows to verify, through a hardware vendor, that the ReR’s
code corresponds to an open-source non-logging implementation.
Relying on TEEs [108] inherently introduces a reliance on hard-
ware vendors, which contradicts our objective of eliminating non-
collusion agreements. It also adds another point of failure, as TEEs
are not free from bugs and security breaches [26]. Further, TEEs
often have limited memory [9], constraining the ReR functionality.
Finally, it imposes a great burden on TEE vendors while negatively
impacting user experience, as every ReR attestation requires com-
munication with an attestation server at TEE vendor.

Multi-service Internet companies - In some cases, companies
operate diverse businesses. For instance, Google and Cloudflare
simultaneously provide ReR and (final) ANS services. This positions
them as critical junctions in the Internet, aggregating a wealth of in-
formation from these different operations. DoHoT and PDNS stand
out in offering optimal joint privacy protection to users in such sce-
narios. Notably, ReR-Less DoH and PDNS require ANSes to receive
direct queries from users, potentially revealing their identities. As
discussed earlier, we deem this acceptable since this information
would be accessible to final ANSes through other means anyway.
Still, we aim to minimize information exposure. ReR-Less DoH
exposes 100% of the DNS queries to all ANSes. In contrast, PDNS
limits this by directing only 3% of the queries to non-final ANSes
and 30% to final ANSes (§ 7.2). Additionally, PDNS provides security
guarantees to ANSes thanks to its query validation scheme (§ 5),
which is instead not viable in ReR-Less DNS. DoHoT, on the other
hand, sacrifices performance but preserves information exposure.
We therefore conclude that PDNS and DoHoT are the preferable
choices here, minimizing information exposure jointly at both ReR
and ANS for multi-service companies.

Third-party final ANSes — Many small/medium businesses rely
on third-party final ANS services such as Route 53 [2]. In this case,
PDNS direct ANSes queries — in presence of cache misses — would
leak some information to a third party which does not already have
access to this information via direct traffic, e.g., HTTP(S) in case of
a webpage. The solution to handle such privacy leaks is for Route
53 to implement support for the PIR protocol used by PDNS ReR. In
this setup, the PDNS ReR’s cache record for a domain name would
include only the IP address of the final ANS and a distinct flag,
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signaling users to communicate directly with the final ANS using
the PIR protocol. We leave this as future work.

Resistance to Internet centralization — The trend of Internet
centralization has been evident over the past decades, with a few
hyper-giants controlling major portions of Internet resources. This
centralization impacts the DNS as well [73, 82], with studies [102]
showing that Google and Cloudflare handle about half of all ReR
queries. Such centralization threatens user privacy. Existing DNS
privacy solutions, like rotating ReRs or proxies, are also negatively
affected by this trend due to the decreasing number of available
options. In contrast, PDNS resists centralization as it ensures ReRs
are blind to the queries they receive. In fact, more population using
the same PDNS ReR improves user privacy by raising cache hit rates
and complicating potential cache miss analysis for ReRs. Similar
resistance applies to the centralization of final ANSes following the
above discussion of “Third-Party Final ANSes”. Overall, once scal-
ability issues are addressed by near-future hardware accelerators,
PDNS will be more advantageous than other solutions in the trend
of Internet centralization.

User privacy beyond DNS - This paper focuses on DNS privacy,
a critical aspect of online privacy, as DNS serves as a central point
where all online activity converges. Unlike web requests, which are
decentralized and require compromising multiple ANSes or web
providers to gain comprehensive insights, DNS represents a unique
vulnerability and therefore demands stronger privacy guarantees.
Nevertheless, we acknowledge that PDNS is limited to DNS
privacy and does not address privacy concerns beyond DNS. Users
may still leak information with PDNS when interacting with other
online services, such as web browsing. Various solutions exist for
different online activities, such as search and browsing [28, 51, 65,
67,100, 123]. Notably, one alternative to PDNS - DoHoT - leverages
Tor which extends privacy protection beyond DNS to general web
activities. While this paper advocates for PDNS, this does not imply
opposition to DoHoT or Tor as a whole. On the contrary, PDNS can
complement Tor and other privacy-preserving technologies.

10 CONCLUSION

DNS still suffers from privacy infringements [14] despite the recent
adoption of encryption (DoH), and new proposals to de-associate a
user identity with her query (ODoH). The main culprit of such pri-
vacy violation is the recursive resolver (ReR) whose role is to provide
distributed caching to DNS enabling its scalability and fast speed.
While some recent provocative proposals argue for its removal
— which would naturally address such privacy concerns — such
approaches bring up new security issues and thus are unfeasible.
We instead proposed PDNS, to our knowledge the first proof-of-
concept to allow ReRs to operate privately leveraging single-server
PIR. The integration of DNS and PIR is not straightforward and
our design navigates many performance and privacy trade-offs. Al-
though PDNS slightly relaxes the collusion assumptions concerning
millions of authoritative name servers, it significantly enhances
DNS privacy beyond existing methods. PDNS is financially viable to
operate today and has significant potential for further performance
improvements, despite that it already outperforms the only other
solution, DoHoT, that offers the same level of privacy protection.
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A ETHICS CONSIDERATIONS

Our methodology in the evaluation (Appendix E.1) uses synthetic
DNS traffic via a publicly available service (Mysterium and Tor),
avoiding ethical concerns. However, in § 7.2 we rely on DoUDP
traces collected with a passive Mysterium node. To protect the
privacy of Mysterium users, we discard user-related information
such as their IP addresses and anonymize the queried domains by
hashing each domain level to a random value at the time of data
collection. Our institution’s IRB has deemed this data collection as
non-human research, as we only collect non-identifiable private
information without any accompanying data that could reveal indi-
viduals’ identities. And we have obtained Mysterium’s permission
to collect data for research purposes.

B DEEP DIVE INTO PIR
B.1 PIR Construction

§ 2.2 concludes that single-server stateless PIR is best suited for
PDNS. Consequently, we here further elaborate on the construction
of this scheme. Prior to delving into PIR, we introduce homomorphic
encryption, which is the key component of PIR schemes within this
category [31, 91, 96].

Homomorphic Encryption (HE) - It allows to perform compu-
tation on encrypted data [38, 63, 104]. We only focus on HE that
relies on a cryptographic computational hard assumption known
as learning-with-error (LWE) [86, 105]. Define an HE scheme HE :
{KeyGen, Enc, Dec, Eval} which contains the following algorithms:

(1) KeyGen(1¥) — (sk, pk): Define a security parameter k, 1% is
a canonical notation to define the strength of a cryptographic
scheme. This algorithm outputs a secret key sk and a public
key pk.

(2) Enc(sk,x) — [x]: On input the secret key sk and an integer
x, the encryption algorithm outputs a ciphertext [x], which
hides the x. We denote an integer in “[]” as an encrypted
value.

(3) Dec(sk, [x]) — x: On input the secret key sk and a cipher-
text [x], the decryption algorithm outputs a plaintext x.

(4) Eval(pk, [x], [y],9) — [z]: On input the public key pk, ci-
phertexts ([x], [y]), and an operator g € {Add, Mult}, the
evaluation algorithm outputs a ciphertext [z] = g([x], [y])-
Depends on g, itis either z=x+yorz =x*y.
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For HE to be secure, it is essential that adversaries without ac-
cess to the secret key are unable to obtain any information about the
encrypted values. Homomorphism requires that for any operation
g € {Add, Mult} and a ciphertext [z] = g([x], [y]), anyone who
holds a secret key can compute Dec(sk, [z]) — z which satisfies
z = g(x,y). The significant benefit of this property is that individ-
uals with the public key can perform addition and multiplication
operations directly on ciphertexts without requiring knowledge of
the underlying values. Furthermore, it also supports a relaxed eval-
uation algorithm Eval(pk, x, [y],g) — [z] for relation z = g(x,y).
This implies the arithmetic operation between a plaintext and an
encrypted value.

Construct PIR from HE - Suppose a PIR server maintains a cache
C = (c1,...,cN) and a user generates keys (sk, pk) by invoking
KeyGen. The user shares pk with the server. To retrieve the i-th
element c; from the cache, the user encrypts a one-hot vector®
G = (q1,...,9n) in which only ¢; = 1 but g; = 0 for any j # i.
An encrypted query [¢] = ([q1],..., [gn]) is then transmitted to
the server that performs the homomorphic evaluation by utiliz-
ing the algorithm Eval. Specifically, it computes the inner product
[r] = C = [4] = Zje[n) ¢j - [g;] by repeatedly invoking Eval with
operators Add and Mult, and then returns the response [r] to the
user. The user decrypts the response by Dec(sk, [r]) — r. Due to
the homomorphism, it satisfies that r = 3 ;¢ [N ¢ - g5 = ¢i - qi = ¢i.

Shrink Query - The concept described earlier enables the im-
plementation of PIR at a cost of high communication overhead,
as the entire encrypted query vector is transmitted. SealPIR [31]
and Spiral [91] adopt different techniques for query compression
and expansion that shorten the query to a constant number of
ciphertexts.

Specifically, define an algorithm Expand(pk, [i]) — [§] which
takes input an encrypted index [i] and outputs a length-N query
vector ¢. The knowledge of sk is not needed to perform Expand,
thus the server is able to construct g by itself given [i]. Based on
this, the user only needs to send one ciphertext instead of N. We
refer the readers to Section 3 of [31] and Section 2.1 of [91] for more
details.

Optimize Query Processing — Note that the above approach is not
feasible when N is large, e.g., N = 4,096 [31]. The problem is over-
come by representing C as a multi-dimension hypercube [31, 91].
Take the two-dimension case as an example. Define parameters m, £
such that m¢ = N. The server constructs its cache C = (¢y, ..., Em)
where each row contains ¢; = (cl!, cees cf) for i € [m]. To fetch c{,
the user constructs two ciphertexts ([i], [j]). The server expands
the queries to one-hot vectors ([G1], [§2]), each having the i-th or
Jj-th slot to be 1. The server first performs an HE evaluation on
[C] and [G1] to extract the row [;], then computes another inner
product on [¢;] and [g2] to extract [clj. ].

Observe that the first inner product only involves the multipli-
cation between plaintext and ciphertext, while the second operates
purely on ciphertexts. The HE algorithm adopted in SealPIR, called
FV [59], has limited ability to perform the latter one, which results
in slow query processing and large response size. Spiral proposes a

5A one-hot vector is a binary representation of a categorical variable in which only
one element is set to 1 (hot) and the rest are set to 0 (cold).
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Table 2: Summary and performance analysis of state-of-the-art single-server PIR solutions.

Solution When Cache Updates Performance

# Number of Slots (S=64B)

Slot Size (NumSlots=22°)

216 218 220 128B  512B 2,048B
Updat ired f d Update (MB/user) 7.4 14.7 29.5 424 86.8 178.1
SimplePIR [68] pdate re‘i“‘,': u‘s’;:e"’er an Query Duration (ms) 404 851 19.07 3029  80.87 256.38
Y Query Comm. (KB) 7 14 28 41 84 173
Update (is/slot) 2.21 219 219 122 1636 78.1
SealPIR [31] Server update only Query Duration (ms) 117 301 902 1,636 5,831 25,338
Query Comm. (KB) 278 278 278 278 278 278
Update (uis/slot) 3762 62.28 31.36 3134 63.63 29831
Spiral [91] Server update only Query Duration (ms) 249 501 794 797 1,423 3,882
Query Comm. (KB) 30 30 36 36 36 36
combination of Regev [104] and GSW [63] schemes which provides 350
efficient ciphertext-ciphertext multiplication thus achieving better —&— DoUDP
. 300 DoH
performance on query processing. ~ PDNS wio Challenge
R 2501 —m— PDNS w/ Challenge
B.2 PIR Scheme Selection S 200
©
We further analyze our benchmark on recent single-server PIR = 150
schemes shown in Table 2. For fairness, we do not enable our op- 3
timizations to Spiral (see § 6.1). SimplePIR [68], the only stateful G 100
PIR in the table, is significantly more efficient on query processing,
. K 50
but it causes high traffic when the server updates the cache. For
. A A ————A
instance, each user needs to fetch a 29.5MB message from the server 100 1ot 102 103

when an updated cache (with 22° 64-byte slots) is queried, which is

unrealistic for PDNS. Further, its communication overhead grows
as the cache size grows, and it is outperformed by Spiral when the
slot size is > 128 bytes.

SealPIR [31] and Spiral [91] are stateless PIR schemes. When
updating the cache, the server only needs to encode the new slots
and does not need to send any updates to the users. SealPIR is more
efficient in encoding than Spiral, especially for small entries. Re-
garding the speed for query processing, SealPIR is better at dealing
with small caches with small slots but is less efficient in other cases.
After further investigation, we find that Spiral’s implementation
pads all small slots to 256 bytes, hence its actual performance for
slot size smaller than 256 bytes is misleading. Finally, Spiral reduces
the traffic needed to operate by 7.7x compared to SealPIR. Note
that a number of single-server PIR schemes are newly proposed as
we were implementing PDNS from Spiral [39, 52, 68, 84, 92, 98, 126].
However, they are either stateful, or incur large communication
overhead, or do not perform better than Spiral over small records.
Hence, we do not switch from our underlying PIR to these schemes.

C CACHE MISS HANDLING ALTERNATIVES

We here discuss some alternatives to our mechanism to handle
cache misses (see § 4.2), which we have discarded because they do
not meet our privacy model (see § 3.1).

A strawman solution is to retreat to regular DNS (no PIR) when
a cache miss occurs, i.e., letting the user send a second query in
plaintext to the ReR. The benefit of this solution is that it keeps
compatibility with the existing DNS system to the largest extent.
Nevertheless, it exposes some queries to the ReR which violates a
user’s privacy.

A more intriguing solution is to fallback to ODNS, i.e., introduce a
proxy to relay user’s requests to a ReR (see § 2.1). Adding such proxy
in PDNS, e.g., provided by another corporation, would re-introduce
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Query Rate Per Second (QPS)
Figure 5: ANS CPU usage as a function of the query rate.

the need for a non-collusion agreement, which downgrades the
privacy guarantees. Alternatively, the proxy can be distributed, e.g.,
integrating with Tor [56] or allowing DNS users to act as each
other ODNS proxies. The advantage of a distributed approach is to
scatter private DNS traffic across many parties, making it harder to
re-centralize the information if needed, e.g., via subpoenas. Nev-
ertheless, this introduces all security vulnerabilities of distributed
systems; for example, privacy leaks are possible if a ReR controls
some of the peers [120].

D ADDITIONAL PDNS BENCHMARK

Scalability of Authoritative Name Server - Figure 5 is a visual-
ization of the “Scalability” discussion in § 6.2.

System Initialization - PDNS ReR and client execute SetupServer
and SetupUser, respectively, at each reboot. Further, the client re-
runs SetupUser when challenged by an ANS (see § 5) to regenerate
its backup key pairs. Figure 6(a) shows the duration of each ini-
tialization phase (at client and server) as a function of the cache
size. The figure shows that, with a cache size of 0.5MB, the server
initialization takes 10 seconds, while it takes over 50 seconds with
a cache size of 512MB. While long, this duration is acceptable since
it is only required during a reboot of the ReR. Conversely, the client
initialization is not a significant burden for the user as it only takes
up to 150ms, irrespective of the cache size.

SetupUser also requires some traffic between PDNS client and
ReR to share a public key pk. Figure 6(b) shows that this traffic
increases as the cache size increases, e.g., from 10.7MB with a
small cache (0.5MB) up to 16MB when the cache size is larger than
128MB. An exception is observed when the cache size is 4MB where
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the traffic jumps to 15.5MB. This result is due to the selection of
underlying cryptographic parameters by Spiral.

Query and Answer Traffic - Figure 3(c) shows the query and
answer traffic as a function of the number of slots in a 512MB cache.
We now further analyze such traffic as a function of the cache size.
Figure 6(c) confirms that query traffic is bound to 32KB since, as
discussed in § 6.2, the query is the encryption of an index and hence
independent from the cache size. The answer traffic only increases
when the cache size grows from 4 to 8MB and from 64 to 128MB,
but is constant otherwise. This, again, attributes to the selection of
underlying cryptographic parameters by Spiral.

Resource Usage — Next, we benchmark CPU and RAM usage for
PDNS. Figure 7 shows the RAM required by the plaintext cache, the
encoded cache, and the runtime ReR, as a function of the (plaintext)
cache size. The figure shows that the encoded cache requires 8x
the memory used by the plaintext cache, and that runtime memory
usage is comprised between 60 and 100MB. As a result, the memory
usage of PDNS at a ReR ranges between 68MB and 4.3GB, assuming
caches which can hold about 13K (512KB) and 13M (512MB) DNS
records using IPv4 (i.e., 38B as in Figure 2). With respect to CPU
usage®, Figure 7 shows that it ranges between 360% and 460%. This
is a result of our multi-threading implementation of the Answer
primitive, and the usage of 4 concurrent threads (see § 6.1).

6 All numbers for CPU usage are concerning one core of single CPU.
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E ADDITIONAL PDNS EVALUATION

E.1 Evaluation Methodology

We evaluate existing DNS solutions (DoUDP, DoH, ODOH, and Do-
HoT) using experiments in the wild. We select Google DNS [24] and
Cloudflare DNS [21] as target ReRs for both DoUDP and DoH. To
emulate a realistic access network of a DNS client, we resort to Mys-
terium [12, 122], a popular distributed VPN (dVPN) which provided
us with 1,415 Internet residential dVPN nodes from 62 countries. To
derive the duration of a DNS query between a Mysterium node and
ReRs, we subtract the latency between our machine and the node for
each RTT needed, e.g., 1 RTT for DoUDP and 3 RTT for DoH given
TLSv1.3 [106] and no connection reuse. We preferred Mysterium
over academic platforms like the popular RIPE Atlas [117] since
it offers higher flexibility, e.g., allowing to send DoH and ODoH
queries. Appendix E.2 offers more insights into the data collected
in these experiments.

We use instead a single location (our lab) for DoHoT since we
cannot force a Tor circuit between Mysterium nodes and a ReR.
However, we restart Tor after each experiment which gives us 522
unique exit nodes over 24 hrs. For ODoH, we still rely on Mysterium
but also iterate the three oblivious proxies provided by DNSCrypt
Proxy [7], a popular and cross-platform local proxy which supports
many DNS protocols. Finally, we perform iterative DNS lookups on
our machine for 122K domains collected in Mysterium (see § 7.2),
and estimate the duration of direct queries towards authoritative
DNS servers, as used by ReR-Less DNS. This procedure was con-
fined to our own machine due to the impracticality of executing all
122,000 iterative DNS lookups across each of the 1,415 dVPN nodes.
It is crucial to mention that our machine, located in the United
States, benefits from relatively high bandwidth and short latencies
to ANSes. Additionally, our focus was exclusively on top-ranked
sites. Consequently, our evaluation of the ReR-Less DNS perfor-
mance should be viewed as a conservative estimation. Users with
lower bandwidth and/or in developing countries might experience
less favorable performance.

When experimenting with DNS in the wild, there is no control
on whether queried domain names are cached or not at a ReR. To
study the effect of cache hit or miss at a ReR, we query for our
own domain names — registered at AWS Route 53 [2] — with TTLs
of one second and one hour, respectively. The one-hour interval
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Figure 8: Analysis of active DNS measurements.

guarantees cache hits as long as our queries happen within such
an interval. The one-second interval guarantees a cache miss as
long as we perform queries slower than once a second. While many
public ReRs would ignore such low TTL value, we have verified
that Google and Cloudflare DNS both support it.

To evaluate PDNS, we instead set up a test-bed composed of
PDNS client, ReR, and a participating final ANS. Each machine
is equipped with the same hardware used in the benchmarking
(see § 6.2). We then apply network delays between the machines
using the Linux Traffic Control (tc) module [11] driven by the
real latencies collected in the above experiments. We test a large
(512MB) and small (64MB) cache using the best performing shape
as from our benchmarking experiments, e.g., 2% slots with size
S = 16KB for the 512MB cache.

E.2 DNS Measurement Result

We here present high-level results from our DNS measurement
study (see Appendix E.1). We first analyze the network delay to-
wards popular ReRs. To do so, we connect to 1,415 residential dVPN
(Mysterium) nodes and send ping (ICMP packets) to both Google
and Cloudflare public DNS ReRs, measuring the round trip time
(RTT) of the path <client, dVPN node, ReR >. Then, we derive the
latency of the path <dVPN node, ReR > by subtracting the latency
from the path <client, dVPN node> which we also obtain via ping.
Figure 8(a) shows the CDF of the RTTs between 1,415 residential
dVPN nodes and Google and Cloudflare DNS ReRs. Overall, faster
RTTs are measured for Cloudflare, e.g., a median RTT of 19.9ms
compared to Google’s median RTT of 24.0ms.

Next, we analyze the iterative DNS lookups (DoUDP) we per-
formed for 122K domains (40K SLDs) collected with a passive Mys-
terium node. Figure 8(b) shows the CDF of DoUDP query dura-
tion per domain distinguishing between each step of the iterative
lookup: root, TLD, and final ANSes. The figure shows similar re-
sults across ANSes, with a median duration of 16ms for both root
and TLD ANSes, and 12ms for final ANSes. Further analysis shows
that the highly variable query duration observed for both root and
TLD ANSes is primarily due to dig [4, 6] which iterates through
different root and TLD ANSes. In fact, the closest root ANSes to
our test-bed (c.root and d.root) consistently respond in less than
1ms, versus over 100ms for the furthest one (k.root) as shown in
Figure 8(c). Similar results apply to TLD.
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E.3 Security Effectiveness

We evaluate PDNS resilience to reflection attacks (see § 3.1). We use
our DNS traces, including 42K ANSes involved and 122K unique
domains, to drive the distribution of the number of domains per
ANS. Note that few ANSes control over 600 sub-domains, while over
90% of the ANSes manage less than 4 sub-domains. We select the
top N% domains to be cached by PDNS ReR and simulate attackers
launching reflection attacks by pretending to experience cache
misses for each domain. We assume an attacker has the list of
domains supported by PDNS and a maximum upload bandwidth of
1Gbps.

Figure 4(b) shows that, without the security feature introduced
in § 5, a single attacker can generate over 100MB of traffic per
second, and the traffic grows linearly as the number of attackers
grows. The limit on the “reflection traffic”, i.e., from ANS to ReR, is
dependent on the total bandwidth of all attackers and of all ANSes.
When considering our security mechanism, Figure 4(b) shows that
the reflection traffic reduces to less than 12MB per TTL, i.e., for
how long a record stays in the ReR’s cache, with little impact of the
number of attackers and the amount of domains found in the cache.
This is because our security mechanism ensures that each domain
can only be populated once in the PDNS ReR within its TTL, thus
putting a deterministic cap on the reflection traffic. Having more
attackers or fewer domains cached only allows to consume that cap
faster within a TTL.

F DEPLOYMENT COST ANALYSIS

We here estimate the deployment costs of PDNS and discuss whether
it is viable to be provided as a subscription-based service as of to-
day. Our analysis is based upon a comprehensive study [114] that
models the DNS client behavior with a dataset collected from a
university campus network.

We assume that PDNS is deployed using a public cloud service.
Upon consulting the pricing calculators provided by AWS [1] and
Google Cloud [8], we determine that the costs associated with con-
figuring an 8-core CPU machine — similar to the one used in the
benchmarking (§ 6.2) and evaluation (§ 7) sections — are compara-
ble across two cloud providers. Specifically, the estimated comput-
ing costs amount to approximately $148.92 on AWS and $148.37
on Google Cloud, per month. For simplicity, we will consider the
rounded value of $149 for the subsequent calculations. It is worth
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noting that both costs scale linearly with the number of CPU cores.
As shown in Figure 3(d), PDNS running on a machine equipped
with an 8-core CPU can handle 8 QPS (assuming a small cache) or
4 QPS (assuming a large cache). In addition, the cloud also charges
for data transfer from cloud machines to the Internet (the reverse
is free). AWS and Google Cloud charge for at most $0.09 per GB
and $0.085 per GB, respectively. We take the upper bound of $0.09
per GB for the subsequent calculations.

According to the findings in [114], users perform on average
between 2,600 and 3,724 DNS queries every day. It follows that a
PDNS using the configuration above can serve at least between 93
(large cache) and 186 users (small cache) in a day, i.e., 3600 X 24 X
8/3,724 = 186. As a result, the computing cost per user amounts to
approximately $0.8 with a small cache or $1.6 with a large cache. In
addition, the data transfer will cost 3, 724 x 30 X 40KB x $0.09/GB =
$0.4 per user. This means that if a user is willing to pay more than
$2 per month to safeguard their privacy, PDNS could be a viable
business proposition.

The above analysis ignores potentially concurrent users as well
as the bursty nature of DNS requests. In the study by [114], the
bursty behavior of DNS queries is measured using “clusters”, where
each cluster consists of a minimum number of 3 queries and is sep-
arated from other clusters by an idle period of 2.5 seconds. In their
research, they report the CDFs of the number of queries per cluster
and cluster duration. Although direct ratios between the number
of queries and duration within each cluster were not reported, we
sample these values at various percentiles and approximate the
bursty demand by calculating the ratios ourselves. Based on our
analysis, we find that the bursty queries generated by up to 1,033
users reach a maximum of 126 QPS. Another study has reported sim-
ilar peak QPS with many more users [60]. To support such capacity,
machine(s) with 128 CPU cores are required with a small cache,
or 256 CPU cores are needed with a large cache. Consequently,
the monthly computing costs to serve one user would amount to
approximately 128/8 x 149/1, 033 = $2.3 with a small cache, or $4.6
with a large cache. Besides the data transfer cost of $0.4 per user,
we conclude that offering PDNS as a service would be financially
viable if the monthly subscription fee is set at $5 or higher.

G TIMING ATTACK ANALYSIS

Method - Assume an infinite series of queries with descending sub-
scripts ..., Qn, On—1, ..., Q1, Qo arrive at the PDNS ReR, as shown
in Figure 9. Each pair of adjacent queries is made by different users.
We assume that these queries finish with an equal interval A, and
each query has a probability of m to trigger the cache miss. Let Y;
be the random variable to denote whether a query Q; has triggered
a cache miss. Then we have Vi > 0, Prob(Y; = 1) = m, Prob(Y; =
0) = 1 — m. We further assume when a cache miss occurs, the

19

response can be forwarded to PDNS ReR instantaneously. However,
to defend against timing attacks from PDNS ReR, i.e., correlating
the forwarded response from ANSes and the queries where user
identity is known to PDNS ReR, the ANS should delay the response
forwarding by a random duration. Let X; be the random variable of
the delay of the response for query Q;, sampled from distribution
D. For the sake of simplicity, we assume all ANSes have the same
delay distribution.

Consider a response R arriving at time s after Qg. The probability
that this response is for Q; is Prob(Y; = 1N X; =s+i-A). Given
that X; and Y; are two independent random variables, we have

Prob(Y; =1NX;=s+i-A)
=Prob(Y; =1) - Prob(Xj =s+i-A)
=m-Prob(X =s+i-A).

1)

When Prob(X > A) > 0, meaning that the delay may be longer
than A, there are multiple possible queries for which R might cor-
relate to. It thus poses difficulty for the PDNS ReR to perform the
timing attack. To quantify the difficulty, we use Shannon entropy
as the metric. Specifically, the entropy of a response arriving s ms
after Qp is the sum of the entropy of every past query correlating
to the response, i.e.,

n .
Prob(Y;=1NX;=s+i-A)
Ent =1 -
ntropy(s) ni’éo; S, Prob(Y; =1NX; =s+i-A)

Prob(Y;=1NnX;j=s+i-A)
;.’:0 Prob(Y; =1NX;=s+i-A)
n .
= am, IZ;‘ - z;.’l_):;brgtfl(xjs: sl+?? A)
Prob(X; =s+i-A)
;'lzo Prob(X; =s+i-A)

- log
@

Equation 2 reveals a noteworthy point: the efficacy of the timing
attack defense is not contingent upon the cache miss rate. This
might seem counterintuitive. Nevertheless, the independence from
the cache miss rate is rooted in the inherent inability of PDNS ReR
- as guaranteed by the PIR - to determine whether a query will
indeed result in a cache miss.

Results - According to the findings in [114], 1,000 users will
perform queries at an average rate of 32 QPS, which translates
to A = 31ms. The cache miss chance for each query is 0.33, i.e.,
m = 0.33. Below, we calculate the entropy for a response arriving
at s ms after Qp, where s is an integer and 0 < s < A.

To render the outcomes more comprehensible, we introduce a
threshold denoted as T, which signifies the point at which the
timing attack defense is considered effective. This effectiveness
manifests when PDNS ReR fails to differentiate between a response
originating from two separate queries, both of which have an equal
likelihood. In precise terms, we set T, = —% log % - % log % ~ 0.69,
delineating a criterion for the defense mechanism’s adequacy.

We consider two distributions in our evaluation: the uniform
distribution U and geometric distribution G. When X ~ U(0, d),
we have

1
-, k<d
Prob(X; =k)=1d ,

0, otherwise

®)
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Figure 10: The effectiveness of delayed response forwarding to PDNS ReR.
where the average delay time is E[X] = % When X ~ G(p), we This layered complexity would invariably heighten the challenge
have for PDNS ReR attempting timing attacks, thereby reinforcing the
Prob(X; = k) = (1 - p)k‘l P, (4) efficacy of the defense strategy. We leave further explorations as

where the average delay time is E[X] = % We leave other potential future work.

distributions as future work.

First, we explore the entropy across different s ranging within the
interval [0, A). In this experiment, we fix the A = 31ms. For both the
uniform and geometric distributions where the delay is sampled
from, we adjust the parameters so that E[X] = A. Figure 10(a)
shows that the entropy of geometric distribution is much higher
than our threshold T, whereas that of uniform distribution is equal
to Te. It further shows that the entropy for both distributions is
barely changed given different s. This means that the PDNS ReR
will have roughly the same difficulty in correlating the response to
the queries whenever the response arrives, illustrating the stable
effectiveness of the delayed response.

Next, we investigate the relationship between the average de-
layed duration E[X] and the entropy. We fix the A = 31ms, and
calculate the average entropy across all s € [0, A) for each E[X]
value. Figure 10(b) illustrates that the entropy for both distributions
increases as the E[X] increases, where the geometric distribution
is overall better than the uniform distribution. When E[X] > A,
the entropy for both distributions is greater than or equal to T,
demonstrating the effectiveness of the defense.

Finally, we investigate how A affects the defense effectiveness of
delayed response forwarding. We adjust E[X] = A and calculate the
average entropy across all s € [0, A) for each A value. Figure 10(c)
shows that the entropy is relatively stable regardless of the value
of A. This means that the efficacy of the defense mechanism is not
notably impacted by the variation in A. Instead, the crux lies in the
proper selection of the average delayed duration. Remarkably, the
frequency at which queries are made does not exert a substantial
influence on the defense’s effectiveness, provided that the average
delay duration is thoughtfully determined. Consequently, the query
frequency primarily functions as a determinant for determining
the average delay duration itself.

While our model simplifies the intricacies inherent in real-world
PDNS scenarios, it undeniably underscores the potency of incorpo-
rating delayed response forwarding to PDNS ReR as a robust mecha-
nism to counter timing attacks. In actual deployments, ANSes would
opt for diverse delay-sampling distributions. Moreover, the response
delay would naturally incorporate random network-related delays.
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